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we‡KweÕi Kw¤•DUvivBRW Ges Kw¤•DUvivB‡RkbZe¨ kvLvq Kw¤•DUv‡ii gva¨‡g Rvj-RvwjqvwZ †iva I wbivcËv wbwðZ Kivi Rb¨ 
we‡KweÕi ICT Security Policy h_vh_fv‡e AbymiY Kivi wb‡`©kbv _vKv m‡Ë¡I kvLvmg~n A‡bK †¶‡Î m¤c~Y© †fÛ‡ii Dci 
wbf©ikxj n‡”Q| G †cÖ¶vc‡U h_vm¤¢e †fÛi wbf©ikxj cwinviK‡í evsjv‡`k e¨vsK, evwYwR¨K wbix¶v Ges we‡KweÕi cwi`k©b I 
wbix¶v Kvh©µg‡K mnvqZv Kivi j‡¶¨ Kw¤cDUvivBRW kvLvmg~‡n cwiPvjbMZ wbivcËv weavbK‡í wbgœewY©Z bxwZgvjv cwicvjb Ki‡Z 
n‡et 
 

�02  
 

"Banking Application Software Ges Database -G cÖ‡ek Kiv ïaygvÎ AwaKvi cÖvß‡`i Rb¨ msiw¶Z _vK‡e hv‡Z Ab¨ †Kvb 
e¨w³ Zv e¨envi K‡i †Kvb iKg Rvj-RvwjqvwZ ev ANUb NUv‡Z bv cv‡i| †KD mdUIq¨v‡i  cÖ‡ekvwaKvi †c‡Z PvB‡j Zv‡K Aek¨B 
cvmIqvW©avix n‡Z n‡e| ïaygvÎ kvLv cÖavb KZ©„K wjwLZ wb‡`©‡ki gva¨‡gB wbgœewY©Zfv‡e wewfbœ †j‡f‡j BDRvi ˆZix, cvmIqvW© 
eivÏ I e¨envi Kiv hv‡et 
 

� Administrative/Managerial/System Password wU Administrative level Gi Kvh©µg cwiPvjbv Kivi Rb¨ 
 kvLv  e¨e ’̄vcK/Kw¤úDUvi BbPvR© KZ©„K e¨eüZ n‡e| 
� Operator/User Password, e¨vswKs Gwc−‡Kkb mdUIq¨vi Gi wewfbœ gwWDj G KvR Kivi Rb¨ `ßi Av‡`k cÖvß‡`i 
 Rb¨ e¨eüZ n‡e| 
� Database Administrator (DBA) Password wU Database G †Kvb cwieZ©b/ms‡kvab/ms‡hvR‡bi Rb¨ e¨eüZ n‡e| 
� eY© I msL¨vi (Character) mgš̂‡q cvmIqvW© ˆZix Ki‡Z n‡e| †hgbt A †_‡K Z ev a †_‡K z, 0 ‡_‡K 9 A_ev †h  †Kvb 
 we‡kl wPý (*, . / # ) BZ¨vw`‡K Character ejv nq|  
� Administrative/Managerial/System/User Password b–̈ bZg 06(Qq) Character Ges DBA Password b–̈ bZg 
 08 (AvU) Character m¤ŵjZ n‡Z n‡e| 
� kvLv e¨e ’̄vcK Ges Kw¤•DUvi BbPv‡R©i †hŠ_ Dcw ’̄wZ‡Z DBA Password e¨envi Ki‡Z n‡e Ges †Kvb Ae ’̄v‡ZB  GKR‡bi 
 Ask Ab¨Rb‡K Rvbv‡bv hv‡e bv|  
� ‡Kvb DBA cwieZ©b Ki‡Z n‡j DBA Password -Gi cÖ_g PviwU eY© ev msL¨v kvLv e¨e ’̄vcK w`‡eb Ges Aewkó eY© ev 
 msL¨vmg–n Kw¤•DUvi  BbPvR© w`‡eb| †Kvb Ae ’̄v‡ZB Database Administrator (DBA) -Gi mg¶gZv m¤•bœ weKí 
 User/GKvwaK DBA ˆZix Kiv hv‡e bv|  
� DBA Password w`‡q Database -G cÖ‡ek K‡i bZzb DBA Password ˆZwi c~e©K msi¶Y Ki‡Z n‡e| 
� 07 (mvZ)w`‡bi g‡a¨ Kgc‡¶ GKevi Administrative/Managerial/System Password cwieZ©b Ki‡Z n‡e (QK-4.2)|  
� 30 (wÎk) w`‡bi g‡a¨ Kgc‡¶ GKevi User ‡`i cvmIqvW© cwieZ©b Ki‡Z n‡e(QK-4.2)|  
� cvmIqvW© e¨env‡i K‡Vvi †MvcbxqZv I AZxe mZK©Zv Aej¤b̂ Ki‡Z n‡e| 
� GKR‡bi cvmIqvW© Ab¨Rb‡K wKQy‡ZB AewnZ Kiv/e¨envi Ki‡Z †`qv hv‡e bv| 
� Aci c„ôvq ewY©Z Q‡K (4.2) cvmIqvW© cwieZ©b (Password Handover) msµvš— †iwR÷vi kvLvq †MvcbxqZvi mv‡_ msi¶Y 

Ki‡Z n‡e| 
� nvjbvMv` Administrative/Managerial/System Password GKwU Lv‡g K‡i e¨e ’̄vc‡Ki Safe Custody †Z msi¶Y Ki‡Z 

n‡e hv‡Z mswk−ó e¨w³i Abycw ’̄wZ wKsev g„Zz̈ RwbZ Kvi‡Y Zv e¨envi K‡i ˆ`bw›`b Kvh©µg ïi“ Ki‡Z †Kvb Amyweav bv nq| 
� nvjbvMv` DBA Password -Gi e¨e ’̄vc‡Ki Ask Ges Kw¤•DUvi BbPv‡R©i Ask Avjv`v Avjv`v Lv‡g mxj Mvjv Ki‡Z n‡e 

Ges mxjMvjvhy³ Lvg`ywU cybivq Av‡iKwU Lv‡g mxjMvjv Ae ’̄vq Safe Custody †Z msi¶Y Ki‡Z n‡e| 
� ¯ck©KvZi/¸i“Z¡c~Y© cvmIqvW© Lv‡gi g‡a¨ mxj Mvjv Ae ’̄vq, gyf‡g›U †iKW© cvmIqvW©, cwieZ©‡bi (Password Handover) 

†iwR÷vi mn  kvLvq msi¶Y Ki‡Z n‡e, hv‡Z Ri“ix cÖ‡qvR‡b cvmIqvW© Kvh©Ki Kiv hvq| 
� †KD Aem‡i †M‡j, e`jx n‡j, PvKzix †Q‡o †M‡j Zvi/Zv‡`i mswk−ó User ID & Password mv‡_ mv‡_ Kw¤•DUv‡i  AKvh©Ki 
 Ki‡Z n‡e, hv †iKW©fy³ n‡Z n‡e| 
� Kw¤•DUvi Acv‡iUi cÖ‡qvRbxq Kv‡R evB‡i †M‡j/Kw¤•DUvi n‡Z `~‡i †M‡j Aek¨B Kw¤•DUvi n‡Z jM AvDU n‡q †h‡Z 
 n‡e| 
� Rvj-RvwjqvwZ †iva Kivi j‡¶¨ mswk−ó mKj‡KB cvmIqvW© ˆZix, e¨envi I i¶Yv‡e¶‡Yi bxwZgvjv Aek¨B h_vh_fv‡e 
 AbymiY Ki‡Z n‡e|  
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� Kw¤•DUvi Gb‡K¬‡f Un-Authorized †jvKR‡bi cÖ‡ekvwaKvi wbqšÎY Kiv Ges mKj cÖKvi Lv`¨ `ªe¨ MÖnY m¤c~Y© wbwl× 
 _vK‡e| 
� Kw¤•DUvi I Avbylw½K Kw¤•DUvi mvgMÖx ¯̂ ¯̂ e¨enviKvix Kg©KZ©v/Kg©Pvix KZ©„K wbqwgZfv‡e cwi®‹vi Ki‡Z n‡e| Iqv‡iw›Ui 

AvIZvfz³ Kw¤•DUvi mvgMÖxi ˆ`bw›`b i¶Yv‡e¶Y m¤•‡K© mswk−ó †fÛi‡`i KvQ †_‡K cÖ‡qvRbxq civgk© MÖnY K‡i †m 
†gvZv‡eK Kvh©Kix e¨e ’̄v MÖnY Kiv Ges 4.1 Aby‡”Q‡` ewY©Z ÷K †iwR÷vi msi¶Y Ki‡Z n‡e| 

Kw¤•DUvivBRW kvLvmg–‡n cvmIqvW© Ace¨envi K‡i fwel¨‡Z hv‡Z †Kvb Rvj-RvwjqvwZ I A_© AvÍmv‡Zi NUbv bv 
NU‡Z cv‡i Ges e¨vs‡Ki mvwe©K Kw¤•DUvi Kvh©µg myôz I mvejxjfv‡e m¤•v`‡bi  wbwg‡Ë AÎ e¨vs‡Ki AvBwU AwWU 
g¨vbyqv‡j ewY©Z e¨e ’̄vw`mn Dc‡i D‡jÐwLZ Ges wbæewY©Z e¨e ’̄vw`mg–n MÖn‡Yi Rb¨ mswk−ó mKj‡K wb‡`©k †`qv n‡jv| 
 

BDRvi AvBwW, cvmIqvW© ˆZix, e¨envi I i¶Yv‡e¶Y| 
 

welq t Kw¤cDUvivBRW kvLvmg–‡n cwiPvjbMZ wbivcËv wbwðZKiY 
msµvšZ w`K wb‡`©kbv| 
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� ˆ`bw›`b e¨vswKs Kvh©µg m¤•v`‡bi ci kvLvi Kw¤•DUvi I mn‡hvMx Kw¤•DUvi mvgMÖx (gwbUi) Wv÷ Kfvi/Kvco w`‡q 
 †X‡K ivL‡Z n‡e| 
� nvW©Iq¨vi/mdUIq¨vi Uªvej mÿ wUs †iwR÷vi (QK- 4.3) h_vh_fv‡e msi¶Y Ki‡Z n‡e|  
� Kw¤•DUv‡i †PK wiKzBwRkb wúc¸‡jv Gw›Uª †`qvi ci wcÖ›U AvDU (nvW©Kwc) wb‡q MÖvn‡Ki wnmve Ges †PK wmwiR wgwj‡q GKRb 

A_ivBRW Kg©KZ©v KZ©„K hvPvB I ¯̂v¶iK…Z Ae ’̄vq msi¶Y Ki‡Z n‡e| 
� †jb‡`b m¤•v`bKvix Kg©KZ©v/Acv‡iUi e¨ZxZ Ab¨vb¨ Kg©KZ©v‡`i Øviv Kw¤•DUvi AvDUcyU mg–n ˆ`wbK cix¶v K‡i (†PKvi 
 I †gKvi GKB e¨w³ bq) `yBRb A_ivBRW Kg©KZ©v KZ©„K hvPvB I ¯̂v¶iK…Z Ae ’̄vq msi¶Y Ki‡Z n‡e| 
� ÷c †c‡g‡›Ui Av‡e`‡bi ‡cÖw¶‡Z M„nxZ Kvh©vejx m¤cv`bv‡šZ GZ`msµvšZ wcÖ›U AvDU wb‡q wnmveavixi Av‡e`bc‡Îi mv‡_ 

msi¶Y Ki‡Z n‡e Ges ÷c †c‡g›U †iwR÷v‡i wjwce× Ki‡Z n‡e| 
� wbqwgZ wm‡÷g I WvUv e¨vK-Avc wb‡q kvLvq msi¶Y Ki‡Z n‡e Ges cÖwZ mßv‡ni †kl w`‡b Zv ¯̂ ¯̂ wbqš¿YKvix gyL¨ 

AvÂwjK/AvÂwjK Kvh©vj‡q msi¶‡Yi Rb¨ †cÖi‡Yi mv‡_ mv‡_ †iwR÷vi (QK 4-4) nvjbvMv` (Up-to-date) ivL‡Z n‡e| 
� Edit/Delete List mn Daily Audit Trail Report/Log †ei K‡i h_vh_fv‡e cix¶v c~e©K e¨e ’̄vc‡Ki mv‡_ 2q 
 Kg©KZ©v/Aby‡gvw`Z Kg©KZ©v KZ©„K hvPvB I ¯̂v¶iK…Z Ae ’̄vq msi¶Y Ki‡Z n‡e| 
� wfbœ Work Station mn wfbœ wcwm‡Z Data Cartridges/CD/DVD †Z Data msi¶Y Ki‡Z n‡e Ges G¸‡jv Fungus 
 I  Dust gy³ ivL‡Z m¤¢ve¨ VvÊv I ï®‹ ’̄v‡b ivL‡Z n‡e| 
� Aa©-evwl©K/evwl©K e¨vKAvcmg~n Aš—Zt ˆÎgvwmK wfwË‡Z wi-†÷vi K‡i h_vh_fv‡e msiw¶Z Av‡Q g‡g© wbwðZ n‡Z n‡e| 
� kvLvi Kw¤•DUv‡i Un-Authorized wmwW, †cb WªvBf BZ¨vw` e¨envi Kiv m¤c ~Y© wbwl×| kvLvi evB‡i e¨envi Kiv nq/ 
 n‡q‡Q/ n‡”Q Ggb †Kvb Pen drive kvLvi Kw¤•DUv‡i e¨envi Kiv †_‡K Aek¨B weiZ _vK‡Z n‡e| 
� kvLv/Kvh©vj‡q ms‡hv‡MK…Z B›Uvi‡b‡Ui e¨envi †KejgvÎ `vßwiK Kv‡R e¨eüZ n‡e| AbvKvw•LZ Zv cÖ‡qvRbxq I‡qe †cvU©v‡j 
 ev mvB‡U XyK‡j fvBivm/Spaum Gi Avµg‡Yi AvksKv _v‡K weavq Zv cwinvi Ki‡Z n‡e| 
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•••• 4.1 nvW©Iq¨vi I mdUIq¨v‡ii ÷K †iwR÷vit 
µwgK 
bs 

nvW©Iq¨vi/ mdUIq¨v‡ii 
bvgmn eY©bv 

mdUIq¨vi I 
nvW©Iq¨v‡ii Ae ’̄vb 

mieivnKvix/ 
†fÛi 
cÖwZôv‡bi bvg 

mieivn/ 
B÷‡jk‡bi ZvwiL 

Iqv‡iw›U †gqv‡`i 
me©‡kl ZvwiL  

gšZe¨ 

01 02 03 04 05 06 07 
 (D‡j−L¨ nvW©Iq¨vi I mdUIq¨v‡ii Rb¨ c„_K †iwR÷vi msi¶Y Ki‡Z n‡e) 
•••• 4.2 cvmIqvW© cwieZ©b msµvšZ †iwR÷vi t 
µwgK bs cvmIqvW©avixi bvg I c`ex cvmIqvW© cwieZ©‡bi ZvwiL gšZe¨ 

01 02 03 04 
 

•••• 4.3 nvW©Iq¨vi/mdUIq¨v‡ii Uªvej mÿ wUs †iwR÷vi/jMeyKt (cÖwZevi Kj Kivi ZvwiL I mgq wjwce× Ki‡Z n‡e) 
µwgK 
bs 

Uªve‡ji aiY ‡fÛi‡`i Kj Kivi 
ZvwiL I mgq 

hvi mv‡_ K_v n‡q‡Q  
Zvi †gvevBj bs Ges 
Awf‡hvM b¤î  

‡fÛi G‡UÛ Kivi 
ZvwiL I mgq 

Uªvej mÿ wUs Gi 
djvdj 

gšZe¨ 

01 02 03 04 05 06 07 
 

•••• 4.4 e¨vK Avc msi¶Y †iwR÷vi t 
µwgK 

bs 
e¨vK-Avc 

MÖn‡Yi ZvwiL 
e¨vK-Avc KvwU©R/CD msi¶YKvix gyL¨ 

AvÂwjK/AvÂwjK Kvh©vj‡qi bvg 
e¨vK-Avc KvwU©R/CD 

MÖnYKvix Kg©KZ©vi bvg I 
c`ex 

MÖnYKvix Kg©KZ©vi ¯̂v¶i I 
ZvwiL 

01 02 03 04 05 
                                                

                                                                Aby‡gv`bµ‡g - 

                                   

(MvRx †gvt dRjyj Kwei) 
      Dc-gnve¨e ’̄vcK   

bs-cÖKv/AvBwU/7(12)Ask-3/2011-2012/459(1250)         ZvwiLt H 
m`q AeMwZi Rb¨ Abywjwc †cÖiY Kiv n‡jvt 
01| Pxd ÷vd Awdmvi, e¨e ’̄vcbv cwiPvjK g‡nv`‡qi mwPevjq, we‡Kwe, cÖKv, XvKv| 
02| ÷vd Awdmvi, Dc-e¨e ’̄vcbv cwiPvjK -1 I 2 g‡nv`‡qi `ßi, we‡Kwe, cÖKv, XvKv|    
03| ÷vd Awdmvi, mKj gnve¨e ’̄vcK g‡nv`‡qi `ßi, evsjv‡`k K…wl e¨vsK| 
04| mKj Dc-gnve¨e ’̄vcK/mwPe/Aa¨¶ wU,AvB/mKj wefvMxq Kvh©vjq, we‡Kwe| 
05| wefvMxq wbix¶v Kg©KZ©v, mKj wefvMxq wbix¶v Kvh©vjq, evsjv‡`k K…wl e¨vsK| 
06| Dc-gnve¨e ’̄vcK, ’̄vbxq gyL¨ Kvh©vjq/mKj K‡c©v‡iU kvLv, evsjv‡`k K…wl e¨vsK| 
07| mKj gyL¨ AvÂwjK/AvÂwjK e¨e ’̄vcK, evsjv‡`k K…wl e¨vsK| 
08| mKj AvÂwjK wbix¶v Kg©KZ©v, evsjv‡`k K…wl e¨vsK| 
09| mKj kvLv e¨e ’̄vcK, evsjv‡`k K…wl e¨vsK, (gyL¨ AvÂwjK/AvÂwjK e¨e ’̄vc‡Ki gva¨‡g)| 
10| bw_/gnvbw_|   

           
                                                                                                      (†gvt gwnDÏxb †`Iqvb) 

               mnKvix gnve¨e ’̄vcK 

e¨vs‡Ki mvwe©K Kw¤•DUvi Kvh©µg myôz I mvejxjfv‡e m¤•v`‡bi wbwg‡Ë wb‡æv³ ÔQKÕ Ges ICT Security Policy 
‡Z ewY©Z QK †gvZv‡eK †iwR÷vi cÖYqb K‡i Z_¨ msi¶Y Ki‡Z n‡e| 


