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3. Market Risk:
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b) Interest Rate Risk
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a) Funding Liquidity Risk
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8. Operational risk

¢. Legal & Regulatory Risk

&, Human Factor Risk

9.Asset Liability Risk (Mismatch)
tr. Reputational Risk

». Counter Party Risk
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BANGLADESH KRISHI BANK

Risk Based Auditing Guideline
Introduction:

Over the last few years, the need to manage risks has become recognized as an essential part of good
corporate governance practice in banking sector. This has put organizations under increasing pressure
to identify all the business risks they face and to explain how they manage them.

In fact, the activities involved in managing risks have been recognized as playing a central and
essential role in maintaining a sound system of internal control.

While the responsibility for identifying and managing risks belongs to management, one of the key
roles of internal audit is to provide assurance that those risks have been properly managed.

We believe that a professional internal audit activity can best achieve its mission as a comerstone of
governance by positioning its work in the context of the bank's own risk management framework.

What is risk based auditing?

A (Institute-of Internal Auditors) defines risk based internal auditing (RBIA) as a methodology that
links internal auditing to a bank’s overall risk management framework. RBIA allows internal audit to
provide assurance to the board that risk management processes are managing risks effectively, in
relation to the risk appetite.

Is.the bank ready?

Every bank is different, with a different attitude to risk, different structure, different processes and
different language. Experienced internal auditors need to adapt these ideas to the structures, processes
and language of their bank in order to implement RBIA.

RBIA seeks at every stage to reinforce the responsibilities of management and the board for
managing risk.

If the risk management framework is not very strong or does not exist, the bank is not ready for
RBIA. More importantly, it means that the bank’s system of internal control is poor. Internal auditors
in such a bank should promote good risk management practice to improve the system of intemal
control,

. Where RBIA is new to a bank, the head of intermal audit will need to market the concept to
management and win their support, particularly since it may mean a change for them in the way that
they think about risk.

RBIA Advantages
By following RBIA internal audit should be able to conclude that:

-Management has identified, assessed and responded to risks above and below the risk appetite
-The responses to risks are effective but not excessive in managing inherent risks within the risk
appetite
~Where residual risks-are not in line with the risk appetite, action is-being taken to-remedy that
-Risk management processes, including the effectiveness of responses and the completion of actions,
are being monitored by management to ensure they continue to operate effectively
-Risks, responses and actions are being properly classified and reported.
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This enables internal audit to provide the board with assurance that it needs on three areas:

-Risk management processes, both their design and how well they are working

-Management of those risks classified as 'key’, including the effectiveness of the controls and other
responses to them o N

-Complete, accurate and appropriate reporting and classification of risks.

Differences between traditional audit and Risk-based auditing

To make the differences absolutely clear let us take a short look at the essence of the traditional
internal audit approach as opposed to that of RBIA (Risk Based Internal Audit)
The traditional approach’s focus is on;
1. The audit plan based on the audit cycle (which imposes a strict time duration).
2. Important risks may not be covered in the audit program. :
3. Focusing on deficiencies in controls and cases of non compliance of the firn’s policies and
procedures. .
4. An understanding of the. business. unit operations. is. built through time consuming process.
mapping exercises and might rely on outdated policies and procedures manuals.

The Risk Based Internal Audit focus is on;
1. The audit plan based on the results of the business unit’s risk evaluation. Risky areas are
covered first and far more frequently.
2. Provides assurance that important risks are being managed properly.
3. The focus is on risks that are not properly controlled and/or overly controlled.
4, Creates an in-depth understanding of the business unit operations through risk assessment
workshops and with the participation of business unit management.
By tackling the task from a risk angle internal audit should be able to form an opinion as to whether;
+ the finn’s. management has. identified, assessed and responded to. risks. within and beyond the.
organization’s risk appetite,
« that the responses to risks are effective but not excessive in managing inherent risks within
this risk appetite,
residual risks that are not in line with the risk appetite, are subject to action to remedy this,
« risk management processes, including the effectiveness of responses and the completion of
ac:iions, are being monitored by management to ensure they continue to operate effectively,
an

» Risks, responses and actions are being properly classified and reported.
How it will be Implemented in Bangladesh Krishi Bank

The implementation and ongoing operation of RBIA has three stages and we have produced detailed
guidance on each of them:

Stage 1: Assessing risk maturity

Obtaining an overview. of the extent to which the board and management determine, assess, manage.
and monitor risks. This provides an indication of the reliability of the risk register for audit planning
purposes.

Stage 2: Periodic audit planning

Identifying the assurance and consulting assignments for a specific period, usually annual, by
identifying and prioritizing all those areas on which the board requires objective assurance, including
tl.wl.cs risk management processes, the management of key risks, and the recording and reporting of
risks.
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Stage 3: Individual audit assignments

Carrying out individual risk based assignments to provide assurance on part of the risk management
framework, including on the mitigation of individual or groups of risks.
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Which department will implement this RBIA activity?

-The regional audit offices of Bangladesh krishi bank will perform/implement the activities of RBIA
Divisional audit offices of Bangladesh krishi bank will perform these activities under their
circumstances and the corporate branches will perform these activities unde}' their circumstances.
Vigilance & Audit-2 department with monitor all offices including regional audit offices to-implement
RBIA activities according to this guideline.

- At the beginning of the year the regional audit offices will determine the level of risk alpng with CL
under their circumstances. According to the above activities they will prépare audit action plan. _All
disposal. should be completed within. 20 July of the year and send the-audit plan. to. their immediate.
senior management for approving the audit plan, By the approving processing time, risk based audit
would be developed by proposing audit plan. . .

If those questionnaires are not relevant to an office/branch, it should be ignored for the calculating of
risk matrix.

2. Methodology
Assessing Risk
Annual Plan
Audit Engagement
Reporting.

3. Risk Assessment
Evaluate the level of risk for each auditable area.
Risk factors to consider include:
Materiality
Complexity of Process
Business Environment
Exposure to Loss
Regulatory Environment

Identify potential areas for internal auditing: through- discussions with- key management and- review:
of documentation. Key risks should be taken into account. Interview executive, senior management,
middle management, and Board of Directors/Audit Committee. Review financial statements,
strategic plans, budgets, policies and procedures, code of conduct, and other entity related
information. Facilitate risk assessment sessions with management.

Principles of Risk Based Internal Audit
Risk Assessment Process-
- A “risk assessment” is an effort to identify, measure, and prioritize risks organization faces,

so that internal audit activities are focused on the auditable areas with the greatest
significance:

- Through the risk assessment process, it is able to develop a risk-based Internal Audit Plan.
Risk Assessment Goals-

- Inform senior management and the Board of Directors on risk assessment process.

- Get to know your client needs. Develop a project plan, timeline, and agree upon
deliverables.

- Provides a framework for assessing and prioritizing risks.

Y %
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Establishing the Risk Based Internal Audit Plan

According to IIA standards, a risk based internal audit plan should satisfy the following issues:

- The internal audit activity’s plan of engagements must be based on a documented risk assessment,
undertaken at least annually. The input of senior management and the board must be considered in
this.process.

- The chief audit executive/Head of ICCD must identify and consider the expectations of senior
management, the board, and other stakeholders for internal audit opinions and other conclusions

- The chief audit executive/Head of ICCD should consider accepting proposed consulting
engagements based on the engagement’s potential to improve management of risks, add value, and
improve the organization’s operations. Accepted engagements must be included in the plan.

- Annual Plan in Bangladesh, regulations of Banking Regulation and Supervision Agency necessitate
the following conditions for an efficient internal audit system:

a) Annual risk assessments that consider all business units and operations of the bank

shall-be made.
b) An annual audit plan shall be established conveniently to the results of risk
assessments.

c) Annual audit plan shall be approved by the Board
Annual audit plan shall be approved by the Board:
Annual Audit Plan is determined by evaluation of
- Risk matrix,
- Risk Matrices of Subsidiaries (If applicable)
- Risk level of activities
- Risk Indicators & Dynamic Risk Assessment
- Contemporary conditians and expectations
- Feedbacks of Board of Directors, Audit Committee & Senior Management, etc.

SAMPLE AUDIT PLAN PROCESS

Audit Committee (Approval)

Internal Audit Department Audit Committee Board of Directors Regulatory Authority
(Approval ) (Approval) (for information purposes only)

Reporting

Monitoring progress and communicating the Acceptance Of Risks
The chief audit executive/Head of ICCD must establish and maintain a system to monitor the
disposition of results communicated to management.

When the chief audit executive/Head of ICCD concludes that management has accepted a level of
risk that may be unacceptable to the organization, the chief audit executive/Head of ICCD must
discuss the matter with senior management. If the chief audit executive/Head of ICCD determines
that the matter has not been resolved, the chief audit executive/Head of ICCD must communicate
the matter to the board.

The identification of risk accepted by management may be observed through an assurance or
consulting engagement, monitoring progress. on. actions. taken. by management as. a resuit of prior
engagements, or other means. It is not the responsibility of the chief audit executive/Head of ICCD
to resolve the risk.
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A. General Banking Risks:
1. Cash: Local & Foreign Currency

SL.
No

Issues

Allotted
Mark

Level of Risk

High

Medium

low

Getting
Mark

Denomination. wise cash. balance is matched with cash balance |

books (day & evening) and day cash balance is agreed with
General Ledger and all currency notes/ coins are found okay while
counting physically.

Vault keys/ Locker Keys are held / handled by authorized
personnel.

_Payment is made against post-dated and stale cheque.

Payment is made over the counter against crossed instruments.

w|e|w| o

Order Cheque is paid to the payee with proper identification.

th | th |[th]| Uh

Key Register is maintained properly. Hand-over and Take Over of
Keys are properly recorded with authorized signatures

whether the late payment and received of cash have been certified '

by joint signature

Cash in Vault is within the insured limit.

The Surprise and Monthly cash Inspection must be duly conducted
by the Cash In- Charge and Branch Manager to certify the

‘Branch’s cash balances are held in order. Record of the inspection |

must be documented in the “Surprise Cash Count Form”. BKB
Operations Policy & Guidelines.

10

Whether "Scrolling number” / trace number on deposit slip has
been put accordingly.

11

Branches will maintain a physical Cash Transit Register/ Prize |

Bond/ other valuable things to monitor transfer of cash in and out
of the branch. Cash In- Charge /Designated Officer will be
responsible to maintain the register.

.12

Ensure that cash is carried to/from branch(s)by a confirmed

- employee along with-own.sourced. security. guard.

13

Whether branch officials accustomed to pocket banking is subject
to noncompliance of " central account and fund management
department’s circulars no.10/87,74/90 on dated 13/5/87 and
23/4/90.

C 14

_Shortage/Excess of cash informed to Regional/Controlling Office |

in writing if balance not adjusted by Cash Officer.

15

The stamps (Adhesive, Revenue, Non-Judicial) are properly
recorded denomination wise in the Register and balance thereof
agrees with the General Ledger (GL)

16

Altered cheque honored without authentication by the Account
Holder.

17

Whether petty cash is maintained properly?

Mismatched/built up notes are not found in vaul.

19

ATM Beoth Keys are maintained properly.

Passing/cancellation of Cheques/Instruments & Transfer/Clearing

' Vouchers smd suthorization there dgainst are dome as per ceiling |

mentioned in

21

At the end of working day,all seal registers excluding cash
transaction have been kept in locked Almira.
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Cash upload procedure, insurance, availabiiity of Receipt paper;

22 | security & safety arrangement etc. relating to ATM booth have 3
been found okay.
Duplicate keys of strong room, Cash Vault etc, deposited with the
23 | other Branch of our Bank/Other Bank, are rotated at & regular 2
interval.
Cash Balance Book and Vault Register are kept in the Vault
4 beyond banking hours. : 2
Vouchers of cash deposit are being posted in the respective
25 | Account of the Clients instantly before handing over the Counter 2
folio to the depositors
26 Denomination slips duly initialed by concerned officials are used
on the bundles of Taka. 2
Procedure for outward remittance of cash is complied with viz:
a. Letter of authorization / email mentioning Autherizing Official
to carry cash.
27 | b. IBDA ({Inter Bank Drawing Arrangment) duly signed by 2
' “Authorized Official mentioning PA number.
¢. Outward Remittance Register {Other Br/ BB / Sonali Bank /
ATM} duly filled in and authenticated.
Procedure for inward remittance of cash complied with viz:
8 |2 Request sent to feeding Branch through email / letter 2
b. Inward Remittance Register {Other Br/BB/Sonali Bank/ATM}
" duly maintained. '
29 | Mutilated/torn Notes are handled properly 2
Statement of mutilated notes [Prescribed format of BB] sent to HO
30 |/Regional Office / Area office of BB, where applicable, on 2
monthly basis within 07 days of the following month.
Revaluation of Fareign Currency in hand is done as per HO
3T | Cireular, z
Leaflet menticning < *m rwer wrrwe fraigrs” is displayed at a
32 | conspicuous place of Branch, (BB Circular# DID-03 dated 2
17.10.2012)
33 Dual display system in front of cash counter is maintained. 2
34 | Duplicate key record register is maintained. 2
Total 100
2. Account Opening:
' ' Allotted | Level of Risk Getting |
SL# Issues Mark | High | Medium | low | Mark
1 | Account opened with proper Introduction. 5
Account opened with copy of an appropriate document (Like-
2 | National ID, Passport, Driving License etc.) for identification of 5
the accountholder/operator. )
3 | Account opened with properly executed KYC & TP Form. 5
Photocopy of RISC certified Copy of Memorandum of Association
and Articles of Association of the company attested by the
4 | Secretary/Chairman/Managing Director of the Company is 5
retained marking by the authorized Branch Official as “original
seen” and duly signed.
5 Copy of Partnership Deed duly attested by the authorized Official 5

is preserved,
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Capy of Significant relevant Documents/Papers (By laws,
Resolution etc.) are obtained in respect of opening of accounts in

properly.

6 the name of any Club/Society/ Association/NGO. 5
Account opened with due approval of Branch Manager/Deputy 5
L Manager on the Account’s Opening Form. ' '
Photograph(s) of the A/C holder(s) authenticated by the introducer
8 | has/have been obtained & Introducer’s signature is verified 3
9 Whether all the signature cards of term deposits have been 3
preserved.
Photocopy of all: papers/documents: related- to-account opened- are |-
10 | attested by authorized Official marking as Original seen. 3
Required papers/documents including updated List of Directors
11 | (Form XII) have been obtained in respect of opening of account in 3
the name of a limited company.
1z | Whether the "stock register of cheque” has been filled up in | 3
chronologically
Instruction for operation of any Joint account has duly been
13 | authenticated by the all account holders under their recorded 3
signature.
14 Cheque Book has been issued & debit operation allowed after 3
observing required formalities of Accounts opening,
Whether “Lien Mark® has been performed on all saving
15 | scheme/FDR in case of overdraft/loan facility availing against that 3
of saving schemes.
Necessary formalities for closing the A/Cs (obtaining Branch
16 Manager's written consent on Client's application, taking over 3
‘unused cheque [eaves, realizing closing charges etc.) are observed. |
Whether the "returned cheques” have not been posted in Cheque
17 | Return Register and subsequently, delivers to client without 3
approval of branch manager/responsible.
18 Photograph of the nominee duly attested by the account holder is 3
. _obtained. _
The signature of clients on papers/documentsiregister including
19 | signature card has been preserved in strong room under 3
manager/responsible official custodian.
29 | Risk grading mark is mentioned in the KYC Form. 3
Ca | Source of income is mentioned, 3
22 | A/c holder’s photograph is found in Account Opening Form. 3
23 | Nominees photograph is found in Account Opening Form. 3
24 | TP is posted in the Bank Ultimus System. 3
25 Whether the "dormant account” & * in operative account " has 3
been identified through "Mark®,
26 | New Account Opening List is printed and checked & verified by 3
the Branch Officials.
27 Valid Trade License is available against respective account. 2
Cutting and Overwriting (if any) on Account Opening Form (AQF)
28 | is authenticated by the account holder. 2
39 | Whether the "cheque stop register” has been maintained in branch. 2
30 Cheque Books issue Register and Requisition Slips are maintained 2
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All usual norms in connection with maintenance of Term Deposit

verifying Test Number.

31 | & Scheme A/Cs including Leaf balancing of the respective 2
Receipt Book Blocks are being observed properly.
3 In case of premature encashment of Term Deposit & Scheme
Deposit is rightly adjusted/ reversed. 2
33 Whether "Sundry Accounts® has not been reconciled for a Jong 2
time.
Letters have been issued to/ personal contact made with the Clients
34 | of Inoperative Accounts to make the accounts operative, 2
38 SBS-2 & SBS-3 Reporting Form filled in properly and kept with 2
the Account Opening Form.
Total 110
3. Remittance, Collection & Clearing
Allotted Level of Risk Getting
SL Issucs Mark | Tigh | Medium [ low | Mark
Balancing of Payment Order, Demand Draft, Sundry/Suspense Alc
1 | etc are matched with GL. s
Necessary formalities have been followed for cancellation of
- 2 | PO/DD- and: for issuance of Duplicate PO/DD, if any. { According | 3
BKB Operations Policy & Guidelines).
Charges, Commission, VAT etc. for issuance/cancellation of PO/DD
3 | are being realized as per Bank’s Schedule of Charges. 3
4 Whether the payment of clearing cheque has been made before 3
collection.
' "Chiarges, Commission, VAT etc. Against OBC are being realized as |
S | per Bank’s Schedule of Charges. 3
The concerned client is informed immediately after reun of the
cheque from the Clearing House. Subsequently the cheques are
6 | retumed to the client in time keeping records in the Cheque Return 3
‘Register. The copy of cheque retum memo is preserved and |
applicable charges, VAT etc. are realized
Charges against returning of clearing cheques (where applicable) are
7 realized 3
The reconciliation of clearing house accounts (Where applicable) is
8 | carried out at regular interval and proper follow-up is made for any 3
dispute.
"The reconciliation of balance with other bank’s account (Where
9 | applicable) is carried out at regular interval and proper follow-up is 3
made for any dispute. '
Whether clearing cheque , Instruments have been camied in locked
10 b 3
BERAZC.
11 | Leaf balancing of DD/ PO is done. 3
Beoklet(s) of authorized signatories of respective bank are obtained
g2 | in case of disposal of excess cash where no “Feeding Branch” is 3
available
13 | Proper steps for unclaimed deposit are taken. 3
Pay Order (PO)Y Demand Draft (DD) Registers (system generated)
14 | are being maintained properly. 2
{5 Whether "cash remittance transaction” has been done without 2
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Contingent liability voucher is passed against OBC(outward Bank

Branch Official,

16 : 2
Collection).
Regular follow-up through written correspondences is made in case
17 | of non realization of proceeds of OBC within reasonable time. 2
: - Client's Afc is credited immediately after realization- of proceeds |
18 | against the related OBC. 2
19 | The client is contacted in time in case of return of OBC Instruments. 2
2¢ | TBC(Inward Bank Collection) Register is maintained properly 2
. 23 | Timely response of TRCs is made
Special crossing stamp is affixed on the cheques/instruments
22 | immediately after receipt the same from the customer. 2
The cheques/instruments received from the customers are recorded
23 | in the Register and or proper entry in the system is made. 2
Total 61
4.  Accounts:-
SL Iss Allotted Level of Risk Getting
ves Mark {"High | Medium Mark
4 " Whetiner the "Clean Casir Book amd GL" of* brunvir have beerr | 5 : ' ' '
examined & ratified by branch manager/approved official
The Statement of Daily Affairs is authenticated under joint
2 | signatures of the Branch Manager & an authorized Official after 5
checking the balances of assets and liabilities.
. 3 | Supplementary listing of client and GL is checked. 5.
4 | Daily Vouchers are kept with signature properly. 5
5 There is no mismatch in stock of Security Stationery between 5
physical stock & register.
6 Whether the total no. of debit and credit voucher are recorded in the 5
. .transaction sheet ? .
Voucher Record Register is maintained in & proper way with all
7 | relevant information in the respective column duly initialed by the 3
originating & authorized Officials,
The outstanding entries in Suspense A/c, if any, are under constant
8 | follow up for early reversal. 3
The entries particularly unidentified amoumt, if amy, in Sundry
9 | Deposit — Sundry Creditors/Others A/c are under constant follow 3
up for early reversal,
The periodical Returns are regularly sent to Head Office within the
10 | stipulated time. 3
' Expenditure vouchers are passed under joint signatures of the
n designated officials including Manager with proper documents. 3
12 Cash books, registers, Ledgers have been checked and ratified by 3
responsible officials
13 Denomination is not mentioned in deposit slip or on the back side 3
of instrument,
Whether the "subsidiary and supplementary tegister” of branch has
14 '} been complied in appropriately & accounts receivable and payable 3
are recorded properly?
15 PQ/ DD application form is duly filled up and signed by Authorized 3
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Vouchers/ reports in the soft form and hard (printed) is preserved

Branch.

16 according to FAD Instruction circular. 3
Whether "Lien Mark" has been performed on all saving
17 | scheme/FDR in case of overdraft facility availing against that of 3
saving schemes
" 18 | Contra is mentioned on transfer vouchers. T
Voucher Movement Register are maintained in a proper way with
19 | all relevant information in the respective column duly initialed by 2
the oniginating & authorized Officials.
20 l\i\l'h?‘tln:r the" Branch Seal” has been affixed in the leaves of cheque 2
00
21 ‘Whether the cheque has been passed and paid violating the policies 2
and procedures/rules and regulation
Whether the "dormant account” has been identified through
22 | "Mark" & Whether the "cheque stop register’ has been 2
maintained in branch
- In case of disposal of disorder and useless or obsolete items of fixed
Assets (Where exist) full particulars like date of purchase, nature
of fixed Assets, original cost, accumulated depreciation, present
23 | pook value, reason for disposal etc. are conveved to CSD, Head 2
Office in the form of a statement under seal and signature of
Manager and Second Officer.
2% Whether the “inoperative account” has bsen posted in 2
register and has been batanced at the end of year
whether the collection of "Cheque book received acknowledge
25 | letter” has been preserved in branch properly 2
26 | Periodical balancing of Printing Stationery is done. 2
27 If the cheque book is not issued during account opening, the cheque 2
™ | issue is reférred to manager/section officer before issuinp later.
Expenditures relating to opening of the Branch are amortized
28 properly. 2
29 The Statement of Daily Affairs/Transaction Sheet is preserved 2
chrorologically.
ZIcally
Total 87
5. Administration:-
Issues Allotted Level of Risk Getting
SL Mark | High | Mediom | Low | Mark
1 | Duty Roaster for Security Guard is maintained. 5
- Security Guard is available at the hranch as well as on the way of 5
2 | cash remittance.
The quarterly HR Report furnishing job responsibilities of officials
3 | working in the Branch is sent to HRD, Head Office on a regular 3
basis.
The duty of the guards on holidays and at night as per Roaster is 3
4 . ensured . )
Whether any employee is staying in the same chair for more than
§ three ? 3
years
6 Whether the security & business environment are suitable for the 3
branch ?
" Attendance Register is maintained in proper manner; duly checked
_by the Manager/Deputy Manger.
8 | Employees' Movement/Visit Registers are maintained. 2
Signature & Initial Register of the Employees is maintained
9 | mentioning the Name, Designation and period of working in the 2
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In case of change/ transfer of Manager or Key Holder, the duplicate

10 | keys are change and verified by the Incoming Manager or Key 2
Holder.
11 | The Guard & Messenger put on Uniform during duty. 2

Manpowet is. adequate in respect of volume of business. and. |

12 | capable Officials are available with different departments . 2
13 | Duplicate Personal files are maintained properly. 2
14 | Whether Leverage Register is maintained properly? 2
15 A comprehensive office order allocating the job respensibilities of 2
all Branch officials is exist.
16 | Surprise visit record” Register holiday/nighit is being maintained | 2
properly.
17 | Whether all utility bill is paid in time without fine? 2
Total 4
6. Internal control:
'Sk | Issues _Allotted Level of Risk
Mark | High | Medium
1 CCTV covers whole area of the Office premises and remains 5
activated Day and Night.
Departmental Control Function Check List (DCFCL) {Daily,
2 | Weekly, Monthly, Quarterly] is duly maintained and copy retained 5
for audit purpose,
3 Security Alarm is in order and placed in 3(three) separate location 3
at the branch
4 | Eoty into Cash Department is restricted. Operations Policy & 3
Guideline)
Letter of thanks is being issued to the Afc holders & Introducers as
§ | well immediately after opening of A/c and acknowledgement 3
' thereof’is received. ‘
Balance Confirmation Certificate is served in time;
6 | acknowledgement thereof is obtained and preserved properly. 3

Security stocks and stationery of the Bank include such items as
Cheque Books, MTD Receipts, Scheme Deposit Receipts, ATM
7 | Card, Pay order Blocks, Draft Blocks, LCA. Forms, Stamps, etc. | 3
The control of bulk security stocks and stationery must be kept in
the vault under joint control.

The Branch In-charge and the joint Key holders ensure overall
8 security matters of the Branch including switching off the

electricity points and Gas burner etc, on Thursday and prior to 3
holiday, while leaving the Office.
The fire extinguishers are available at the appropriate places with
9 | due validity and Personnel having operational Knowledge are 3
available.
The Quarterly Operation Repost (QOR) is prepared and submitted
10 | to the concemed authority within 10® day of the following month 3
of each quarter end.
11 | The compliance/facts as mentioned in the QOR is appropriate. 3
12 | Whether Bank's asset has been theft. 3
3 Whether the irregularities regarding fraud-forgery/Fake or bearish
loan embezzlement, Financial loss have been happened. 3
14 | Undelivered Card and PIN status are reconciled on monthly basis. 3
15 | Electric wiring is checked. 3
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16

The Stop payment Register is maintained properly; Written request
letters of the clients for Stop payment duly marked by the Branch
Manager are preserved in a file properly; similar procedures are
followed in case of withdrawal of Stop payment instruction.

17

Time of receipt of letter for Stop payment is mentioned in the
inward dispatch Register as well as on the said letter. In the Stop
Payment application A/c Holder signature is verified.

The response of all unresolved audit reports has been adherence 10
time frame if not response in two times one after another for which
the branch manager must be faced disciplinary action is subject to
circular no.4/98 dated on 10/2/98,

19

No incidence of fraud/forgeries/embezzlement occurred during the
period covered by current Audit & Inspection.

20

Prompt reporting to Head Office for incidence of fraud/forgery/
embezzlement (if any) has been made.

21

Application obtained for withdrawal of stop payment of cheques.

22

Maintaining of salary account under the prefix (123) who have
already resigned/transferred/left the Bank/Branch.

In-ward and out-ward mail registers are maintained properly.

»(E

CCTV data back-up is preserved for 01(one) year.

&

Balance-confirmation-certificates lo be-sent by the-officials not
working with the concemned department.

W Wiw w

26

Alarm System/Digital Protection System have been installed inside
the vault. The System is working properly to send notifications
automatically through SMS, MMS or Emails to Authorized
Officials of the bank. .

27

Test Key, official Stamps/Seals is properly maintained by
authorized officials.

28

Full Bio data of all employees including the security guards of the
Branch with their Mobile and Land phone number, if any are
preserved by the Branch Manager for quick contact as and when
required.

29

Telephone numbers of the local Police Station, the nearest Fire
Brigade Office, Branch Manager, Deputy Manager and Cash In
charge are noted in a small board & hung in a convenient place
within the Branch Premises.

Whether unresolved of Internal Audit objections exists.

) |

File register/Records of (iles are maintained properly. Register and records
must be kept under designated stafffofficers’ supervision at all times. After
use at end-of-day, such registers and records must be kept under lock and
key in secured storage areas and where applicable with fire-proof
prolection under joint control.

32

Signature Booklet (including other Banks) held by an Authorized
Official:

Addition / deletion of signatures of authorized official duly
recorded and supported by evidence.

Whether unresolved of Commercial Audit objection exists.

35

Application obtained for issuance of Solvency Certificate. Service

_Charge and Office copy of Solvency certificate not obtained.

Office Order for working during Saturday is found & Saturday
allowance file is preserved.

37

Whether unresolved of Statutory Audit Objection exists.
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Whether unresolved of Bangladesh Bank Inspection cbjection

2
38 exists.
Total 106
7. Compliance:
Issues Allotted Level of RiSk Getting
SL Mark | High | Medium | Low | Mark
1 | Service Charges, Excise duty, VAT etc. are properly realized. 3
The Circulars issued by the competent authority are preserved
y | systematically and-contents-thereof are brought: to-the notice of all- | 3
concerned with evidence by obtaining initials.
3 | Mandatory leave was availed by the officials during the last year. 3
4 Employees working more than 03 (three) years at Branch are 3
rotated.
5 | The-Observations outlined in-the-last Inspection Report of ICCD- 3
and Bangladesh Bank has been complied with.
6 | The Branch's Compliance Reports are based on facts. 3
2 | Whether the Work Environment of branches has been well. 3
8 Instructions of exchange of Mutilated Notes displayed at visible 3
“place in the Branch,
Posters relating to Torn Notes, Fake Notes & Soiled notes are
9 | displayed in front of Cash counter. 3
10 | Anti-Money Laundering Leaflets and Posters are displayed. 3
“Notification” containing Phone, Fax & Email address of official
- ¥ | working in“Complaint Cell” dispiayed: 3
12 Whether all circulars, Policy, Letters have been preserved after 3
download.
13 Whether the installment of different types of official/staff loans has 3
been collected regularly, and maintained the loan account properly.
1@ | Interest has been charged on the concemed loans accounts,. |. 3
saving accounts and others accounts accordingly.
15 The documents of disbursed loan files have been preserved in, safe 3
filled and made Indexing properly.
16 | The book of accounting had been preserved in accordingly. 3
License issued by Bangladesh Bank in favor of Branch is hanged at
17 a-conspicuous place. :
18 Whether applications for leave are promptly submitted by staff, 3
properly sanctioned, Leave account updated.
19 Whether salary, allowances, Medical aid, Encashment of 3
forwarding leave and lunch bill have been maintained according.
20 | Whether delegated financial authority is exercised properly. 3
21 "The evaluation of field officer's work (Loan disbursement, 3
collection and all kind of evaluation) has been done properly.
22 | Adequate correspondence made for realization of overdue rent. 3
23 | Whether Controlling Officer has visited Branches. 3
24 Expensed beyond delegation of financial authority has been 3
approved accordingly.
‘Minimum balance is maintained in the accounts as per relevant |
25 | Circular and necessary steps are taken to address those accounts 2
having Zero/ less than minimum balance.
26 Excess.ive cost beyond budgeted amount has been approved 2
accordingly. [
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retained.

47 | Lacal Courier bill is paid as per agreement obtaining POD. 2
2 | The Trade License of the Branch is updated, 2
AD license (Where applicable) are hanged in a conspicuous place
29 | within Branch premises. 2
The Notice Board is placed in a conspicuous place in the branch
30 | and Bank’s latest financials, rate of profit on different Deposit & 2
Scheme A/c are shown through the Notice Board.
31 Whether the branch has reconciled interbranch transaction timely 2
and properly?
3 Whether the-branch-has reconciled: interbank iransaction timely and: 2
properly?
13 Whether salary, allowances, Medical aid, Encashment of 2
forwarding leave and lunch bill have been maintained according
34 | Log Book is maintained in respect of operation of Generator 2
Total 92
8. Reputation:
SL Issues Allotted Level of Risk Getting
Mark | High | Medium | Low | Mark
1 | Branch Qfficial attends his / her desk before start of the operation, 3
2 | System opened before scheduled business hour. 3
3 Cash Counter found ready to serve the customer just at the 3
commencement of business hours.
4 | Complaint Box is in place. 3
5 Complaints Register is maintained and complaints received are 3
recorded therein.
At least one official must be deployed in the Customer Service &
6 | Complaint Management Desk. as per Bank’s guidelines on BLCS 3
& CMD.
7 BLCS & CMD shall maintain two separate registers to record the 3
written and telephonic complaints.
BLCS & CMD prepares monthly/quarterly statement or report in
e _prescribed format showing the number of complaints received, 3
resolved and outstanding and send it to the CCS &CMC within fifth
of the next month/quarter ended.
9 All Officials of the Branch found following ‘Dress Code’ 2
meticulously.
10 Du_ring the lunch and prayer break customers were attended 2
properly.
1 I};anch premises, entrance, stairs & floors are kept neat & clean, 2
tidy.
12 | Fumniture and Fixture are in good condition 2
13 | Files, Papers and Registers not kept scattered. 2
14 | Sign Board is in good condition, neat and clean 2
15 | Washroom / Toilet found well equipped and neat & clean. 2
Branch Level Customer Service & Complaint Management Desk
16 | (BLCS & CMD) exists and maintain prescribed guidelines of 2
Bangladesh Bank.
7 Booklets in Bengali and English containing all details of services 2
and facilities available at branches are provided to the clients.
18. | Enquiry counters at big branches exisl. 2
19 Code of conduct relating to banker-customer relationship is 2
followed.
20 Detailed records of handling and resolution of complaints are 2
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2 Business hours and time is displayed at conspicuous place of 2
Branch.

Total 50

B.. Investment Risk:-

1. Selection of the Borrower& Processing of Loan Proposal

SL# Issues Allotted Level of Rigk Getting
Mark | High | Medium | Low | Mark

Whether tools, techniques for borrowers selection have been

1 applied accordingly. _ 5
Whether not KYC and clear information about clients have been
2 | acquired during loan processing. 5

Whether the borrowers have been selected as biased without
3 | considering client's goodwill, past records, business performance 5

elc.

Whether the financial statement of borrowers has been analysed
4 | during loan sanction. 5
5 | Whether loan has been provided to defauk client. 5

Whether "Window Dressing” has been made regarding
6 “firancial’ and- business informationr during loanr processing

and subsequently the CRGS{Credit Risk Grading System) 5
has been scored based on window dressing information.
Whether loan utilization report is attached with the file. 3
8 | Whether classification status is written on the Jedger. 3
‘Whether the loan proposal has been submitted including. |.
g | necessary documents as per bank's dafined checklist and 3

the correctness of submitting documents by borrower has
been checked duly.

Whether the loan Application form signed by applicant has been
10 |in Loan Proposal which has been verified by competent 3
representative,

Whether the mortgage property has been over valued and limit of
11 | sanctioning loan has been become more than actual assessment 3
amount,

2 Whether the chain of documents of mort gable property have been
ensured by bank's officials from concerned sub-repistry office.

13 Whether the up to-date CIB report has been brought from BB or |
~ ™" [loan has been sanctioned by exception.

14 | Whether the dwelling land of rural area has been given as security. 3

Whether the false tumover of account which concemned with loan

15 | has been showed. 3

Whether "Location Map of property” has been preserved in branch
16 | for identifying mortgage able property site/direction, 3

17 Whether the source of owner's equity has been clearly mentioned 3
in loan proposal.

18 Whether the "Search Report for 12 years/NEC(Non-Encumbrance 3
Certificate) has been taken accordingly.

19 Whether the credit needs/credit  worthiness/economic 3
viability/technical feasibility have been analyzed accordingly.

20 Whether delegation of authority has been misused in case of loan 3

sanctioning.
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Without considering client's need/business requirement, branch

21 | manager sanctions loan by his delegation of power for ill 3
motive.
22 Whether the acceptance/acknowledgement of customer in sanction 3
letter has been taken properly.
2 "Whethier the "mortgage creation™ lias been offered beyond laid | 3
down mortgage policy.
Whether the CRG (Financial risk, Industry risk, security risk,
24 relationship risk, Management risk) system has been thoroughly 3
analyzed.
Y ‘Whether "Over Invoicing” has been made in case' of Machine: | 2
purchase.
Whether the collection endeavor, legal action/suit have not been
26 | deployed for default loans collection. 2
27 | Upto date VAT, TIN certificate is obtained. 2
Total 90
2 Loan Documentation , Disbursement & Monitoring:-
SL Issues Allotted Level of Risk Getting
Mark | High | Medium | Low | Mark
Whether the goods and stocks belong to hypothecation, pledges
1 | have been covered under Insurance Policy. 5
2 Whether "Necessary Stamp"” has been affixed on charge 5
documents accordingly.
Whether the signature of clients, guarantors on charge documents
3 | has been cotlected accordingly. 5
4 | Whether the charge documents have been fulfiiled in orderly. 5
5 Whether loan has been' sanctioned end disbursedt by dint of 5
certified titles deeds without Head Office approval.
Whether "Layer Opinion" has been taken properly for ensuring the
6 | ownership of mortgage able propery, comectness chain 5
documents.
7 Whether all of audit observations have been confessed and taken 5
' necessary actions timely to rectify that of. '
8 The title deeds/documents of loan have been preserved in safe 5
custody under branch manager/joint custodianship.
Whether the documentations of loan have been collected and
9 | preserved as per sanction letter terms & conditions. 5
" 10. | Whether the certified letter has been obtained from higher office 3.
(regional, HO etc.) regarding completion of mortgage deed.
n Whether the copy of morigage deed along with sanction letter is 5
sent to sub-register.
12 Whether the claim on collateral security has been informed to 3
UNOQ/AC land via TLF-44 form.
13 Whether the claim on collateral security of limited company has | 3
7" | been informed to register of joint stock company via specific form.
14 Whether the insurance of collateral security has been made in line 3
with sanctioned letter.
Whether the signature of the borrower on the copy of sanctioned
15 | letter has been obtained as received and ensured . 3
16 Whether the documentations of loan file are preserved index-wise 3
and serially by marking page.
17 Whether mortgage loan and short term loan files are just 3

maintained recording in the file register.

105

2 /




Achievement of budget for loan disbursement target as sector wise

18 for the period under review.
19 Achievement of budgeted loan collection amount for the period
under review.
Whether the target of Loan disbursement as sector wise has been
.20 | aclieved: .
During audit, the documents of all disbursed loan project and 100%
21 | Working Capital financing loan(Contintous loan) have been
locally scrutinizing.
Whether the terms & conditions of sanction letter have been
22 | complied by clients and the loan has been disbursed by submitting
- all-necessary documents.
Whether the over finance(Excessive loan) has been approved than
23 | deposited figure in account without considering credit/deposit
ratio.
24 | Whether stock of goods in godown has been enlisted accordingly.
25 Whether the working capital finencing has been sanctioned,
_ | disbursed prior to fully establishing the project. '
‘Whether the bank's assets (Loan & advances) have been invested in
26 | proposed sector accordingly.
27 | Whether credit concentration has been considered accordingly.
Whether the bad debt continuous lcan of branch has been charged
- 28 | on-compounding-interest: as per sanction: lefter, imposing: quarteny:
intorest and renewing the continuous loan accordingly.
29 Whether the communication with client has been maintained
regularly after loan disbursement. .
30 Whether the bank's officials have  suddenly visited the
showroom/shop of clients.
: . Whether adginal. title deeds of mnrtgage able property bave been |
31 | withdrawn from sub-registry office timely.
Whether the client used the accoumt for transaction which
32 | concerned loan in the same bank or the client is transacting with
other bank account.
During audit, the documents of disbursing short term & Medium
- 33 | term loan-have been-audited-accordingly.
At least 10(Ten) loans of crops and two lfoan of another sector
34 | have been visited during audit.
15 The terms & conditions of repeat loan disbursing have been
*_| followed accordingly
' 16 "If the disbursement sector changed and found irregularities, these |
' | would reflect in audit report.
37 | The responsible officer has to be identified for loan staled.
18 The fake loan has to be identified and reported and simultaneously
who were responsible for the fake loan to be determined.
. | Whether the irregularity is embedded in Profit& Loss account of
¥ branch.
40 | Whether the irregularity in IO Receipt and Debit Cash Voucher.
41 Whether the statement of borrow on stock has been collected on
which affixing client's signature.
42 Whether "disclaimer” from shop owner for rented godown has
43 Whether stock report of loanee business has been collected and
analyzed.
44 Whether personal communication is maintained with the

borrowers,
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45 Whether close follow up is ensured for the certificate case, case 2
filed to arthorin adalot, bankrupt and other case.
Total 142
3, Different Kind of Loan (AGRICULTURAL & RURAL CREDIT):-
SL Issues Allotted Level of Risk Getting
Mark | High | Medium | Low | Mark
Whether the irregularities in sanctioning and disbursing
1 | agricultural loan, poverty alleviation program, self reliance loan 3
and others loan have been found.
: Whether the- irregularities in- sanctioning and- disbursing project |
2 | loan, working capital loan including all types of term loans have 3
been found.
Insurance coverage for the assets which teok as security against
3 | Bank loan has been done accordingly. 3
: -Irregularities in- sanctioning loan- in favor of branch- officials and-
4 | staff have been checked. 3
5 Whether indexing, filling and preservation of loan documents have 2
been done properly.
Total 14
4. Speciat Investment
SL Issues Allotted Level of Risk Getting
Mark | High | Medium| Low | Mark
1 Whether the amount of Joan more  than 5
_ allotted/distributed/budgeted has been disbursed to loanee .
2 Whether the fund of one program has been disbursed by the 3
name of other ones program.
Whether the allotted fund of one fiscal year has been
3 | disbursed/ utilized for the other fiscal year. S
The budgeted amount for ome branch has been
" 4 | utilized/disbursed by name of other branch without prior | 3
approval of Head Office.
Total 14
5. Short-Term Rural eredit & Micro-credit loan:-
SL Issues Allotted Level of Risk Getting
Mark | High |Medium| Low | Mark
1 | Whether the loanee has not been selected appropriately. 5
2 | Whether the fake loan has been disbursed to loanee. 3
Whether one more loans/passbook have been disbursed in
3 | favor of one single person. 3
Whether many loans for many men have been disbursed 3
4 against same land as collateral.
5 - Whether the photos- of loance has not been- attested. in- loan: |- 3
proposal.
When disbursing agricultural loan/crops loan, the
6 | recommendation of officer has been taken with field 3
official's recommendation.




Whether loan has been disbursed without passbook issuing.

7]

8

Whether field officials have been engaged in office work
instead of loan disbursing/collection/supervision.

9

Whether the lone of micro-credit has been selected the poor
'but he/she is not belong to actual/genuine proféssion. ‘

10

Whether the loanee has been overlapping.

11

Whether field officials have not been deployed to collect
loan installments.

12

Whether make sure regarding guarantors information.
. Total

Bw| = || w

6. SME

SL

Issues

Allotted

Level of Risk

Getting
Mark

- A separate-complain-box for SME is set up:

Mark

High {Medium! Low

Poster on SME products of the bank is displayed.

Original rental deed is obtained.

|
2
3
4

Branch has set up a SME help desk.

W |w]w

5

A “Woman Entreprenenrs dedicated” SME help desk (head
of which should be a woman) is set up by the branch,

Branch has nominated a focal person and display his/her
name with designation, contact number for supplying

problems,

Total

14

7. Farming and of-Farming loan:-

Sk

Issues

Allotted
Mark

Level of Risk

High [Medium| Low

Getting

Mark

Whether the loan has been disbursed without proper
selection of borrower.

Whether the taking collateral is enough for loan secured.

Whether Insurance policy has been ensured 100% loan

limit.

Whether farming loan has been financed to the project
which situated at river ruined area’/border adjacent area.

Whether enough Gas, Water and electricity facility have
been extant at proposed project,

-Whether the transport facility for raw materials supplying |.

and marketing facility for producing products such as eggs,
milks, meats fishes have enough at farming site.

Whether preservation facility has been extant for producing
product.

Whgther skilled manpower has been deployed in the

_praject

Whether the project has been supervised and monitored by
branch officials.

10

Whether the certificate regarding sound and air pollution
has been collected from Environmental Department.
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1 Whether "Green Banking” policy has been followed 3
accordingly.
Total 35
8. Iyvues of EQL, NPI'and Control:
SL Issues Allotted Level of Risk Getting
Mark | High [Medium| Low | Mark
1 Abnormal over valuation of collaterals is not made. (Applicable in 5
case of physical visit made by Inspection officials).
o | Excess over limit is allowed with due approval of the s
competent authority.
3 | Investment Limit expired but not renewed / not adjusted. 3
Records are maintained for the Investment clients that show
4 | weakness of any nature and sign of deterioration; and an 3
early alert report is prepared within 7 days of identification
of weakness,
Overdue and Special Mentioned Accounts are properly
5 | identified and reported through periodical Statements meant 3
for Head Office.
6 Accounts have been classified as per prevailing circulars of 3
'Bangladesh-Bank. :
7 Security documents are preserved by Authorized officials 3
jointly.
8 Particulars of security documents are recorded in the 3
Register.
List of Documentation shortfall, if any, is available in respective
9 | Investment file in all cases. - 3
10 Due-date Diary of Expiry of investment facilities is 3
maintained.
In case of Term Investment Branch has sent letters to the
11 | client to arrange payment of installment, if not paid on due | 3
date.
Timely legal action (Somon Jari) or filling of recovery
12 | certificates/cases with Money loan court/Bankruptcy/other 3
suits have been initiated
13 | Write-off Register is maintained properly. 3
14 Writing-off has been executed against relevant investment 3
accounts observing approved guidelines
15 Due approval has been taken for return of documents after 2
full adjustment of Investment facilities
16 Renewal proposals have been sent to Head Office at least 2
one month-before expiry of limit. ,
17 | Name of Guarantor was mentioned in PG form. 2
18 Whether demand, legal and other notice have been served 2
timely
19 Regular follow-up with advocate for first disposal of suit 2
filed cases has been done regularly
Whether the analysis of classified loans had been done
20 - 2
accordingly
Total 58
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C. Foreign Trade Risk:

1. Import:
SL Issues Allotted Level of Risk Getting
Mark | High |Medium| Low | Mark
) LC is opened with Valid Supplier’s satisfactory Credit Report, 5
" WHETE NeCESSATY; .
2 LC is opened with obtaining approval from the Competent 5
Authority.

Signature of the imponer/applicant on the ‘Application and
3 | Agreement for Imrevocable Letter of Credit’ is verified by the 5
authorized officials of the Branch.

- 4 | L€ is opened with-adequate Insurance: - 5

Valid & appropriate Proforma Invoice/Indent accepted by the
5 | importer with their recorded signature and seal thereon is 5
submitted.

Letter of Credit Authorization Forms (LCAF), duly filled in

6 | and signed by the importer, is obtained. .
7 | LE isnot opened exceeding approved: limit. -5

3 Margin is realized at approved rate on or before opening of 5
LCs.

9 | Charges/Commission realized as per sanctioned rate. 5

10 LC opened against Indent/ Pro-forma Invoice having 5
conditional clause.

T IRC is-issued.in. the name of our concemed- branch-or transfer: 3
(NOC) of the IRC is made in their favour.

12 Commercisl TIRC is not used instead of Industral IRC and 3
Vice-a-Versa

13 | Limit of respective IRC has not been exceeded. 3

14 Certificate from previous banker to the effect that there is no 3

) . overdue Bill. of Entry. has.been.obtained.. .

Signature of the applicant/authorized personnel on the request

15 | letter for opening of LC matched with that is recorded with the 3
Branch.

16 | LC register is maintained properly. 3

17 _| Margin on LC register is maintained properly. 3

I8 Periodical balancing.of Margin is dane to ensure that margin is | 5
realized and reversed properly.

19 LC liability \foucher is passed in time and balancing is done on 3
a regular basis.

Concemed Officials including Branch Manager have
20 signed/initialed in the respective column on the ‘Application 3
_and Agreement for Irrevocable Letter of Credit’ as an evidence |

of authentication and approval as well.

2 Copy of payment order as an evidence of payment of insurance

premium has been preserved, 3
22 Charges, commission, VAT are realized as per prescribed 3
schedule of charges and or terms of the sanction advice.
23. Timely Reversal of Liability against expired/cancelled LCs has | 3
been made observing due formalities.
24 | Price as mentioned in Proforma Invoice has been verified. 3
26 Custom purpose copy of LCAF is retained with related LC file 3

in case of LC outstanding with full amount.

L/C has been opened with supplier’s satisfactory credit report
26 | whicir has beerr abtained not more dmr one year ago s per| 3
Bangladesh Bank’s Foreign Exchange Guidelines.

27 | LC margin in GL Head is matched with that in LC margin
register of Ultimus regularly.

28 | Importer’s signature in the proforma invoice has been verified 3
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SL Issues Allotted Level of Risk Getting
Mark Mark

by the authorized official of the branch.

29 LC opened against marking lien in FC (Held) A/C instead of 3
cash without obtaining Head Office Approval.

30 | LCAF books/blocks is kept in proper place with lock and key. 3

31 L/C is transmitted through SWIFT in delay from the issuing 3
date.

32 | VAT on LC commission is realized correctly. 3

33 Transmitted LC Value In SWIFT & Liability Voucher passed 3
in Bank Ultimus system is Match.
All Foreign Exchange Position is reported to Bangladesh bank

34 | Dash Board in time {same date). 3

15 There is no overdue Bill of Entry of the importer. 3
Permission from the concerned authority (where applicable).is

36 | obtained. 3
Valid copy of indenting registration certificate is obtained in

37 | case of indenter. 3
Office note has been prepared and appraved by the branch

18 Management while disbursing facility under composite limit 3
showing Netting off position in case of Export Finance.
Adhesive stamp of appropriate value is affixed on Agreement

39 | form for LC opening.and the stamp is duly been cancelled. 3

40 | IRC of the Importer is valid in all cases. 2
Permissible limit including pericd and Chatan No. has been

41 | mentioned on the reverse of the respective IRC and 2
authenticated by the authorized official,
Request letter for opening of LC is signed by the |

42 | applicant/authorized personne! and submitied with required 2
papers.

43 Evidence of reinsurance from Shadaran Bima has been found 2
on the insurance cover note

44 Undertaking in connection with adverse fluctuation of 2
Exchange rate is obtained.

45 Cash LC has been opened within 180 days of issuance of 2
LCAF as per prevailing Import Policy.

46 Necessary guidelines are followed in case of LC opened for 2
Import through Land Customs.

47 Legible copy of LC is sent to other relevant authority as per 2
prevailing Import Policy.

48 LCAF have been issued in the name of the Applicant/Clients 2
and are duly recorded in the Register.

49 Relevant particulars of LC opened have been endorsed on the 2
back of Exchange Monitoring copy of LCAF,

50 Branch has recorded the LCAF block in the Branch Ultimus 2
system as per procedure.

Total 159
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2.

Import Bills:

SL

Issues

Allotted
Mark

Level of Risk

High

Medium

Getting
Mark

While certifying the copy documents for assessment purpose,

Undertaking is obtained from the Client to the effect that the
original documents shall be-accepted: despite any discrepancy: |

Shipping Guarantee / NOQC is issued with obtaining full
payment in cash or arranging post import finance.

Import Bills are lodged in time.

Appropriate rate of exchange is applied.

Profit on PAD is calculated accurately.

o W] N

“Inr case of Sight LC original $hipping documents is' delivered- |

with full adjustment of PAD liabilities.

n (|thitn]|

In case of DP LC, the original shipping documents is delivered
with due acceptance & Underteking of srranging payment as
per sanctioned terms.

Proper steps are taken in handling discrepant import documents

- a5 per relevant Article of UCPDC in-foree.

Receipt Seal with date and time has been affixed on the

forwarding schedule of the Import documents.

10

LC Iliability is reversed and margin thereagainst is adjusted
fully or proportionately in case of lodgment against full or
partial documents.

11

Written. Intimation. has.been. made to-the .importer immediately. |

after lodgment.

12

Written reminders have been made on a regular basis towards
retirement of the documents remain outstanding for unusual
period.

.13

Payment against discrepant documents directly received by the

_importers has been made to the beneficiary only on submission |

of authenticated copy of the customs Bills of Entry.

14

Advance remittance, if any, for permissible import of goods
and services has been made against application from the
Importer along with Undertaking in the prescribed format (As
per instructions outlined in Para 27, under CH 7 of Guidelines
for Foreign Exchange Transactions Volume-1)

‘15

All relevant Charge /Fee including Discrepancy fee where
applicable has been deducted from the bill value at the time of
settlement of payment to the foreign supplier/beneficiary.

16

Monthly statement incorporating details of overdue Bill of
Entry has been submitted to Bangladesh Bank.

17

Import bills are not lodged in delay without advising |

discrepancy.

18

Branch preserves the cormrespondence with the foreign bank
relating discounting for UPAS LC.

19

Client’s or their authorized representative’s signature has been
verified by the authorized official of the branch in the request
letter for delivery of shipping document.

20

Requisition for EDF fund is sent to Bangladesh Bank through
HO on the same day of payment.

2

Liability is passed proportionate LC against full or partial
Import bills drawn under DP LC.

Import payment is made against cash LC by creating PAD.

There is evidence of report of shipping decuments by the
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SL Issues Allotted Level of Risk Getting
Mark | High Medium | Low Mark
Importer or their authorized representative,
Authorized personal takes the Shipping documents putting
24 | signature recorded at branch with date and full Name. 3
All files related to Foreign Exchange Transaction are preserved
25 1 ina proper manner. 2
26. | PAD Register is-being maintained. properly. :
27 Statement of outstanding PAD has been sent to the concerned
Division of Head Office in the prescribed format,
28 Payment against clean import document has been made (o the 2
foreign supplier in time as per terms of relative LC.
Authenticated copy of customs Bill of Entry (or custom
.certified. invoice in. case of impon. by posticourer) is
29 | obtained/collected from the concerned importer within 4(Four) 2
months from the date of remittance against the respective
|m ort bill.
130 2" copy/ customs purpose copy of LCAF has not been handed 2
over {o the client for assessment purpose.
For payment against EDF LC, branch sends the client’s |
31 | requisition letter to Bangladesh Bank through ID, Head Office 2
without any delay after receiving the documents.
Total 102
3. Export:
SL ' Issues Allotted’ Level of Risk Getting
Mark High edivm | Low Mark
1 | Genuineness of Export LC/Sales Contract is verified. 5
2 The Master LC has adequate time period (Validity) to export 5
the consignment importing raw rnaterials through BBLC
3 All amendments against Master export LC are noted down 5
__| chronologically. ' '
Specimen signature of the authority of transport documents
4 | (B/L, Airway bill etc,) is preserved for verification of signature 5
on the respective Transport documents.
Copy of both pages of Customs Certified Shipping Bills (Bill of
5 _Export) dully attesied by the authorized Officials is preserved 5
in the file.
6 | Export performance register has properly been maintained. 5
7 | The Exporter has a valid registration certificate (ERC). 3
The Exporter has valid bonded warehouse license (Where 3
applicable).
9 Lien on Master LC has duly been marked by authorized |
Official.
10 Amount utilized has duly been endorsed on the reverse of 3
respective Master LC.
1 While advising of Export LC, advising charge, commission etc. 3
have been realized.
Amount of transfer from Master LC has duly been endorsed in
12 | atl cases. 3
13 | Charges, commission for transferring LC are duly realized. 3
14 The authorized signatory of the Client has approached for 3
opening of Back-to-Back LC.
15 | Back to Back LC is opened within the admissible percentage of 3
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SL

Issues

Allotted
Mark

Level of Risk

High Medium | Low

Getting
Mark

net FOB value of relative Master LC as per Import Policy
Order in force.

_Charges, Commission, VAT etc. are realized as per prescribed |
schedule of charges or terms of the sanction advice.

17

Cases of failure of export against the relative master LC has
been reported to the National Board of Revenue (NBR) and the
concerned Commissioner of Customs and a copy has been
endorsed to Bangladesh Bank alongwith application for post
facto approval of remittance against relative import bills (Para
38, CH-T Section-iii. of GFET Volume-1)).

18

Physical verification report against stock lot, if any has been
preserved in file duly authenticated by the Branch
Management.

19

While advising of Export LC, relevant register has properly
been maintained.

20

maintained properly.

"While avtlienticating transfer of export LC, relevant register is |

21

Copy of LC transferred with request letter of 1% beneficiary is
preserved.

22

The authorized signatory of the Client has signed forwarding
letter refating to submission of Master LC.

23

balancing of Contingent liabitities under BBLC is conducted on

& regular basis.

"BBLC opening- Register-is’ maintaimed: properly and- perjodical |

Updated Export projection against stock lot, if any has been
obtained from the client on a regular basis for ensuring proper
monitoring,

Total

78

4. Import Bills under Back to Back LC:

SL

Issues

Allotted

Level of Risk

High Medium | Low

Allotted
Mark

Liability voucher has been passed reversing Back to Back LC
liability proportionately.

2

delivery by the importer,

" Acceptance lias been given after verification of goods taken |

Due date of accepted bill has correctly been determined.

Due date of accepted bill has conveyed to the
Negotiating/Coilecting Bank in time,

“timely.

Acceptance Commission has been realized correctly and

Payment against accepted bills has been made on due date.

Reminders have been made to the exporter before due date of
import bills for arranging funds in case of delay in repatriation
of relative export proceeds and/or export failure.

Head Office Approval has been obtained for cross payment, if
_any; against accepted bill- under Back to-Back LC.

The authenticated copy of Bill of Entry has been collected
before making remittance against the accepted bill under
BBLC

10

ABP register is maintained properly

Total
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5. Export Bills:

Issues Alotted Level of Risk Getting
Mark | High | Mediom | Low Mark

SL

Calculation sheets incorporating relevant particulars like value
and validity of export LC, total value of BBLC opened, total
I' | ABP" value, Export bill wise required funds etc. liave been ¥
prepared and authenticated by the branch Management while
negotiating export bills

Letter of Indemnity has been obtained from the client in
addition to usual charge documents in case of negotiation of
discrepant export bills with due approval of the competent
authority of Head Office:

Certified duplicate copy of EXP form has been Reported to
3 | Bangladesh Bank Dash Board within 14 days from the date of 3
shipment

Online Submission of the duplicate copy of EXP form has
been made immediately after negotiation of the Bill.

-Triplicate copy of EXP Form has been submitted to-
5 | Bangladesh Bank during the month of Export Proceeds 3
repatriated.

Contingent liability vouchers have been passed against FDBC
and periodical blanching thereof has been done.

Proceeds of the export bills negotiated have been repatriated
.within. 120 days.of shipment.

Proper and timely follow-up has been made with the Issuing |
8 | Bank (and Confirming Bank, if any) as well as the Client in 3
case of delay in repatriation of export proceeds.

9 Timely follow-up has been made for obtaining maturity date of
Usance Bills.

10 In case of short realization of export proceeds, necessary steps
have been taken for repatriation of balance amount.

Overdue Bills against Export have been reported to the
11 | Bangladesh Bank through prescribed format. (Para 23©, CH -~ 3
8, section | of GFET volume - 1)

Prior approval from Bangladesh Bank has been obtained
towards settlement of Export claims exceeding 10% of the |
repatriated export proceeds compiling the instruction outlined
in Para 16 CH - 10 of GFET V-1.

. 1.2

Overdue profit has been realized for the period after 21 days
13 | from the date of negotiation til} the date of repatriation of the 3
proceeds,

Evidence of scrutiny of export documents has been found
14 | before allowing FDBP or sending export decuments for 3
collection.

Buying House commission (if any) has been calculated

15 accurately by the Branch Official.

Branch ensures that the FC fund is transferred to other bank by
16 issuing FDD for settlement of import payment complying 3

instruction contained in chapter 7, para-39(ii) of Guideline for |
|_Foreign Exchange Transaction (GFET).

17 | Short shipment certificate obtained from the exporter. 3

18 | FDBP/FDBC register has been maintained properly. 2

19 | Exporter’s Retention quota A/c has been maintained properly. 2

20 | Record of Utilization of EXP form is kept properly. 7
Records of replacement of Export LC in place of $ales Contract

21 | are maintained properly. 2
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SL Issues Allotted Level of Risk Getting
Mark | High | Medium | Low Mark

Total

59
6. Inland Documentary Bills Purchased:
SL Issues Allotted Level of Risk Getting
Mark | High | Medium | Low | Mark
Genuineness of Export LC relating to IDBP is ensured 5

through proper verification.

2 | Proper Acceptance from the Issuing Bank is obtained.

Branch allowed IDBP facilities against Acceptance through
3 | unauthenticated SWIFT Message violating instruction of 5

Head Office Circular.
4 Contingent Liability vouchers have been passed against 3
collection bills in time.
s _Timely follow up has been made for obtaining due date of | 3
usance bill.

Timely follow up has been made for realization of payment on
6 | respective due date issuing letter to the issuing bank, HO and 3
Bangladesh Bank as well.

7 Bills are purchased/discounted keeping margin as per HO
approval.

Establishment/factory of the client has been physically
8 | verified by the Branch Official and favorable verification 3
report is preserved by the Branch.

9 The Disbursement under IDBP has been made against
Approval of the competent Authority of HO.

Issuance of L.C, execution of subsequent amendments, if any,
10 obtaining & giving of letter of acceptance and other |
communication related to foreign exchange deserved
authentication are made through authenticated SWIFT.

11 | Branch disbursed IDBP against discrepant export documents.

12 Branch purchased discrepant export documents obtaining
Indemnity from the client and approval from HO.

3 Brancli allowed LDBP facilities but physical verification report |
was not found/ obtained.

Branch prepared physical verification report mentioning
14 | necessary information, particularly, production capacity in 3
case of manufacturing concemn.

15 | Proceeds against Export bills are realized but the respectwe
IDBP liabilities are not adjusted: :

16 After repatriation of export proceeds, branch credited the same
to client’s account instead of adjusting related IDBP liabilities.

17 _| 1DBP register is maintained properly.

18 Periodical blanching of collection bills has been done on a
regular basis.

-Prior approval' from' Head Office has been- obtained- for
19 acoep!ing l.he_ approach of Issuing Bank to extend due date of
the bill against which investment facility under IDBP is
extended.

20 Immediately after receipt of payment all necessary entries
mcludmg reversal of contingent liability have been passed.

Total . 62
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7. Issues of FC A/ec & Cash Assistance:

SL Issues Allotted Level of Risk Getting
Mark | High | Medium | High | Mark

1 Private foreign currency A/C is opened observing required 5
formalities.

2 "FC held account for payment under BTB EC is maintained’ 5
properly.

3 Required formalities are observed while issuing foreign g
Demand Draft(FDD)

4 | All required formalities have been observed while releasing 3
foreign currency under Travel Quota.

& | Commission/Charges is realized under proper head:
Rate of profit against Selling is applied properly considering

6 | stage of disbursement i.e. the stage before or after creation of 3
ABP,

Proceed Realization Certificate (PRC) was issued duly signed
7 | by officials other than officials who effected the Cash 3
: - Assistance disbursement-(F.E Circuler 05/1997): I
Certificate of production was marked “Cash Assistance

8 Purpose only NOT VALID FOR OTHER PURPOSE" from the 3
related Business Association and certificate from EPB
submitted along with the application. (F.E circular 07/2003).

“Cash Assistance Paid” seal was affixed on easily visible part

. 9 | ofthe PRC after payment and.duly signed by assigned officials. | 3
(F.E. Circular 09/2001).
Cash Assistance was disbursed to the customer as per ceiling

10 entitled. 3
No Cash Assistance was allowed to any client whose export

1 proceeds remain un repatriated partially or fully during last two 3

. .years and Bank certificate in this regard is attached in the file. |
(F.E. Circular 31 dated. 27.12.2001).

12 SWIFT password is shared and SWIFT interface is kept open 3
while the concerned officer is not in his/her desk.

Branch disburses BM Investment facility (against cash

13 | incentive) after obtaining appropriate documents and prior 3
_spproval of Head Office

14 Branch has settled BM Investment facility (against cash 3
incentive) after repatriation of cash incentives. .

15 Particulars of issuance of PRC with date of issue noted against 2
respective case on Export Register. (F.E. Circular 09/2G01).

Total 50
D. Anti-Money Laundering Risk:-
8 Issues Allotted Level of Risk Getting
Mark | High | Medium | Low | Mark

1 | One experienced and Senior Level designated as BAMLCO as 3
per HO circular,

2 [ BAMLCO well conversant with the Anti Money Laundering | 5
Act, Circular and Guidance notes.

3 | BAMLCO participated in training on Money Laundering 3
during the last two years.

4 | 1. Effective monitoring and review of Anti Money Laundering
activities done by BAMLCO at regular and acceptable
intervals. 2. Monitoring and review of Anti Money Laundering 5

‘activities are done by BAMLCU at irregular intervals. '
3. Either monitoring or review or both are not done.

5 | Separate list in maintained for checking high risk accounts by 3
BAMLCO.

6__| High risk account is checked according to list or otherwise by 5
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Issues

Allotted

Level of Risk

Medium

Getting

BAMLCO.

Enhanced Due Diligence (EDD) applied in case of opening and

monitoring of PEPs Account as per AML circular ref, 10, Dated
'28.12.2014. ’

1. 100% of officials trained on Money Laundering.
2. +60%-79% officials trained on Money Laundering.
3. Below 60% officials trained on Money Laundering.

1. 80% - 100% Officials of the Branch aware of Bank’s Policy

and Program and also Bangladesh Bank's Guidelines and
- National Policy: (To evalnare througlr interview) . :

2. 60% - 79% Officials of the Branch aware of Bank’s Policy
and Program and also Bangladesh Bank's Guidelines and
National Policy. (To evaluate through interview),

3. Below 60% Officials of the Branch aware of Bank’s Policy
and Program and also Bangladesh Bank’s Guidelines and

- National- Policy. (To-evaluate through-interview)-

10

1. Meetings held at regular intervals under the leadership of the

Manager to evaluate and review the Anti Money Laundering
activities of the Branch.

2. Meetings held but at irregular intervals under the leadership
ofManager to evaluate and review the Anti Money Laundering

_activities of the Branch.

3. Meetings held but no minutes kept. -

11

L KYkamsansfaaonlyforomngofpamalmmCmporate
account and genuineness of information furnisked proved properly and
records maintained there for in 90%-100% cases.

2. KYC taken satisfuctorily for opening of personal account, Corporate

aecount and genuineness of information furnished proved properly and
- recards mainteined thero for in-80%--89% cases. -

3. KYC taken satisfactorily for opening of personal aocount, Corporate
acocount and genuineness of information furnished proved properly and
records maintained there for in less than 80% cases.

12

Clients classified as per risks mentioned in AML circulars.
1. In 85% - 100% implementation.

2. In 70% - 84% implementation.

3. In less than 70% implementation.

13

Additional information taken in case of High Risk clients.
1. In B0% - 100% cases.
2. Additional information taken in 60% - 79% cases,
3. Additional information taken in less than 60% cases.

14

There is authenticated means to keep record of update KYC
_profiles of the clients at regular intervals. '

15

KYC profiles of the clients are updated at regular intervals,

16

Copy of KYC for walk in customer is preserved.

17

Branch has taken necessary steps to ensure compliance of Anti-
Terrorism Act, 2009. (e.g. preserving the list of persons/entities
involved in terrorism/terrorist financing as declared under UN

“resolutions from time to time, informing BFIU about the |

accounts, if any, of such persons/entities etc.)

18

There is authenticated means for monitoring of actual
Transaction with the declared Transaction Profile(TP)

19

Monitoring of actual transaction with the declared Transaction

profile-(TP):

1. - In 85% - 100% implementation.
2. - In 70% - 84% implementation.
3. - In less than 70% implementation

20

All officials of the Branch aware of reporting of STR.
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Sl Issues Allotted Level of Risk Getting
Mark | High | Medium | Low { Mark
1. More than 50% of the Branch officials aware of reporting of
STR.
2. Less than 50% of the Branch officials aware of reporting of
STR _
21 | STR reported to BAMLCO/CCU and the system in place to 3
identify STR.
22 | System has been developed to identify structuring of
transactions (by making several withdrawal) to remain 3
continuously below the limit of reposting in CTR.
23 | Stovtoring is checked through developed systvenr or otherwise, 3
24 | Number of statements submitted to CCU and whether such 3
statements are submitted in time.
25 | Self assessment report is prepared correctly and submitted to 2
HOQ in time.
26 | KYC and other records preserved and transactions of the
- accounts preserved: for 5-years after closure-of accounts.
27 | Records supplied to CCU on demand by the Branch.
28 | Step taken to set-right irregularities, weakness brought out in
previous internal and external audit.
1. - In 90% - 100% implementation 3
2. - In 80% - 89% implementation.
3. - Inless-than 80%. implementation:
29 | Whether Money Laundering circular of BB & BKB have been 3
implemented accordingly.
30 | The subject-wise separate Files on Anti Money laundering
issuesi.e.
1) CTR Qualifying Data (monthly);
2).STR file;.
3) Self Assessment File;
4) Self Assessment evaluation meeting File (Quarterly);
5) TP Exception Report file;
6) Structuring Report (monthly), 3
7) List of High Risk A/c (monthly);
8) BB AML Circulars/ Circular File;
9) BKB Internal AML Instructions/ Circulars file;
10) BKB Internal AML Audit Report files with compliance
Report;
11) AML Training File;
12) Others files.
Total 107
E. ICT Risgk:-
Environmental/physical level security
SL issues Allotted Level of Risk Getting
Mark Mark
High |Medivm | Low
01. | Any authorized/responsible person of the Branch for maintaining 5
the server, PCs, Network and other IT equipments?
02. Setup and Monitoring of CCTV camera. 5
03. | Secure Enclosure for all the PCs running the banking software 4
{Offtine & Online)-for cash-transaction:
04. | Placement above the floor ievel and away from windows of IT 4
equipments (Network rack, Server, PCs, printer, UPS etc).
05. | Any physical access & server access log/register for server room? 3
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06.

Inventory register of afl ICT resources.

Network Related

07

Glass/rack enclosure for server room/network devices within lock
and key facilities?’ '

08

Branch having redundant communication links for WAN
connectivity.

Password Related Checklist for server & PCs:

09

'Preservation/Secrecy of password’s of server, PCs, email and |
banking software.

10

Implementation of minimum password length according to the
Bank's ICT Security Policy (at least 6 characters, combination of
uppercase, lowercase, numbers & may include special
characters) for Server & desktop PCs.

1§

" Whether the "user password™ has been changed within stipulated |
time & whether maintaining secrecy, privacy and high tevel alent
in case of "Password” while using computer.

12

Users apply the "Lock Workstation” feature before leaving a
desktop or laptop computer unattended, If not applied then will
-the device be automatically. locked.as.per policy. of the Bank.

13.

Preservation of DBA/Administrator/System in prescribed form.

Application related checklist

14,

User ID Maintenance form (Ref. User Creation Form ICTF-8)
with access. privileges. shall be duly approved. by the appropriate |
authority.

15.

Access privileges shall be changed/ locked within 24 hours or as
per bank's policy when users' status is changed or user leaves the
bank.

16.

‘Are the users ID and password same In the context of banking |
software or email?

17.

Secrecy of password's of server, PCs, email, remittance system
e.t.c. (Multiple user of single user ID)

18,

Whether the "user password" has been changed within stipulated
time & whether maintaining secrecy, privacy and high Jevel alent
“for BASW. '

15.

Whether the teller of Online/Computerized branch has been
awarded regarding authority for doing his discharge is subject to
relevant circulars.

20,

Whether reports of GL, abstract, clean cash have been generated
and. verified. by. the authorized. officer & whether sanction. date, |
expiry date , installment no. and amount have been written in the
system/ledger.

21,

Whether close marking has been made on the zero balance a/c in
the system.

Do the branch having backup BASW server?

23,

Whether scanning has been completed and attached with BASW
of all 8§ card?

24,

Maintaining separate register for Debit Card & PIN receive.
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25. | Distribution of Pin and Card to customer through different 5
personnel at Branch level.

Power related checklist:

26. | There is Uninterrupted Power Supply (UPS} with backup units 5
available to provide uninterrupted power suppiy to computers and
other required devices to prevent damage of data and hardware.

27. | There is any Backup Power Supply (Generator) available to 5
continue operations in case of power failure.

28. | Existence of overloading electrical cutlets with too many devices.

29. | Proper earthing of electricity/relevant equipments.

30. | Regular switching off of all power supply when they are not in
use.

31 Separation of power and network cables for network rack, server 4
and PCs to avoid physical damage.

32. | Existence of active fire extinguisher for server room, power 5
distribution board and other branch premises with expiry date.

Storage related checklist:

33. | The computer system shall be restricted from being accessed 5
especially in sensitive data/fields.

34. | Laptop computers, computer media and any other forms of 4
removable storage (e.g. diskettes, CD ROMs, zip disks, PDAs,
flash drives) shall be stored in a secured location or locked
cabinet when not in use,

35. | Information storage media containing confidential data such as 5
paper, files, tapes, etc. shall be stored in a secured location or
locked cabinet when not in use.

36. | Whether data backup is taken regularly and sent fto 5

regional/HO/Other offices.
Incident Management
37. | Address and telephone or mobile numbers of all contact persons 5

(e.g. HO, fire service, police statior, service providers, vendors
and related ICT/responsible personnel) should available to
cope/meet any emergency necessity.

Fire related checklist:

S1. Issues Allotted Level of Risk Getting
Mark | High |Medium | Low | Mark

38. | Presence of Grab List (Greb List is the list of items that is to be 3

grabbed by during any office hour disastrous incident. The item
must be light in weight and contains very important data i.e.
Mobile, Vault key, Database Backup, Laptop, Portable Drives,
Moneybag e.t.c.).

39. | Proper instructions/circular for activities during any disaster 4
whether it is natural or manmade or others.

40. | Restore plan and operational manual of relevant ICT Services for 5

disaster recovery.
Usage of IT resources as per Security Policy
40. | Usage of antivirus software for each server and computer 5

(Whether it is connected to network or not).

41. | Installation or download of unauthorized software applications 4

121

" 9 /



and/or executable files to any desktop or laptop computer.

42. | All relevant personnel have getting proper training, on the ICT 3
security activities relevant with their job.

43. | Server/IT room is not used otherwise from the risk of damage due 5
to fire, flood, explosion and other forms of disaster designed and
applied.

44, | Practice of write, compile, copy, knowingly propagate, execute, 5
or attempt to introduce any computer code designed to self-
replicate, damage, or otherwise hinder the performance of any
computer system (e.g. virus, worm, Trojan etc).

45. | Evidence of unauthorized usage of bank e-mail services. 5

46. | Evidence of unauthorized usage of bank provided internet. 3

47. | User has access privileges according to job status. 4

ICT Division Related

48. | Insurance/risk coverage fund to mitigate costs of loss and/or 5
damage of the ICT assets.

49. | Approved Risk Management Framework. 5

50. | Installation of Access Control Device and authorized user access
list.

51. | Engagement of ICT personnel for monitoring DC, DRS during 5
working hour/night/weekend/any kind of holidays {24x7).

§2. | No Food, No Drink, No Smoke sign inside DC & DRS.

53. | Physical layout of Data Center including power supply and
network connectivity shall be documented.

54. | Security guard shall be available for 24 hours for DC/DRS/ICT 5
Division.

55. | Implementation of Cooling reduadancy. 5

56, | Implementation of Power redundancy. 5

57. | Usage of Fire distinguisher/suppression system. 5

58. | All types of existing Admin User, Business User, Support User, 5
Migration user etc. for CBS should be identified including '
permission level,

S, Issues Allotted Level of Risk Getting
Mark | High |Medium | Low | Mark

59. | Network/IT room is not used otherwise from the risk of damage 5
due to fire, flood, explosion and other forms of disaster designed
and applied.

60. | Prescheduled roster for sensitive ICT tasks (e.g. DC, DRS, NOC, 5
Support Cell and ATM monitoring, etc.).

61. | Segregation of duties for ICT tasks. 5

62. | Address and telephone/mobile numbers of contact persons (e.g. 5
fire service, police station, ISP, vendors and high officials)
must be available for any emergency situation and these should
displayed in a conspicuous & easily accessible place.

63. | Emergency lighting arrangement & 4
Dehumidifier for humidity control for DC & DRS.

64. | Regularly tasting and maintenance of DC & DRS. 4

65. | Email/Internet/ ATM/CBS/ATM usage poficy. 5

66. | Problem resolution process and related documents. 5

67. | Inventory list of all DC/DRS related ICT assets. 5

122

v f




68. | Necessary change details, UAT related documentation. 5
69. | CBS/Accounting SoRRware documentation 5
70. | "Bring Your Own Device” (BYOD) policy and procedure. 5
71. | Cyber Security policy/Team. 5
72. | Business Continvity Plan (BCP) with Disaster Recovery Plan 5
(DRP) & Backup & Restore Plan (BRP).
73. | List of all valid users with Login ID for standard solutions.
74. | Preservation of Licenses of Software - OS, DB, Anti-Virus, MS
Office, MS Exchange Server, Baclcup Agent and other standard
application (if any).
Monitoring & Compliance
75. | Internal auditing of ICT services oriented Division/ 5
Departments/DC/DRS/Cell/DO/CRM/DAO/RAO/RM/  Online,
Offline & other branches.
76. | Whether the instructions of ICT security policy have been 5
complied accordingly?
77. | There are approved relevant requisition/ acknowledgement forms 4
for different ICT request/ operation/services.
78. | Branch adopts guidelines for the use of portable devices, 4
especially for the usage at outside premises if required,
79. | Compliance of backup register/Inventory regisier/ Service 5
register/Movement register e.t.c.
80. | Audit trail shall be available to review the user profile in 5
the application.
F. Security & Safety Risk:-
SL# Issues Allotted Level of Risk Getting
Mark High | Medium Mark
Whether "the miscellaneous security and documents
1 | execution register" of branch has been maintained 5
properly
Whether the important security documents of branch
2 (Cheque, signature card, branch trade license, branch 5
rental deed, sanchoypatra, value added form, others)
have been checked and verified properly
Whether "important metal (keys, metal detector etc.)
3 |and very important book" have been preserved 5
accordingly
Whether the duplicate keys of vault has been kept in
4 3
another branch ?
5 Whether the postage (Adhesive stamp) has been 3
collected, deposited or affixed accordingly
Whether Bank's security papers such as cheque book,
6 | DD book, MT book and Fixed Deposit Receipt have 3
been recorded and preserved in registers in order
Whether Fire extinguisher, Jar with full of sand or
7 | water have been arranged for branch's premise safety 3
and security
8 Whether Iron Safe(Vault) has been used as per Head
Office Instruction
9 | Whether "Key Register” has been maintained properly 3
10 Whether branch renew the license of rifles, carlouche
for safety and security
1 Whether the branch has itself standard strong room & 3
check the fitness of strong room
| 12 [ Whether (Chab Door) supplied from Head Office has
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Issues Allotted Level of Risk Getting
SL# Mark | High | Medium Mark
been set up in strong room
Whether Fumigation(Medicine) has been sprayed in the
13 | strong room for killing insecticides 3
Whether the record register of unused 10 Receipt Book,
14 | Debit Cash Voucher Pad, DD pad is maintained and 3
recorded in properly
15 Stationery registers and ledgers have been maintained, 3
up-to-dated
16 Whether auditing of furniture & Fixture and other 3
assets have been done
Whether voucher register is maintained & authorized
17 2
properly?
18 Whether accurate depriciation on fixed assets/Dead 2
stock/ furniture & Fixture has been calculated?
19 Whether branch renew the license of rifles, cartouche 2
for safety and security
20 Whether "the tenor® of fire extinguisher has been 2
expired
Total 62
Risk Scorin; m of La
Si¥ Risk Area Numberof | Weighted Weighted
: Lapses Mark Score
A General Banking Risk:
1 Cash: Local & Foreign Currency 34 100
2 Account opening 35 110
3 Remittance, Collection & Clearing 23 61
4 Accounts 29 87
5 Administration 17 44
6 Internal control 38 106
7 Compliance 34 92
8 Reputation 21 50
Subtotal 231 650
B. Investment Risk: _
1 Selection of borrower & processing of loan proposal 27 90
2 Loan documentation disbursement & monitoring 45 142
3 different kind of loan(agriculture & rurat credit) 05 14
4 Special investment 04 14
5 Shorst termn rural credit & micro credit 12 35
6 | SME 06 14
7 Farming & off farming loan 3 35
8 Issues of EQL, NPI and Control 20 58
Subtotat 130 402
C. Foreign Exchange Risk:
1 | Import 50 159
2 Import Bills 31 102
3 | Export 24 78

e
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4 Import Bills under BBLC 10 29
5 | Export Bills 21 59
6 IDBP 20 62
7 Issues of FC A/C, Cash Assistant 15 50
Subtotal 171 539
D, AML risk 30 107
E. ICT risk 20 62
F. Security & safety risk 20 62
Grand Total 602 1822
Scoring Methodology
Higher the Mark, Lower the Risk
Lower the Mark, Higher the Risk
Risk Lavel Risk Marks Allotment
As allotted mark is 5 As allotted mark is 3 As allotted mark s 2
Low Risk 5 3 2
Medium Risk 3 2 1
| High Risk 1 1 0
Compliance Level Risk Marks Allotment
As allotted mark is 5 As allotted mark is 3 As allotted mark is 2
Full Compliance 5 3 2
Partially Compliance 2-3 1.5-2 0.5-1
Non Compliance 0 0 0
Branch Rating )
Risk Level Scores as a % of Total
Low Risk 75% and above
Medium Risk 50% up to 74%
| High Risk Below 50%
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BANGLADESH KRISHI BANK
Branch Name

DEPARTMENTAL CONTROL FUNCTION CHECKLIST (DCFCL)'DAILY" FOR THE MONTH OF:

General Banking Activities

Initial

1 L]

7

1
1

[+

"

3t

it

[__FUNCTIONS

[ Responsibility

Overali
|Cleanliness of

Ensure
canliness ) of

In Charge of all
department
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tiquetie and

rvice Excellence
ideline for

employees)

Ensure full
compliance of
Bank Code of

Conduct.

Ensure full
compliance of
Bank Customer
Acceptance Policy.

Ensure full
compliance of

Bank Anti
Harassment Policy.

Complianc
eof

Regulatory

Instructions

Checking the
validity of Bank's
License.

Checking the
validity of all
insurance policy of
the branch.

Compliance of
Bangladesh Bank,
Internal and
External Audit and
Inspection Report.

Notice regarding
receiving and

exchanging of tom

& soiled notes.

Notice regarding
forged notes.

Display notice
regarding cheque
returns for
insufficient fund.

Display leaflets
containing the
salient points of
AML and CFT.

Display up to date
financial statements
with highlights.

Display bank's
interest rates on
various deposit and
lending products.

[Maintain complaint
box in a visible
place,

Display up to date

hedule of charges
Fc of the bank.

Branch
Manages/
Manager

Branch
Operation

Cash in
hand Local
Currency

Daily cash received
and payment made
including online
payment by
following CHO

Dealing
officers/
Name & Design

Cash In-
¢harge/DM

2.
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instructions.
tew teller's cash | GB Incharge
eet with evidence DM

& registers.

Physical cash GB In-
balance to be charge/DM
cross-checked
with daily cash

balance book,

vault register/

vault management
and tally with
affairs.

Ensure cash CnshGI;
transaction and in-
cash holding of Charge/DM

the branch within
insured limit of
Cash in Safe,
Cash on Counter
and Cash in
Transit of the.
Mutilated notes | Cash in-charge
separately kept
and recorded in
the separate
register.
Fly leaf of the Cash In-charge
branch is used _
each and every
bundle of
currency notes, .
Cash in Selling and
hand Buying of Foreign | officer/s Name
Foreign Currency and & Design
Currency | recording in the
register under
dual control.
Physical cash Dealing
balance to be officer/s Name
cross-checked & Design
with daily cash
lmllu:::::l ll:ook, GB I“‘M .
register/vault charge/D
management and
tally with affairs. .
Loading of cash Dealing
in ATM after officer/s Name
accessing &G%?;El
revious balance, -
ATM d charge/DM
Maintenance of Dealing
corporate intranet | officer/s Name
based electronic & Design
register. GB In-
charpe/DM
Passing necessary Dealin
entries soon after | officer/s Nome
loading and & Desi
unloading. GB In-
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charge/DM
Prize bonds are fﬁDealing
ofBicer/s Name
recorded & Design
mentioning the GB In-
fumber in the charge/DiM
register/sheet
Prize Checking of Dealing
Bond physical stock officer/s Name
& Design
with GL and prize GB In-
bond register. charge/DM
Ensure Dealing
- fficer/s N;
preparation of | ° &WD:SE;_'“
statement by
mt.anuomng the GBin.
serial number of charge/DM
unsold prize bond
by a responsible
Officer other than
the In-charge of
prize bond before
and after end of
each draw result.
Stamps in | Confirm Purchase Dealing
and and sale/ officer/s Name
Consumption of &G%%’lﬂl
stamps are "
reounied charge/DM
denomination
wise in the
register under
dual control and
register is checked
by the authotized

QOfficer.

Physical Dealing
verification of Oﬂ';wnt; Name
stamps in hand JeSIEN

with GL and GB$M
register, chirg
Sanchay Receiving and Dealing
patra recording of SP | officer/s Name
block from & Design
feeding cth m.M
branch/BB. N ee/D
Selling of Dealing
Sanchaypatra and | officer/s Name
encashment of SP. %
charge/DM
Claiming Dealing
reimbursement officer/s Name

i [

encashment SP in "

time. charge/DM
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Physical Dealing
verification of SP | officer/s Name
block with SP &G%%p
stock register and -
vali:l:gtlion of charge/DM
gbove
transactions,
Account Opening of
opening various deposit officer/s Name
activities accounts by & Design
following
-applicable rules
and regulations, GB In-
preserving the charge/DM
same and loading
informatton in
Flora System with
due approval of
Branch Manager.
Contact point Dealing
verification officer/s Name
(CPV) 1o be done & Design
as per CHO
! instructions.
GB In-
charge/DM
Sending thanks i
letter at time of | officer/s Name
opening new & Design
deposits account
and sending Half
Yearly balance
Confirmation
Certificate as per
BRPD circular of
Bangladesh Bank.
GB In-
charge/DM
Supply of leaflets Dealing
containing the officer/s Name
salient points of & Design
Anti Money
Laundering and
Combating
Fim.mcing of GB In-
Tetrorism ACT to charge/DM
the customer,
Holding of Dealing
Compliance BAMLCO officer/s Name
of Anti meeting regularly & Design
Money GB In-
Laundering — charge/DM
activities. Monitoring and  Dealing officer/s
review of TP and NameG &B ]D;wp
KYC regularly "’
Monitoring of Dealing
High Risk Client | officer/s Name
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as per KYC. & Design
GB In-
charge/DM
Review and Dealing
reporting of CTR | officer/s Name
& STR and &G[;a?l@
maintaining hard n-
copy there of. charge/DM
Cheque Requisition of Dealing
Books Cheque booksto | officer/s Name
CHO under dual &
control, receiving & Design
recording the same
in the system under
dual control and
delivery to the
respective account
hoider with due
acknowledge-ment. GB In-
charge/DM
Physical Dealing
verification of officer/s Name
undelivered &
cheque books is to g‘;‘_ﬁ
be done by dually. eharge/DM
Printing Requisition of Dealing
sttionery | printing and security | officer/s Name
and Security |  stationery to CHO &
stationery | under dual control, Design
(FDR, PO, receiving, issue/
PS) consumption of the
same is.duly
recorded in the GB in-
register under dual charge/DM
conirol, _
Physical verification Dealing
of stock with GL officer/s Name
and register to be &
done dually at the Design
end of month. GB In-
charge/DM
Maintaining of  [Dealing officer/s
locker register and Name &
attendance register Design
Locker under dual control. GB In-
Accounl charge/DM
Maintaining of | Dealing officer/s
Master keys of Name &
locker under dual Design
custedians. GB In-
charge/DM
Realization of Dcaling
security deposit, officer/s Name
iocker rent and &
insurance premium Design
as per CHO GB In-
Standingl Maintaining of Dealing
stop standing officcr/s Name
Payrnenl mﬁm file and &
instructions | recording the same Desigmn
in the register under GB In-
dual control. c.hlrgg[DM
Marking/ Dealing
officer/s Name
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loading the &
information in the ggsih_gn
Flora system
under dual charge/DM
control. .
Receiving of Dealing
application for officer/s Name
issuance of Card &
from the client Design
Debit Card | and forwarded to
and Credit Card Division, GBIn-
‘Card (fresh CHO for charge/DM
and approval, -
renewal) Receiving and Dealing
recording of cards | officer/s Name
and distribute to &
the customer Design
under dual
control. " GB h[D.M
Maintaining of Dealing
undelivered card | officer/s Name
and Pin by D;
separate GB In-
custodian. charge/D)
CRATE:
Bangladesh | Scanning image Dealing
Automated received oﬂiwg Name
Clearing instruments. :
House Design
(BATCH) cth In-
rge/DM
Oulward Posting of cheque
series, routing
number, account
mimber,
transaction
number and
amount of the
instntments.
Marking of
BACH in High
value and regular
value.
Release reprocess
to Central
Clearing
Department
(CCD).
Checking
settlement
position of
BACH,
Inform returned
instruments
information to the
client.
Validation of
above activities GBIn-
by Supervisor charge/DM
BACH delegation
(receiving and
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Bangladesh

printing).

Automated

Scrutiny of BACH
(checking of cheque

Clearing
House

(BATCH)
Inward

series, routing
number, account
number, transaction
number, amount of
the instruments,

officer/s Name

manua! and
efectronic

high value and
regular value
instruments)
Accepting of

endorsement of both

instruments.
Debit customer

account upon
getting positive
payment advice
from the customer
in case of need,
Validation of

Dealing
officer/s Name
Design

GB In-

above activities
by Supervisor
Receiving of

charge/DM/BM

Outward
bill for
collection
(OBC)

Inward bill

instruments,
recording in the
register and
sending or
instruments for
collection under
dual contral,
Passing lodgment
and reversal of
contra entries in
the system,
Inform return
information of
instruments (if
any ) to the client.
Validation of

officer/s Name
&
Design

GBIn-

above activities
by Supervisor.
Receiving and

charge/DM/BM

for
collection
(IBC)

recording in the
register under
dual control.
Scrutiny and

officer/s Name

Dealing

&
Design

payment the same
under dual control
upon complying
relevant policy
and procedure of
the bank.
Validation of

GB In-

above activities
by Supervisor.
Issuance and

charge/DM/BM

encashment of

(2
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Bills and

pay order, pay slip

Remittance | and Demand Draft
upon complying
relevant policy
and procedure of
the bank and
recording the
same in the Dealing
register under officer/s Name
dual control. &
Balancing the leaf Design
of security blocks
on regularly basis.

Validation of GB In-
above activities | charge/DM/BM
by Supervisor,

Reconciliation of
Reconciliat online GL Dealing
ion transaction with | ©fficer/s Name
other branches D&‘f
and CHO has en
been done upon
complying

relevant policy GB In-

and procedure of | charge/DM/BM
the bank.

Reconciliation of Dealing
balance of deposit | officer/s Name

account maintained Dcﬁgn

with other bank, GBI
charge/DM/BM

Activities of | Closing of daily Dealing
Accounts | transactions/ Day | officer/s Name

Department ending &
Design
In-charge all
depariment/DM
/BM

Balancing of Dealing
ledgers and books | officer/s Name

of accounts Defign

regulatly. In-charge all
department/DM
/BM
Charging of Dealing
interest, service Oﬂ"“fg Name
charge and ’
st Desi
depreciation, o In-c%lnmgc
/DM/BM
Realization of Dealing
VAT and AIT as | officer/s Name
per instructions of &
concerned Ga?féﬁ“ s
Government DM J’B;:drg
office.
Interest paid to Dealing
deposit account. Omﬂcfg Name
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— Desi
GB In-charge
/DM/BM
Monthly i
provision made officer/s Name
against expenses. &
Design
GB In-charge
/DM/BM
Debit all office i
account (sundry | officer/s Name
creditors a/c, &
sundry debtors Design
a/c, advance
against employee
a/c, advance
against suppliers
alc, suspense a/c
-etc.) with the -GB In-charge
approval of /DM/BM
branch manager
and reviewing the
same, _
Review and Dealing
reversal.of contra OBIoa'g Name
‘ Design
GB In-charge
/DM/BM
Checking, review Dealing
& interest product | officer/s Name
sheet, &
Design
GB In-charge
/DM/BM
Preparation, Dealing
Checking and officer/s Name
preservation of D;gn
daily vouchers. i
__/DM/BM
Listing of Dealing
Dormant account oﬁioerg Name
and maintainin
the same. ® Design
GB In-charge
__/DM/BM
Checking and | Dealing officer/s
preservation of b];t:c &
Audit Trail Sigh
GB In-charge
Report. /DM/BM
Reports/ Ensure Dealing
Returns/ submission of officet/s Name
Statements |  daily/weekly/ &
monthly/quarterly GBDﬂsn
reports to CHO /DM/BM
and Regulatory
‘bodies and
preserved in the
file.
Credit Department Activities: _
Credit Preparation of | Dealing officer/s
Operations Name &
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loan proposal Design
and sending to Credit In charge
CHO for IDM/BM
approval upon
complying
relevant policy
and procedure of
the bank.
Prepare CRG/up | Dealing officer/s
to date CRG of ?'l;:B &
the client, Cmditﬁ'%ne
/DM/BM
Obtaining CIB | Dealing officer/s
report/up to date Name &
clean CIB = mﬁ@
I C 1B /DM/BM
Receiving CHO | Dealing officer/s
sanction letter 1‘[‘?:0 &
and accordingly [ Design
advice to the Credit In charge
client. ___!DWBM
Execution Dealing officer/s
required papers Namo &
and documents _Design
as per CHO Credit In charge
sanction. /DM/BM
Prepare LDCL | Dealing officer/s
and sending to mﬂ &
CHO for —2¢SIgn
obtaining the Credit In charge
Authority for /DM/BM
Disbursement
and disburse the
loan.
Maintain safe in ing officer/s
and safe out l’i';;e &
register under _1xesign
CreditIn¢
dugl control. mm;ﬂw
Maintain due Dealing officer/s
date diary for Name &
insurance and Design
SRO token of the | Credit In charge
branch. /DM/BM
Preparcloan | Dealing officerss
sanction mp&
¢ .
hecklist _._,522_
/DM/BM
Followupand | Dealing officer/s
supervision of Name &
credit [ Design
of the branch Credit In
regularly for IDMJBMM Be
keeping loans
Monitering | and advances/
follow up assets ag
and standard,
(supervision | Follow up the | Dealing officerls

i
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overdue and Name &
NPL loans CMDcsign
larly. it In charge
regularly mm:fg
Monitoring, Dealing officer/s
supervision and Nome &
follow up of all Cred?e[fll?h
. ; "
oour:n c;;es Gf !DMIBM"E
Ensure timely Deating officer/s
renewal of loans, Name &
Design
Credit In charge
/DM/BM
Rescheduling of | Dealing officer/s
classified loan Name &
accounts (if any) Design
as per BRPD Credit In charge
circular of BB, /DM/BM
Prepare of CL Dealing officer/s
statements as per Name &
BRPD circular of Design
BB. Credit In charge
DOM/BM
Returns | Prepare pericdic Dealing officer/s
and B. Bank Desi
& report guidelines i.c. Credit In charge
monthly statement, /DM/BM
monthly &
Quarterly CIB, CL
&CB
reconciliation,
Industrial Term
Loan statement,
quarterly SME
statement, quarterly
Agro based Indusiry
statement, CL
retums, MCR under
BASEL II, Half
ly statement etc.
Trade Finance and Foreign Exchange Transaction.
Credit Obtaining credit | Dealing officer/s
approvals approvals for Name &
for trade trade Design_
transactions | transactions by Relationship
MITS. Mansger
(RM)
Loan Opening loan | Dealing officer/s
account account and Nblg ;
opening loading of loan SIEN
and limit limit after Rengmhlp
loading | complete proper &“&%""
LDCL
formalities. _
Receiving |Transaction request| Dealing officer/s
Transactio | of a customers Ngc"; ;
nrequest | forwarded to the Sigh
ofa respective MITS R‘;;“"“”s’“l’
customer. | Centre through {;“;g“
tracking system of
courier,
137
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Obtaining post | Dealing officer/s
facto approvals Name &
Payment | (for demand loan Design
of creating for
accepted {insufficient fund in N
bills customer's account %T
within the |of FBPAR account) (RM)
maturity form the
date.  |Management of the|
bank as well as BB
(if required).
Timely | Timely recovery | Dealingofficer/s
recovery of outstanding Name &
of loan loan. Design _
Relationship
Manager
Exceptior(if any) | Dealing offices/s
communicates wnh| Name &
Day End | concem centre/ Design
at Branch | sub-centre well
level ahead of time, o
(Given the standard|  RSlationship
s BeT
business hours of (RM)
{10.00 am to 6 pm; i
is expected to have
the day end.,
anytime after 6.30
pm)
Realizing Dealing officer/s
Cash -commission and Name &
Transactions| charges (e.g. Design _
advising R‘m;'l’
charges) in cash
from non (RM)
customers.
Issuance Issuing PO or | Dealing officer/s
and FDD (after the Name &
realization | fund for their | Design
of pay issuance have Relationship
orders/ | been credited to Mazager
FDDs the respective of RM)
accounts) -
Clearing and Dealing
collection of officer/sName &
Pay order (PO) | Design
or FDD. Relationship
Manager(RM)
Releasing stamps | Dealing officer/s
to-at the end-of Name &
Stamps in | the day after the Design
Hand equivalent value
of tt]::ad s}::;ps are Relationshi
. to Manager
stamps in Hand (RM)
account.

Collecting | Collecting all | Dealing officer/s
Bill of Bill of Entries Name &
Entries within 15 Design

and EXP (Fifteen) days
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forms from th date of Relationship

from release of Manager
respective imported (RM)
customers | consignment for

onward reporting
to BB within the
due time,
Collecting all Dealing officer/s
EXP forms Name &
within 10(ten) Design
days from the
shipment date of —
heespon | M
consignment for (RM)
onward reporting
to BB within the
due time.

Storage of Notifying Dealing officer/s
Files and updated Name &
Register | information of Design

the file and
provides with a
copy of the
related Relationship
documents to Manager
centre/ sub (RM)
centre, (Master
file of the
customer
maintained at
branch level)

Cash Claiming Cash | Dealing officer/s
Incentive | Incentive to BB Name &
and Duty | through CHO Design

Draw and paid to client

back. by following all —

applicable rules “m;“’
regulations. (RM)
Ensure accurate | Dealing offtcer/s
cash incentive Name &
calculation sheet. Design_
Relationship
Manager
(RM)
Collecting PRC | Dealing officer/s
and other related Name &
certificates/y | Design
documents Relationship
Manager
(RM)
Ensuring timely | Dealing officer/s
submission of Ng;q ;41
1 1
reposiing. Relationship
Manager(RM)
Central Submission of Dealing officer/s

Payment Payment Name &

Unit | Instructions (PI) Design

0 Reimbaul::ement Relationship
. Manager(RM)
authorizations
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(RA).

Statement |[Timely submission of] Dealing offices/s
Return/ all statement & Name &
; returns to regulatory Design
Reporting | ™ Gies including
Banpladesh bank &
Corporate Head Retationship
office,
Openning of LC Dealing officer/s
by obiaining Name & !
stipulated Design
tmport margin/cash FEX In
security. charge/DM/BM
LC commission/ Dealing officer/s
charge realized Name &
propery. Design
FEXIn
charg/DM/BM
LC opened with Dealing officer/s
valid IRC/ other Name &
related papers and Design
documents. FEXIn
charge/DM/BM
Compliance of Dealing officer/s
other terms and Name &
conditions as Design
stipulated in CHO FEXIn
senction letter. charge/DM/BM
LC opened by Dealing officer/s
obtaining Name &
buyers/suppliers Design
credit report FEX In
{where applicable) | charge/DM/BM
Importer's signature | Dealing officer/s
verified by the Name &
concemned branch Design
officials of the
branch in pro forma
Invoice /Indent/ LC
mpplication form ete. FEX In
charge/DM/BM
Original shipping | Dealing officer/s
documents/ import Name &
documents keeping Design
until liability FEXIn
adjusied. charge/DM/BM
Readable copy of | Dealing officer/s
LC and 3rd & 4th Name &
copy of LCAF sent Design
to CCI&ZE in duc FEX In
time, charge/DM/BM
PADregisterand | Dealing officer/s
other repister Name &
retating to Impori, Design
properly FEX In
maintained by the charge/DM/BM
branch. | _
Collect Bill of Dealing officer/s
Entry/Custom Name &
certified invoice Design
from the client and
Matching of Bill of
Entry/ Custom
certified invoice FEXIn
done with IMP in charge/DM/BM
due time.
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Export | EXP issued by the Dealing officer/s
branch with valid Name &
ERC/other related Design

papers and FEX In

documents. charge/DM/BM

EXP register

properly follow by

the branch.

Clean export Dealing officer/s
documents Name &
purchased. Design

FEXIn
charge/DM/BM

Submission of 2nd Dealing officer/s

copy of EXP form 1o Name &

Bangladesh bank Design

within 14 days from

the date of
shipment/ FEX in

submission of 3rd charge/DM/BM

copy of Exp form o
Bangladesh bank
within the month of

proceed realized

against Exp.

Reporting to Dealing officer/s

Bangladesh bank Name &

against un realized Design

Export Proceeds
over than 120 FEX In
days. charge/DM/BM
Compliance of Dealing officer/s
other terms and Name &
conditions as Design
stipulated in CHO
sanction letter. FEX In
—_ /DM/BM
Foreign Foreign Dealing officer/s
Remittance Remiuance Name &
credited to the

respective account

under dual control

upon complying | In charge/DM/BM

relevant rules and

regulation of the

bank.

Make payment all Dealing officer/s
Foreign Name &
{Inward

Remittence) with

F.C account by
complyingall | In charge/DM/BM
applicable rules

and regulations of
the bank. :

Encashment Dealing officer/s

Centificate issued Name &

against forcign Design
remiitance as per

client request upon

complying relevant
rles and In charpe/DM/BM

regulation of the
bank.
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Issue Dealing officer/s
miscellancous Name & Design
outward remittance
under dual control
upon complying
relevantrulesand | In charge/DM/BM
regulation of the
bank _
Correspondent via Dealing officer/s
SWIFT with Foreign | Name & Design
correspondence for
miscellaneous In charge/DM/BM
Purpose,
Open & maintain Dealing officer/s
Fareign Currency | Name & Design
A/C & ERQA/C
Others | upon complying
relevant rules and
regulation of the | In charge/DM/BM
bank. _
Setile International | Dealing officer/s
Credit Card Bill in | Name & Design
due time upon
complying relevant
rules and
regulationobthe | In charge/DM/BM
bank. _
Cash Dollar Dealing officer/s
endorsement & Neme & Design
Prepare TM form
to report BB under
dual control upon
complying relevant | Tn charge/DM/BM
rules and
regulation of the
bank. _
Open and maintain | Dealing officer/s
student file upon Name & Desipn
complying relevant
rules and
regulation of the | In charge/DM/BM
bank. _
Prepare L/C Dealing officer/s
Operational Check | Name & Design
List (if any open) | In charge/DM/BM

Note: According to the nature of activities of the branches and offices of the bank the DCFCLs may be customized.
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BANGLADESH KRISHI BANK
B .

DEPARTMENTAL CONTROL FUNCTION CHECKLIST (DCFCL)"WEEKLY" FOR THE MONTH OF:
L0 WEEK, WEER,

PROCESS FUNCTIONS Responsibility ZAWEER T — 3ol WEEK_
Overall Ensure proper Branch Managcﬂ I
Cleanliness of |  cleanliness of the
the branch branch premises as
premises per CHO

It mm&wmmm

Attendance of Ensure timely Branch
the branch aitendance of alt Manager
employees employces of the

branch

Ensure 24 hours duty
| of security puard.

Ensure duty of Gun
man during office Branch
hour. Manager/

Safety, Ensure CC~ TV Manager
Security coverage for 24 Branch
mcasurcs and | hours. Operation

premises Ensure adequate Fire
protection Extinguisher in
branch premises.

Ensure  generator
back wp during
office hour.

Testing of security
alarm of the branch,

Ensure adequate
smoke detector in

branch premises.

Quarterly checking
of electrical wires of
the  branch
qualified electrician.

Checking of duty of

security guard by the

branch officials
during holiday.

Emergency  contact
mumber i¢. police
station, Fire station,
RAB, Hospital ete.
are  available in
branch.

Ensure full
compliance of Bank
Dress code for the
employecs of the
Compliance | bank Branch

of CHO Ensure full Manager/
Instructions | compliance of Manager
bank compliance Branch
Manual.

Ensure full
compliance of
Bank Winning (
Etiquette and
service Excellence
guideline for
employees)
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Ensure full
compliance of
Bank Code of
Conduct.

Ensure full
compliance of
Bank Customer

Acceptance
Policy.

Ensure full
compliance of
Bank Anti
Harassment
Policy,

Compliance
of

Regulatory
Instructions

Checking the
validity of Bank's
License.

Checking the
validity of all
insurance policy
of the branch.

Compliance of
Bangladesh Bank,
Internal and
External Audit
and Inspection
Report.

Notice regarding
receiving and
exchanging of
torn & soiled
notes,

Notice regarding
forged notes.

Display notice
regarding cheque
retumns for
insufficient find.

Display leaflets
containing the
salient points of
AML and CFT.

Display up to date
financial
statements with
highlights.
Display bank's
interest rates on
various deposit
and lending
roducts.

Maintain
complaint box in
a visible place.

Display up to date
schedule of
charges of the
bank

Branch
Manager/
Manager

Branch
Operation

Account
opening

Opening of

various deposit

Branch
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activities

accounts by
following
applicable rules
and regulations,
preserving the
same and loading
information in
Flora System with
due approval of
Branch Manager.

Manager

Contact point
verification
(CPV) to be done
as per Cho
instructions.

Branch
Manager

Locker
Account

Realization of
security deposit,
locker rent and
insurance
premium as per
CHOQ instructions.

GBIn

Bills and
Remittance

Balancing the leaf
of security blocks
on regulasly basis.

GBIn
Charge/DM/B

Reconciliatio
n

Reconciliation of
online GL
transaction with
other branches
and CHO has
been done upon
complying
relevant policy
and procedure of
the bank.

GB In
Charge/DM/B
M

Reconciliation of
balance of deposit
account
maintained with
other bank.

GBIn
Charge/DM/B

Qutward bill
for collection
(OBC)

Inform return
information of
instruments (if
any) io the client.

'GBIn
Charpge/DM/B
M

Reports/Retu
ms/
Statements

Ensure
submission of
weekly reports to
CHO and
regulatory bodies
and preserved in

Branch
Manager

Credit
Operations

1. CIB reporting
2. Execution
required  papers
and documents as
per CHO
sanction.

3. Maintain safe-
in and safe-out
register  under
dual control.

Branch

e
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4. Maintain due
date diary for
insurance and
SRO token of the
branch.

Monitoring,
follow up
and

supervision

1. Follow up the
overdue and NPL
loans regularly.

2,  Monitoring,
supervision and
follow up of all
court cases (if
any).

3. Ensure timely
renewal of loans.
4. Rescheduling
of classified loan
accounts (if any)
as per BRPD
circular of BB,

5. Prepare of CL
Statements as per
BRPD circular of
BB.

Manager

Returns,

statements
and reporting

Prepare  weekly
returns as per

CHO and B.Bank |

guidelines,

Credit In-
charge/BM

Note: According to the nature of activities of the

customized.

branches and offices of the bank the DCFCLs may be
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TRfR-o8
BANGLADESH KRISHI BANK
Branch Name

..............................................................................

DEPARTMENTAL CONTROL FUNCTION CHECKLIST (DCFCL) "MONTHLY™" FOR THE MONTH OF;

PROCESS FUNCTIONS Responsibility Date of Initial
Checking

Overall Cleanliness | Ensure proper cleaniiness of the branch Branch Manager
of the branch premises as per CHO instructions.
premises

Attendance of the Ensure timely attendance of all employees Branch Manager
branch employees of the branch.

Ensure 24 hours duty of security guard.

Ensure duty of Gun man during office
hour.

Ensure CC TV coverage for 24 hours.

Safety, Security Ensure adequate Fire Extinguisher in Branch
measures and branch premises. Manager/Manager

premises protection [ Easure generator back up during office Branch Operation
hour.

Testing of security alarm of the branch.

Ensure adequate smoke detector in branch
premises,

Quarterly checking of electrical wires of
the branch by qualified electrician.

Checking of duty of security guard by the
branch officials during holiday.

Emergency contact number i.e. Police
station, Fire station, RAB, Hospital etc.
are available in branch.

Ensure full compliance of Bank Dress
code for the employees of the bank.

Ensure full compliance of Bank
Compliance of CHO | Compliance Manuat. Branch

Instructions Ensure full compliance of Bank Winning Manager/Manager
(Etiquette and Service Excellence Branch Operation
guideline for employees).

Ensure full compliance of Bank Code of
Conduct.

Ensure full compliance of Customer
Acceptance Policy.

Ensure full compliance of Bank Anti
Harassment Policy.

Checking the validity of Bank's License.

Checking the validity of all insurance
policy of the branch.

Compliance of Bangladesh Bank, Internal _
Compliance of and External Audit and Inspection Report. Branch

Regulatory Notice regarding receiving and Manager/Manager
Instructions. exchanging of tom & soiled notes. Branch Operation

Notice regarding forged notes.

Display notice regarding cheque returns
for insufficient fund.

Display leaflets containing the salient
points of AML and CFT.

Display up to date financial statements
with highlights.

Display bank’s interest rates on various
deposit and lending products.
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Maintain complaint box in a visible place

Display up to date schedule of charges of
the bank.

Account opening
activities

Opening of various deposit accounts by
following applicable rules and
regulations, presesving the same and
loading information in Flora System with
due approval of Branch Manager.

Contact Point Verification (CPV) to be
done as per CHO instructions.

Branch Manager

Compliance of Anti
Money Laundering
activities

Holding of BAMLCO meeting regularly.

BAMLCO

Review and reporting of CIR & STR and
maintaining hard copy there of.

GB In charge/DM/BM

Cheque Books,
Printing stationery
and Security
stationery

Physical verification of undelivered
cheque books and printing and security
stationery is to be done by dually.

GB In charge/DM/BM

Locker Account

Realization of security deposit, locker rent
and insurance premium as per CHO
instructions.

GB In charge/DM/BM

Bills and Remittance

Balancing the leaf of security blocks on
regularly basis,

GB In charge/DM/BM

Reconciliation

Reconciliation of online GL transaction

with other branches and CHO has been

done upon complying relevant policy and
_procedure of the bank.

GB In charge/DM/BM

Reconciliation of balance of deposit
account maintained with other bank.

GB In charge/DM/BM

Activities of
Accounts

Department

1.Balancing of ledgers and books of
accounts regularly.

2.Charging of interest, service charge and
depreciation.

3.Realization of VAT and AIT as per
instructions of concerned Government
office.

4.Interest paid to deposit account.
5.Monthly provision made against
expenses.

6.Review and reversal of contra entries.
7.Checking and review of interest product
sheet.

Branch Manager

Reports/Returns/
Statements

Ensure submission of monthly reports to

CHO and regulatory bodies and preserved
in the file.

Branch Manager

Credit Operations

1.CIB reporting

2 Execution required papers and
documents as per CHO sanction,

3 Maintain safe in and safe out register
under dual control.

4. Maintain due date diary for insurance
and SRO token of the branch.

Branch Manager

Meonitoring, follow
up and supervision

1.Follow up the overdue and NPL loans
regularly,

2.Monitoring, supervision and follow pu
of all court cases (if any).

3.Ensure timely renewal of loans,
4.Rescheduling of classified loan accounts
(if any) as per BRPD circular of BB.
5.Prepare of CL Statements as per BRPD

cicular of BB.

Branch Manager
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Bangladesh Bank's Web Portal,

2. Collect the relevant information for ISS
Intergrated Reporting and correctly fill up the fields Concerned 1SS
Supervision System | of ISS Reporting, Reporting Officials (S)
{1SS) Reporting 3. Get the report checked by the
concerned officials,

4. Submit the same to the Manager for
confirmation and upload in the
Bangladesh Bank's Web Portal on or
before 10th of the following month.

1. Upload 1SS Reporting Format from o \‘w

1. Check the Integrated Supervision
System (ISS) of the branch.

2. Deficiency, if detected report to
concerned division/ department of CHO. Branch Manager
3. Upload the Integrated Supervision
System (ISS) Report to Bangladesh
Bank's Web Portal and submit back up
copy (Excel Sheet) to Group ICC within
10th of the following month.

Returns, statements | Prepare monthly returns as per CHO and Credit In-charge/BM
and reporting B. Bank guidelines.

Note: According to the nature of activities of the branches and offices of the bank the DCFCLs may
be customized.

p /
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BANGLADESH KRISHI BANK
Branch Name........c..cccveeciinecsnernens
DEPARTMENTAL CONTROL FUNCTION CHECKLIST (DCFCL)"QUARTERLY"
FOR THE QUARTER ENDED ON:

sfifiB-o¢

PROCESS

FUNCTIONS

N oty

2nd

3rd quarter

4th quarter

13t quanter
Daie Initial

Thte

Initia)

Date | Initial

Date

Initi
al

Ovemll
Cleanliness of
the branch
premises

Branch Manager

Attendance of
the branch

employees

Branch Manager

Safety, Security
measures and
premises
protection

| premises.
Ensure generator back
| up during office hour.

Testing of security
alarm of the branch.

Ensure adequate
smoke defeclor in
branch premises.

Quarterly checking of
electrical wires of the
branch by qualified
electrician.

Checking of duty of
security guard by the
branch officials during
holiday.

Emergency  contact
number ie. police
station, Fire station,
RAB, Hospital etc. are
avsilable in branch,

Branch Manager/
Manager Branch

Compliance of
CHO
Instructions

Fnsure full complience
of Bank Dress code for
the employees of 1he
bank.

Bmnch Manager/
Manager Branch

Ensure full
compliance of Bank
Compliance Manua!.
Ensure full
campliance of Bank
Wining (Etiquetie and
Service  Excellence
guideline : i for
Ensure full
compliance of Bank

code of Cenduct.

Ensure full

Compliance of
Repulatory
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Checking the validity
of all insurance policy
of the branch.

Compliance of
Bangladesh Bank,
Internal and Extemal
Audit and Inspection
Report.

Notice regarding

receiving and

exchanging of tom &

soiled notes.

Notice regarding
| forged notes.

Display notice

reganding cheque

retums for insufficient
fund

Display leafiets
containing the salient
points of AML and
CFT.

Display wp to daic
financial  statements
with highli;

Dnsplay bank's interest
retes of  various
deposit and lending
products.

Maintain  complaint
box in 8 visible place

Account

activities

Opening of various
deposit Accounts by
following applicable
rules and regulations,
preserving the same
and Yoading
information in Flora
System  with  due
approval of Branch
Manager.

Branch Menager

Contact Point
Verification (CPV) w
be done as per CHO
instructions.

Branch Mansger

Reconciliation

Reconciliation of
online GL transaction
wilh other branches
and CHO has been
done upon complying
relevamt  policy and
procedure of the bank.

GB In-
Charge/DMBM

Reconcihahion of
balance of deposit
account  maintained
with other bank.

GRB In-
Charge/DM/BM

Statemenis

Engure submission of
quarterly reports Lo
CHO and Regulatory
bodies and preserved
in the file.

Branch Manager

Credit
Operations

1. CIB reporting
2. Execution required
pers and documents
as per CHO sanction.
3. Maintain safe-in
and safe-out register
under dual control,
4, Maintein due date
diary for insurance
and SRO token of the
branch.

Monitoring,
follow up and
supervision

I. Follow up the
overdue and NPL

loans regularly.

Branch Manager

€
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2 Monilonng,
supervision and follow
up of all coust cascs (if

4. Rescheduling of
classified loan
accounts (if any) as
per BRPD circular of
BB.

5. Prepare of CL
Statemenls as  per
BRPD circular of BS.
Self Assessment | 1. Check the internat
of Anti Fraud | control system of the

Internal Control

branch.

2.  Deficiency, if
detected  report to
concerned  division/
department of CHO.
3. Submit Scif
Assessment of Anti-
Fraud Internal Control
Report to Growp 1CC
within 10th of the
months of the quarter
ended,

sialements and

Prepare periodic
retums as per CHO
and B. Bank
guidelines
i.e.Quarierly CIB, CL
& CIB reconciliation,
Industrial Term Lean
Statement, quarterly
SME statement,
quarterly Agro based
Industry statement, CL
rumng, MCR under
Basel 11, eto.

Note: According to the nature of activities of the branches and offices of the bank the DCFCL

be customized.
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Bangladesh Krishi Bank
crreeees ..Branch

LOAN DOCUMENTATION CHECKLIST

BORROWER:
REGISTERED ADDRESS:
STATUS: Individual/Proprietorship/Partmership/Limited Company A/c No.

First obtain General Documents, then identity the Collateral, Facility and obtain specific documents listed hereunder,
Leave out documents not cailed for by the terms of the Credit Approval and Facilities Advice Letter (Sanction Letter).

SI. | DESCRIPTION REQD. | DATE OF | DATE EXPIRY | ORIGINAL TAKA
No ) poC. RECEIVED pDoc AMOUNT
LOCATED IN

A.__| GENERAL DOCUMENTS

1 Letter of Borrower requesting for
new facilities/renewal in business
pad of the client.

2. Authority of Borrow to Borrower
(Letter of authority from partners
in case of parmership concern and
resolution in case of limited
company)- with list of
Pariners/Directors.

3 Form Xt certified by RISC
regarding list of cxisting Directors
for limited company.

4. | Facilitics Advice Letter: accepted
unconditionally by Borrower.

Demand Promissory Note

Letier of Continuily.

=l

Deed of  Partmership  (for
partnerships, Borrowet/third
party), By-Laws etc.

8 Memorandum and Articles of
Association (for limited compeny
Borrower/third ~ party}  with
Ceztificate of Incorporation

9. Letter of Arrangement

[0, | Leuter of Disbursement

11. | Revival Letter (Form [ & 1)

12, | Double Party DP. Note (for
Guarantor and 3rd  Pary

Mortgagor)

13, | D.P. Note (Joint & Several lor
Limited Company/Partnership

Firm)
14. | Balance Confirmation Leiter
(Signature duly verified)

15. | Personal Net Worth Statement

16. | Copy of National Id

L7. | Photograph of Investment Client

18. { Uptodate CIB Report

19. [ Credit Report of the Investment
Client/Supplier

20. | Liability Declaration of the
Investment Client along with an
Undertaking that they have no
lisbility with any bor financial
institution excepting as declared.

21. | Undertaking stating that, they
will not avail any credit facility
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from any other bank or
financial institution without
prior consent of the bank.

22

Undertaking  stating  that
customer does not have any
relationship as Director of
Sponsor with the bank.

Undertaking  stating  that
customer shall not sell or
transfer the ownership of the
business/factory/shop until
bank dues are fully paid or
without NOC of the bank.

24,

Investment Risk Grading Score
Sheet (IRGS) (where
applicable) .

25,

Post dated cheque covering the
Investment

Proper Stamping.

LIEN

LIEN OF ACCOUNT

Resolution to lien account
proceeds (for Third Party
partnerships and limited cos.)

Letter of Lien and Set-Off
{pledge Agreement)

LIEN ON FINANCIAL
INSTRUMENT LIKE FDR ETC

The Instrument duly discharged
on the back of it.

Letter of lien (Ist part lien if
the borrower is the owner of
the Instrument, 3rd Pasty Lien
if the owner of the Instrument
is one other than Borrower)

Letter of Authority to encash
the instrument as & when
needed by the bank.

Confirmation of Lien (Marking

of Lien) from the issuing bank

LIEN ON DEMAND STOCK/
SHARES

NOC of the Company in case
of Sponsor's Share,

Confiscate Request Form duly
_signed by the pledgor.

Pledge Request Form duly
signed by the holder of the
share.

Pledge setup Acknowledge
from Brokerage hose

CDBL generaled copy of
pledge setup

PLEDGE OF DEPOSITS/S.
PATRA

Resolution to deposit ( for
Third Party partnerships and
limited company)

Fixed Deposit

W/
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Receipts/Sanchaya patra/Bonds
endorsed by holder(s)

3. Letter of Guarantee by
depositor (if the deposit stands
in the name of Third Party)

4. | Letter of Lien and Set Off
(Pledge Agreement)

5. {Letter of Authority for
encashment of  Sanchaya
patra/Fixed Deposits

' D. | PLEDGE OF SHARES

1. Resolution to deposit (for Third
Party partnerships and limited
company)

2, Share certificates

3. Blank transfer forms for each
shere certificate (form 117)

4, | Memorandum of Deposit of
Shares

5. | Letter of Guarantee by the
shareholder (if the share stands
in the name of person other
than borrower)

6. | Imevocable letter of authority
for collection of dividends,
bonus etc. addressed by the
shareholder 1o the relative
company.

7. | Notice of pledge by the
shareholder to the relative
companies.

[ E.__| PLEDGE OF INVENTORY

1. |Letter of  pledge/pledge
Agreement

2. Letter of Disclaimer (if
required)

3. | RISC Search Report (for

" | limited company partnerships;
Borrower/ third party)

4, RJSC Form 18, and recipt of
filing with RISC

5. | Certificate of registration from
RISC

6. Modification of pledge/pledge
Agreement of Inventory

7. RISC Form 19, and receipt of
filing with RISC

8. | Insurance policy with Bank as
jointly insured

El | CC (PLEDGE) Bai-Murabaha/
MPI

1. Letter of pledge

2. IGPA to sale pledge goods
Letter of Continuity

v
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Periodical Stock Report

Letter of Disclaimer form the
owner of rented Warehouse.

E2

PLEDGE OF GOODS IN
TRADE

Letter of pledge

IGPA 1o sell pledged goods

wt|=

Letter of Disclaimer form the
owner of rented Warehouse

HYPOTHECATION OF
INVENTORY

Resolution to  hypothecate
inventory (for Third Party
partnerships and limited cos.)

Letter of Hypothecation of
Inventory/ Hypothecation
Agreement.

RISC Search Report (for
limited company, partnerships;
borrower/third party)

RJSC Form 18, and receipt of
filing with RISC

Certificate of registration from
RISC

Modification of Letter of
Hypothecation of Inventory,

RJSC Form 19, and receipt of
filing with RISC

Insurance Policy-jointly
insured

cC (HYPO) (Bai-
Muaijal/Bai-Murabaha /MPI)

Letter of Hypothecation of
stock in Trade

Supplementary  Letter of
Hypothecation

IGPA to sesle Hypothecated
goods

Letter of Continuity

Periodical stock Report

Letter of Disclaimer form the
owner of rented Warehouse

Insurance policy with cover
note

HYPOTHECATION OF
RECEIVABLES/BOOK DEBTS

Resolution to  hypothecate
receivables’book  debts  (for
Third party partnerships and
limited company)

Letter of Hypothecation of
Receivables’ Book  Debts

(Hypothecation Agreement)
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3 RISC search Report (for limit
company/registered
partnership:borrower/third party)

4, RISC Form 18, and receipt of
filing with RISC

5. Centificate of registration from
RJSC

6. Modification of Letter of
Hypothecation of Receivables.

7. | RISC Form 19, and receipt of
filing with RJSC.,

1. | HYPOTHECATION OF
MACHINERY AND
EQUIPMENT

1, Resolution to  hypothecate
inventory (for Third Party
partnerships and limited cos.)

2. | Letter of Hypothecation of
Machinery and Equipment/
Hypothecation Agreement.

3. | RISC Search Report (for
limited company, partnerships;
borrower/ third party)

4, RISC Form 18, and receipt of
filing with RISC

5. Certificate of registration from
RISC

6. Modification of Letter of
Hypothecation of Receivables.

7. RISC Form 19, and receipt of
filing with RISC.

8. [ Latest list of machinery &
equipment

9. Insurance policy with EBL as
jointly insured

J. | ASSIGNMENT OF
RECEIVABLE

L Resolution to assign
receivables (for Third party
partnerships and limited ¢cos.)

2, Deed of Assignment of
receivables

3. | Nofification and
acknowledgement of
assignment and confirmation of
receivables from the debtor
ASSIGNMENT OF BILL

1. Assignment of bill by the
beneficiary through IGPA

2. Letter of Acceptance of
Assignment by the work giving
authority

3. Original Work Order
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J1,

HYPOTHECATION OF
STOCK/ RECEIVABLES

fad Fa

Letter of Hypothecation

IGPA to sell Hypothecated
goods

Letter of Disclaimer form the
owner of rented Warehouse

TRUST RECEIPT

Trust Receipt Agreement

Insurance policy cover Note

MORTGAGE

Letter of nomination of third
party mortgagor from Borrower
with  attested  specimen
signature of mortgagor

Resolution to mortgage and
guarantee (for Third party
partnerships  and  limited

company)

Copy of valid ID (for Third
party individual mortgagor)

Personal Guarantee from Third
party mortgagor

Original  title deeds of
mortgagor and previous owners
{Bia-Deed)

Record of Rights i.e. CS, SA,
RS parcha, Mohanagar Jorip
parcha (if within Mohannagar
Area)

Mutation parchas in
morigagor's name, certified by
Assistant Commissioner of
Land.

Certified Mutation khatian
alongwith DCR.

NOC of the competent
Authority for Mortgage

10,

Land development tax receipts
of the immediately preceding
_Bangali year

1L,

Municipal holding tax receipts
for property in municipalities.

12.

Building/factory plan  with
letter of approval.

13,

Real Estate
Appraisal/Valuation report

14.

RISC search Report (for
limited company/registered
partnerships;  borrower/third
party)

15.

Memorandum of deposit of title
deeds (for equitable mortgages)
with legal counset's approved
drafi.

16.

Mortgage Deed and registration
receipt endorsed by mortgagor

7
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(for legal/Registered mortgage)
along with power of Attornery.

17.

RISC Form 18, and receipt of
filing with RISC if property in
the name of ltd cos.

18,

Certificate of registration from
RISC

19,

Modification of Memorandum
of deposit of the deeds.

+| 20,

RJSC Form 19, and receipt of
filing with RISC.

2],

Income Tax Clearance
Certificate as required for

_Registration.

Non Encumbrance Certificate
from Land Registrar.

23.

Certified copy of purchase
Deed along with Deed Delivery
receipt duly endorsed (in
absence of original Title Deed)

Registered  partition  Deed
among the Co-owners (if
required)

23.

Mortgage Deed duly Registered
along with Registration Receipt
duly discharged.

26.

Registered IGPA favoring
Bank to sale the property.

27,

B.S. Khatian.

28,

Up to date Union Parishad Tax

Payment Receipt (if property
within UP)

29.

Original Lease Deed (in case of
lease hold property)

30.

Allotment Letter favoring
Lessee (in case of Leasehold
Properly)

31

Mutation letter favoring lessee
(in case of Leasehold Property)

32,

NEC along with search fee paid
receipt

33.

Deed of Further Charge on the
Moitgage property

34,

Redemption Deed executed by
immediate past Mongagee
Bank.

35

Letter of consent of the 1st
Mortgage Bank in case of 2nd
charge/mortgage & also pari
passu security sharing
agreement between Ist
Mortgage Bank and the
Mortgagee, if applicable
subject to consent of 1Ist
Mortgage Bank.

36.

Photograph of the Mortgaged
Property

37.

Location Map

38,

Survey Report from

Ve
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professional Surveyors

39,

Physical Visit Report by Bank
Officials

Lawyer's clean opinion in
respect of acceptability of the
property as collateral security,

GUARANTEE

List of Directors/Partners with
specimen signatures, certified
by company secretary or
chaiman, or managing partner
(for limited company and
pantnerships)

Resolution to pguarantee (for
limited company and
partnerships)

Net worth Statements (NWS)
for individuals/guarantors

Letter of Guarantee

Letter of counter Indemnity

Letter of Guarantee of the
Spouse of the Client.

TERM LOAN
AGREEMENT / HPSM

Term loan agreement between
Borrower and Bank,

Draft Term Loan Agreement
approved by Head of Credit
Risk Management Division and
Lepal Counsel.

w

Letter of Undertaking.

Amortization Schedule

Insurance policy cover note

SECURITY SHARING
AGREEMENT

Security Sharing Agreement

-

Draft  Security  Sharing
Agreement approved by Head
of Credit Risk Management
Division and Legal Counsel.

SYNDICATION

Accepted Mandate Letter

Accepted Term Sheet

Information Memorandum

Participation letters

Facilities Agreement

il g Bl bl L] ol [ =)

Powers of Attomey of
participants

Accepted Fee Letter

Legal counsel's opinion

had had b

Creation of Pari-passu Sharing
charge with RISC

10,

Escrow Account Agreement
with floating charge

11.

Subordination Agreement.

Vv




OVERGRAFT (GENERAL)

Letter of Continuity

Insurance policy cover note

sSOD {Work Order)
Investment against Work
Order

Bid Document/Tender Notice

Letter of Awarding

Assignment of Bills against
work order

SOD (FO) Investment against
Financial Obligation

The Financial Instrument duly
discharged on the Back

Lien on the Financial
Instrument

Letter of continuity

Re-confirmation of Lien
marking through concerned
Bank's/Financial  Institution's
(F1) Head Office/Zonal Office
if the lien marked MTDR/
FDR/Financial Instrument is
issued by Other Bank/FI

SOD  (Scheme  Deposit)
Investment against Deposit
Scheme

Lien on Scheme Deposit

B |

Letter of Continuity

T.

Home Loan for Purchase of
Flat or Floor Space
Investment under HIP

a—
.

Power of atiomey for
developing the property

Letter of Installment

Letter of Undertaking

Amortization Schedule

gl Pl boad Lo

Tripartite Agreement among
Purchaser, Developer and
Bank (if under construction)

Undertaking of the borrower to
the effect that he will morigage
the flat/floor space favoring the
Bank at the moment the same is
registered in his name by the
selter (if under construction)

Agreement between Land
QOwner & Developer

Sharing Agreement between
Land Qwner & Developer

Copy of approved plan of
construction from concerned
authority.

.V
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SME/SMALL LOAN

—

As per type of borrower &
nature of secutity.

LEASE FINANCE

Lease Agreement

Lease Execution Certificate

Ll L L L4

Quotation/price  offer duly
accepted by borrower

L]

BRTA Registration Slip in case
of Motor Vehicle

Insurance Policy cover note

HIRE PURCHASE LOAN

Hire Purchase Agreement

.N:-'.i

Quotation/price  offer duly
accepted by borrower

W

BRTA Registration Slip in case
of Motor Vehicle

el

IGPA in Bank's favor for
disposal of vehicle/vessel
without any reference

Insurance Policy cover note.

pa|

House Building Loan (for
construction)

Letter of Installment

Letter of Undertaking

Amortization Schedule

bl ol Lo Foud

Approved Plan form the
competent autherity

Y.

House Building Loan (to
Developer)

Power of Attormey for
development of property

(original)

Agreement between Land
owner & Developer

Sharing Agreement between
Land owner & Developer

Copy of approved plan of
construction from concerned
authority

Letter of Installment

Letter of Undertaking.

L el 1o R

Amostization schedule

Copy of Title deed of the
property on which construction
will be made

Copy of Bia deed (previous
deed in support of Title deed)

1DBP

[a—
.

Acceptance of L/C issuing
Bank (duly verified)

bhad L

Related documents for LC

Letter of Indemnity

v
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BASED ON CLIENT TYPE

Proprietorship Firm

Trade License {up to date)

NIl

Persona Net-Worth Statement
{PNS) of Proprietor

Partnership Firm

Trade License (up to date)

Partnership Deed (Registered)

[0 == |1

Letter of Guarantee of the
partners

e

Persona Net-Worth Statement
{PNS) of Proprietor

L

Letter of Partnership

Parinership Account
Agreement.

C‘

Limited Company

P

Trade License (up to date)

Memorandum & Articles of
Association  (Certified by
RJSC)

List/Personal profile of the
Directors

Certificate of Incorporation

Form XII Certified by RJISC
(Particulars of Directors)

Latest Form X Cenified by
RISC(Distribution of Shares)

Board Resclution in respect of
availing Investments &
execution of document with
Bank

Lett& of Guarantee of the
Directors

Personal Net-Worth Statement
(PNS) of Directors.

10.

Deed of Mongage &
Hypothecation for creation of
Charge on fixed & floating
assets (existing & future) with
RISC.

1L

Modification of charge with
RISC through form 19

12.

Certified copy of charge
creation certificate from RJSC.

13.

Undertaking stating that the
Investment client shall not
make any amendment or
alteration in Memorandum &
Article of Association without
priov approval of Bank.

14.

Approval of the Bank for any
inclusion or exclusion of
Directors in & from the

company.

15,

Certificate of Commencement
(in case of Public Limited
Campany)

16.

Joint venture Agreement (in

Q/
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case of joint venture Limited
Company)

17.

BOI Permission (in case of
joint venture Company)

Trust

Copy of Trust Deed which must
have power to do business with
the Bank

Resolution of the Board of
Trustees to do business with
Bank.

Clearance from WAQF
Administrator for morigage
where investment client is
Waqf and not a Trust. Charge
documents to be
executed/signed by all the
Trustees or Mutwalli (s) in the
case where Wagf is the
investment client.

Charge Documents are signed
either by persons authorized by
al members of the Trust
Committee, if Trustees are
authorized to delegate their
powers by the Trust Deed or all
of the Trustees.

Personal Guarantee of all the
office Bearers of the Trust in
their personal capacity.

Cooperative Society

Copy of Bye-Laws of the
society certified by the
Registrar of the Cooperative
Societies

Clearance from Registrar of
Co-operative  societies  for
doing business with Bank.

Letter issued to the concerned
Registrar of Co-operative
societies under Registered with
A/D mail informing about
Bank's allowing
investment/facility to the
concerned society as per
clearance accorded by him.

Personal Guarantee of all the
office bearers of the society in
their personsl capacity.

OTHER DOCUMENTS

Documentation for EEF Loan

Documentation for PPP Loan

Documentation for EDF Loan

B W N~

Documentation for Credit
Against Special Account (10tk,

N

—t




1001k, school a/c)

5 Documentation for subsidized
Credit.

DEPARTMENT/UNIT NAME DATE SIGNATURE
RELATIONSHIP MANAGER

CREDIT ADMINISTRATION

e
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'FRmmformdmngﬁeMon{s)as_;'_’ usp

a.4] Identity of clients 2 e ] (M’enﬂonmnmyof mdennnquemofevents)
b. O] Activity ineccount ™ . ' | TobeﬁltedbytheBMCO :
c. EIBnckgmnndnfcilmu
d. £] Multiple accounts™ -
* e. O'Nature'of transaction
- £70 Value of ransaction ..~
g.DOﬂ:ermson(PlsﬁSpeciﬁf)
G. Suspicious activity information: _
Sunmmyc!mm:nnonafmspicimsaeﬂmy
a. O Brivesy/Gratuity - hLlCounterfeit debit/ creditcard o, DMongageloauﬁ'aud
b. O Check Rrand i-.EICmmtufeit instrument p. & Mysterious Disappearance
¢. [J Check Kiting - - j« O Credit Card fraud q. O Misuse or position of Self
d.E]Cummﬂdal,loanfrand kL) Debit card frand - - - “Dealing

e. O Computer intrugion =~ - 1. 0} Defalcation/ Embezziement rElStrumn
f. U Consumer ioan fraud “mvO Palse statemmene ... .. . &ﬂTmrlstFiMnclng

8 O Counterfolt check = . Oidentify et t.l:lwmmfmd
Ce T ) . ___w.{JOther. .. .
H.Transaction Details R '
Sl no. Date ' Amount __Type
Cashfhansfe:mleanngﬂ'l'lem .

" Add if '

1. Counterparts Details - '
| SLNo. l,)ate ' Bank . Branch . | AccountNo, _| Amount

J. Hias the suspicious unmmmmumy: o & miatariad :m&&__ or
otherwise cifected the financidl soundiiess of i bank.

K.Hmtha taken i "“’"'nnﬁhninﬂnsmntextir

L.Documents {0 be enciosed . .
l-ﬁmmmgfomalongmmdonm . —
2.KYC profile - . s : g
3.Transaction profile . . .
’ 4Accnuntn?nmformmm
3.Pho voucher lnﬁsauiansmtioned in slno H
Sngnanue :
(CAhﬂ.COIAuthonsed Officer of CCU)
Name:
Designation:
Phone:
Date:
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TSRS/ TS (RO R s
SUSPICIOUS TRANSACTION REPORT
(For bank and Non Bank Financial Institution)

A. Reporting institution:

1.
:.

Name of the Bank

Bangladesh Krishi Bank

Name of the Branch

B. Details of Report:

L.

2,
3.

Date of sending Report

Is this the addition of an earlier report ?
If yes ,mention the date of previous report

C. Suspect Account Details:

1.
2.
3.

4,

5.
6.

Account Number :

Name of the Account :

Nature of the Account :
(Current/Savings/Loan/other, pls specify
Nature of
ownership:(Individual/proprietorship/
partnership /company/ other ,pls, specify) :
Date of opening/Transaction :

Address :

D. Account holder's details:

L

VRN R LN -

e T SR
B BN =D

[ o I

Nk w

Name of Account holder :
Address :

Profession :

Nationality :

Other Account(s) number (if any) :
Other business :

Father's Name :

Mother's Name :

Date of birth :

Place of birth :

Passport No. :

National Identification No :
Birth Registration No :
TIN :

Name of the Account holder :
Relation with the account (holder mention in
sl no. D1)

Address :

Profession :

Nationality :

Other Account(s)number(if any) :

187

> J

Yes (=]

No

/




7. Other business :

8. Father's name :

9. Mother's name :

10 Date of birth :

H Place of birth :

12 Passport No.:

13 National Identification No. :

14  Birth Registration No. :

15 TIN :

E. Introducer Details:

1. Name of Introducer :

2, Account number ;

3, Relation with account holder :

4, Address :

5. Date of opening :

6.  Whether introducer is maintaining good
relation with bank:

F. Reasons for considering the transaction(s) as suspicious:

a. O Identity of clients

b. O Activity in account
¢. O Background of client
d. O Multiple accounts

¢. O Nature of transaction
f. O Value of transaction

g. 01 Other reason (Pls. Specify)

(Mention summary of suspicion and consequences of events)
[To be filled by the BAMLCO)]

G. Suspicious activity information:
Summary characterization of Suspicious activity :

a. 0J Corruption and
Bribery

b. O Counterfeiting
currency

¢. O Counterfeiting
d. O deeds and
documents extortion
e. O fraud

f. O forgery

g. O illegal trade of
firearms

h. O illegal trade in
narcotic drugs,
psychotropic
substances and
substances causing
intoxication

i.C1 illegal trade in

2

k. O murder, grievous
physical injury

1.0 trafficking of women and
children

m. O black marketing

n. O smuggling of domestic
and foreign currency

0. [J theft or robbery or
dacoity or piracy or hijacking
of aircraft

p- O human trafficking

q. O dowry

r. [J smuggling and offences
related to customs and excise
duties

s. O tax related offences

t. O infringement of

188

u. O terrorism or financing in
terrorist activities

v. O adulteration or the manufacture
of goods through infringement of
title

w. [ offences relating to the
environment

X. O sexual exploitation

y.O insider trading and market
manipulation

z. [1 organized crime and
participation in organized criminal
groups

aa, racketeering

bb . Other (please specify)




stolen and other goods  intellectual property rights
j- O3 kidnapping, illegal
restrain and hostage

taking

H. Transaction/Attemped Transaction

Details

S1. no. Date Amount Type*
* Cash Transfer/clearing/TT/etc.
Add paper if necessary
1. Counter Part's Details (Where Applicable)
Sl.no. | Date |  Bank Branch | Accountno. | Amount

J. Has the suspicious transaction/activity had a material impact on or yes O
No O

otherwise effected the financial soundness of the bank?
K. Has the bank taken any action in this context? If yes give details

L. Documents enclosed

1.Account opening form along with submitted documents
2 KYC profile, Transaction profile

3. Account statement for last one year

5. Supporting voucher/correspondence mention in sl. no.H
6.0Others :

Signature

(CAMLCO or authorized officer of CCU)
Name :

Designation :

Phone

Date

.



SUSPICIOUS TRANSACTION REPORT (STR) FORM
(WIRE TRANSFER/MOBILE FINANCIAL SERVICE)

A. Reporting Institution:
1. Name of the Institution:
2. Name of the Branch/Agent:
3. Service Place of the Branch/Agent:
4, Agent Identification / ID:(If applicable)

B. Details of Report:
1. Date of sending repost:
2, Is this the addition of an earlier report?
3. If yes, mention the date of previous report

C. Suspect Details:
1. Name:
2. Address:
3. Profession/Business;
4. Nationality/Ownership status:
5. Father's name/ Proprietor’s name:
6. Mother’s Name (where necessary):
7. Date of birth (where necessary):
8. Place of birth:
9. Passport No.:
10. National Identification No.:
11. Birth Registration No.:
12. Contact Details:
Mobile No.:
Email :
13. Any other important Information:

D. Suspicious Transaction/Attempted Transaction Details :

Yes o— —

Sl no. Date Amount

E. Reasons for considering the transaction(s) as unusual/suspicious?
(Mention summary of suspicion and consequence of events)

(Use separate sheet, if needed)

F. List of Documents attached with the report

Signature:

(CAML.CO or authorized officer of CCU)
Name;

Designation:

Phone No:

Date:
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Self-Assessment of Anti-Fraud Internal Controls Halfyearl
____===============================é;==L=F¥L____

SL No.

Particulars

Yes

No

Partial [ Remarks
(if any)

Internal Control & Compliance(ICC)

01

Does the senior management ensure communication of
different prudential regulations, policies etc. issued time to time
by bank itself, regulator and government throughout the bank?

02

Does the Audit Committee (AC) review the audit findings and
compliance status at least on quarterly basis and take actions
accordingly? If yes, attach the related memo.

03

Policy and structure of ICCD

a) Has the bank reviewed its own ICC guidelines in light of
guidelines issued by BB and continued to review on yearly
basis?

b) s the organogram & structure of the ICCD in
accordance/conformity with those prescribed in the
ICC guidelines by BB?

¢}  Does the ICC Department have adequate manpower with
professional knowledge, banking experience etc. to conduct
audit activities as required by the bank?

d) Is the bank’s Internal Audit Department well equipped with
IT people to conduct audit in IT environment?

e) Does the work scope of the ICCD cover all the issues of
Charter narrated in the ICC Guidelines?

f)  Does the bank update Fraud Management Policy, Audit
Manual etc. every year?

g) Has the Fraud Management Policy been implemented in
case of settlement of detected fraudOforgeries?

h) Does the bank have a central database/corporate memory
of fraudOforgeries’ occurred in the bank?

Has the bank complied with the instructions of Guidelines on

Intemal Control & Compliance in Banks regarding preparation

and submission of report on its own health?

05

policies & procedures of the bank evaluated at least annually b
the proper authority with the approval of the board to preve
recurrence of the material irregularities/fraud/forgeries and alsq
to address the changing environment?

Is the overall effectiveness of the internal control systcn:i

06

Were there any incidents of fraud/forgery published in the
media but the ICCD failed to detect?

07

a)  Does the Monitoring Unit review Quarterly Operations
Report (QOR), Loan Documentation Checklist (LDCL)
etc. effectively to monitor the operational performance
of the branches?
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b) Is the DCFCL (Departmental Control Function Checklis

t)
reviewed by Departmental Managers, Line Managers, ml
Branch Managers at the prescribed frequencies?

|

At least 50% implemented items are to be answered in ‘Partial’
column,

* ‘Remarks’ columnistobeﬁlledupwiththeactualpercentageof

implementation for ‘Partial’ answers, time limit for full
implementation of partial and unimplemented items and any
other related information bank desires to include.

1 Material losses for banks due to creation of fake loan acco
defalcation of money, unauthorized fimd transfer from one

to another, fake issuance of PQ, DD, credit card, debit card
Embezzlement of money by forged cheque, cash embezzlem
through online transaction, defalcation of money by creating
overdraft, amount received from depositor but not deposited
unauthorized withdrawal from suspense a/c, forged FX

etc

08

Are the employees provided with clear authority/delegation of]
power and job description to perform the daily activities of the
bank with proper documentation of hand over and take over
charges when applicable?

Does the bank have risk(Ibased auditing system and ensure its|
implementation?

10

Does the ICCD evaluate the degree of risk, at least annually,
of every department/office/branch/subsidiary/foundation/
regional office in addition to regular audit of bank branches?

11

Does the bank have any policy regarding admonitory/
Teproving measures for internal auditors in case of their failure
in applying due diligence to the responsibility assigned to
them?

12

Are job rotation, transfer, posting and mandatory leave
(where applicable) for the employees strictly followed as per
Bangladesh Bank guidelines?

13

a) Does the bank have centralized system to
monitor all deposits and loan accounts including staff?

b) Does the ICCD ensure monitoring of staff
accounts and other accounts operated by the staff at
least on monthly basis through getting certification
from branch manager/regional office in absence of
centralized system?

14

a)Are the senior management assigned with responsibility
for fraud management so that employees of all level
get conscious about prevention and detection of
fraud/forgeries?

b)  Does the senior management perform their
responsibilities assigned to them properly for minimizing
fraud/forgery?
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SL.No

Particulars

Ye
8

No

Partial Remarks
(if any)

15

Does the bank perform screening of applicants before appointment
particularly to cash handling positions, and other trusted positions such
as ftreasury, accounts, security and ICT (techniques include
confirmation of qualifications, verification of employment background,
criminal history searches etc.)?

General Banking and Operation

16

Does the account opening branch ensure customers’ address through
cross reference checking and maintain proper records in case of new
accounts?

17

Does the bank restrict the access of persons/belongings (which are not
related to cash) to the cash area to prevent defalcation of cash and cash
equivalents?

18

Does the bank ensure Balance Confirmation for both loan and deposit
accounts to the customer, any way., at least once in every six months?

19

Is there any policy to inform the customers about different charges
debited from their accounts and whether it is implemented?

20

a) Is effective reconciliation of inter branch/General Account in
place and necessary action taken to reconcile the long-pending (three
months and above) items?

b) Does the bank produce monthly reconciliation status to the
senior management to ensure proper monitoring of reconciliation?

¢) Are reconciliation activities of the department/ division/ unit/
section audited at least once in a year?

21

Are the Suspense/Sundry Debtors/Sundry Creditors/Sundry Deposits/
Various Utility Accounts and Development as well as Miscellaneous
Expenses of Head Office and branches duly monitored by ICCD and
placed to monthly meeting of higher management?

23

" Does the bank make ageing of inoperative/dormant accounts/
unclaimed deposits/valuable goods and submit the same to BB
following BB circular/guidelines?

24

Has the bank introduced surveillance system that can watch every
single event (access/exit) of all employees of the bank particularly
to/from Cash counters, Dealing room, SWIFT rooms, Server rooms,
Data center, ICT Division etc,?

25

26

Does the bank maintain security of lockers as per Bangladesh Bank
guidelines?

b)  Does the bank have adequate security surveillance measureg
like CCTV, Alarm System, etc. in locations like Access point, Vaulf
area, Cash Teller area, ATM booth, etc.?

a} Does the bank record CCTV footages and preserve regular
backup of footages for a minimum period as specified by the
Bangladesh Bank?

b}
Are the CCTV DVRs (Digital Video Recorders) placed in a secured
place?

27

Does the bank display Help Desk contact details at all of their ATM
booths, Web portals, Merchant outlets to lodge complaints or seek
assistance?

28

Does the bank:
a) have a code of ethics or similar document in line with
National Integrity Strategy of Bangladesh to guide stafi
about ethical standards in thetr work?

¢} b) provide training on ethical standards to its employees?

a) Is physical verification conducted by the concemed officials af
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29

borrower’s/guarantor’s  office/factory, present & permanenf
addresses for ensuring their identification and business location?

b) Is appropriate record of the physical verification maintained for
future reference before disbursement of loan?

¢} Is appropriate record of the physical verification maintained for
future reference before disbursement of loan?

30

Does the bank send a one page summary report containing all past due
loans, new facilities provided, written off loans, renewal/rescheduling/
enhancement of loans, capital market investment to senior management
and Board of Directors (to MANCOM in case of foreign banks) on
monthly basis for understanding the current and past performance of
the loans?

31

Are credit facilities availed by the borrower in his own name and /or in
the name of his allied/sister concerns from all other banks & financial
institutions clearly stated in the credit proposal?

32

a) Are all credit lines under the purview of CRG (Credit Risk Grading)
guidelines and CRG done properly considering all information
including CIB data?

Have any credit facilities been provided with an exception to CRG? If
yes, mention the classification status?

33

Is the property offered as collateral security against loan physically
verified by the designated official to ensure physical existence of the
property and it's possession by the proposed borrower/mortgager?

Whether appropriate inspection is conducted by the related bank
officials along with the third party valuation firm to assess the value of
collateral before sanctioning the Joan?

a) Does the bank ensure accomplishing ‘tag deed” on the collateral
already mortgaged with the bank; in case of providing new
facilities?

34

Does the bank ensure proper control and security over credit files and
security documents with proper documentation of hand over and
takeover?

35

Is there any instance of giving unauthorized or fraudulent credit
facilities (including nonOfunded) at branch level during the reporting
period?

36

a) Does the bank ensure that Local Bills Purchased/Accepted are
under genuine trade following Bangladesh Bank guidelines?

b) )
re bank employees who are authorized to disburse funds
(paying officer) different from employees who process loan
applications/requests (loan officers/under writers)?

¢) Are loans disbursed only after complying with all terms and
conditions mentioned in the sanction letters?

d) Does the bank/branch maintain loan documentation checklist
in each loan file following the related sanction letter?

e) Does the bank conduct cross-checking to identify whether the
same borrower has taken loans with different names from
other branches of the bank/other banks?

f) Is the usage of fund ensured by the bank branch/regional
office nearest to borrower’s stated business area in the cas
where loans are disbursed to locations far from the disbursin
branch/office?

g) Is single borrower exposure limit specified by BB followed
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before sanction of any credit facility?

37

Does the bank follow prevailing rules & regulations including
provisions of section 27 of BCA 1991 (amended up to 2013) in
case of loan sanctioning to Directors of the bank?

38

Does the bank follow section 26(Ga) of BCA 1991 (amended up
to 2013) in case of transaction with persons related with the
bank?

39

Is there policy and practice in line with prevailing laws and BB
directions to prevent money laundering and terrorist financing?

40

Foreign exchange Operation

Does the bank lodge the import bills within the time frame
under UCP 6007

4]

Does the bank ensure retaining original copy of bill of
lading/airway bill and second copy of LCAF till the adjustment
of the extended credit facilities (PAD/BLC/MIB)?

42

Does the bank ensure keeping 100% margin against issuance
of the shipping guarantee (in case of the original import bill
not vet received by the bank)?

43

a) Is there any instance of extending post import finance
(LTR/MTR etc.) in spite of having overdue LTR facilities?

b) tfyes, is it approved by the competent authority?

a) Does the bank restructure overdue LTR facilities?

b) Does the bank ensure monitoring the stock of imported goods
with the LTR outstanding?

45

Is there any instance of extending Packing Credit (PC) facilities
before opening of Back to Back L/C?

46

Does the bank extend every IBP facilities only after taking
approval from head office?

47

Does the bank ensure physical delivery of goods and application
of due diligence against extended IBP/ABP facilities (as per
BRPD circular no. 10/2012)?

48

Does the bank ensure genuineness of the export contract/letter
of credit (in accordance with the SWIFT code) before taking
lien?

49

Does the bank examine the export documents (especially
BL/AWB, customs certified EXP, Acceptancelin case of
deferred bill) properly to prevent fraud Oforgeries?

50

a) Does the bank verify the credit worthiness of foreign buyer to
ensure repatriation of export proceeds?

b) Does the bank report un-repatriated export proceeds to BB in
due time?

51

Is there any instance of violation of limits set by the bank for
treasury functions? If yes, mention the number of instances and
amount there against.

52

a) Does the bank ensure reconciliation of Nostro Accounts on
regular basis and report the same to the higher authority?

b) Does the bank have un-reconciled entries for more than 3
months in Nostro Accounts? if yes, is provision maintained
against that?

Information and Communication Technology (ICT

53 | Does the bank have an ‘ICT Security Policy’ in line with BB
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guidelines as well as the business objectives?

54

Does the bank review its 'ICT Security Policy' at least once ina
year to cope with the evolving changes in the ICT environment
and have it approved by the Board of Directors?

55

Does the bank carry out Information System (IS) audit
(internal/external) at least once a year to find out weaknesses in
the systems and take appropriate measures to mitigate the risks?

56

Does the bank ensure implementation of privileged access
control system to monitor the activities of privileged users like
System Administrators, Database Administrators, Backup
Administrators, Key Business Users, etc.?

57

Does the bank undertake periodic vulnerability assessment and
penetration testing procedures to find out threats and
vulnerabilities and take relevant remediation?

58

Are there appropriate risk mitigation measures like operating
time schedule for the users, transaction limit, transaction
frequency limit, AML checks, etc. depending on the risk
perception, unless otherwise mandated by the Bangladesh Bank?

59

Has the bank established an incident management process to log
all incidents for proper resolution and future reference and a
CERT (Computer Emergency Response Team) to respond
immediately when necessary?

60

Does the bank have implemented Fraud Management Controls
to prevent online fraudulent transactions from different delivery
channels like ATM, POS, Internet Banking, EOcommerce,
Mobile Banking, etc. based on different business logics like
transaction frequency, transaction geollocation, transaction
pattem, etc.

61

Are the ‘high value’ transactions approved by appropriate
personnel having proper Delegation of Authority (DOA)?

62

Does the system generate daily transaction report for high value
transactions and send it to internal compliance unit?

63

Does the bank have implemented Automated Customer Alerts
(SMS, Email) for any kind of transactions like withdrawal,
deposit, transfer, etc.?

Is there any system in place to store and archive Database,
Perimeter and Core Devices, Web Server and Mission Critical
Servers log files for monitoring and pointing out suspicious
attempts and activities?

65

Is there any central monitoring system to followOup ATM Cash
Balance status, Loading/Unloading activities, ATM disorder and
malfunction, etc.?

66

Is there any established procedure to segregate the Card
personalization, PIN generation, and Card distribution activities?

67

Are the appropriate measures taken to prevent counterfeit and
skimming cards at ATM?

68

Are the appropriate measures taken to prevent Email security
threats like SPAM, Phishing, Spoofing, Flooding, Hoaxes, etc.?

69

Does the bank have implemented dynamic OTP (OneDTime
Password) or Security Token as 2FA (Two Factor
Authentication) for online transactions like Ecommerce, Internet
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70 Has the bank implemented Dual Control System for{]
* SWIFT transactions

» Cash loading/unloading in ATM

O Branch Teller transactions (as per DOA)

71 Is there any practice of accompanying vendor support personnel
by bank’s official while working at sensitive area like Data
Center?

72 Is a mechanism in place to encrypt sensitive information in

portable devices like Laptop, Extemal HDD, Tape Drive, etc.
and also travelling through public network?

73 | Are all external network connections routed through a Firewall?

74 Does the bank have technological enforcement to all employees
for changing their passwords periodically as per bank’s ICT
Security Policy?

75 Does the bank follow appropriate Procurement Policy for
procuring any kind of IT services like Hardware, Software,
Support, Consultation, etc.?

76 Has the bank taken appropriate measures to accommodate ail
controls and practices stated in the guidelines on Core Banking
Solution (CBS) Features and Controls?

77 Does the bank distribute Computers, Laptops and electronic
gadgets to end users from their ICT Division to maintain a set
standard of Hardware configuration and Software installation?

78 Does the bank put restrictions on connecting BYODs (Bring
Your Own Devices) and external devices to bank’s network?

Questions are to be answered using ‘¥’ mark in the respective column.
The supporting documents/papers in favor of ‘yes/partial’ answers have to be preserved in the
ICC Department for future reference

(Signature and seal including
(Signature and seal including name) name)
Head of Compliance Head of ICCD
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RPB-5(4)

Bank Name: .......cco0000e000eese
Statement of Fraud and Forgeries detected and unsettled up to the previous

reporting period since the inception of the bank

Adfistient of Name lﬁmﬂq
- T Name Date Amount the the Action Current | Initiatives taken 5
¢
19 ud applledto  ofthe f tnvolved defranded amonm Officers/ taken against status ofthf  ¢o prevent
Employees/
ma Branch [4 Trom [} the delinguent recarrence of
fra Odcurren  DetecH case the
¢ on concerned Invalved Officers/
bcidents
offof Persoms
otter way)
1 1 3 4 3 6 7 B 9 10 11 12 13

*In case of no such fraud-forgeries, NIL statement has to be submitted.
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Health Grading Score Sheet

(O

As on December 31, 2017
30 & Above Excellent
80-89 Very Good
70-79 Good
60-69 Satisfactory
Below 60 Marginal
Financial Health
Total Score 80
Obtained
Result Very Good
i) Eaming Success Parameter Actual Assigned Score
Range Parameter Value Obtained
25% & Above 10
20%-25% 8
Operating Profit Growth 15%-20% 6
Below 15% 3
Net Interest Income Growth 20% & Above 5
15%-20% 4
10%-14% 3
Below 10% 2
Non- Interest Income Growth { 40% & Above 5
30%-39% 4 0
20%-29% 3
Below 20% 2
Return on Asset (ROA) 2%-3% 5
1%-2% 4 0
Less than 1% 1
Return on Average Equity 25% & Above 5
(ROAE) 20%-24% 4 0
15%-19% 3
Below 15% 1
Total Earning Success Score (out of 30)
ii) Liquidity Health
CRR and SLR Above 19% 2
19% 3 0
Below 19% ]
A-D Ratio and Interbank Above 85% 0
Dependency 80%-85% 2
70%-79% 1.5
Below 70% 1
Total Liquidity Score (out of 5)
iii) Solvency
Core Capital to RWA ratio Above 10% 5
(As per Basel-II) 7%-10% 4 0
4.5%-7% 3
Below 4.5% 0
Capital Adequacy Ratio Above 10% 3
(As per Basel-II) 8%-10% 2 0
6%-8% |
4%-6% 0
Growth of 20% & Above 2
208
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Capital/Shareholders Equity 10%-20% 1 0
Bellow 10% 0
Total Solvency Score (out of 10)
iv) Deposit Health Parameter Actual Assigned Score
Range Parameter Value Obtained
25% -30% 5
20%-24% 4 0
Deposit Growth 15%-19% 3
Less that 15% 2
Deposit Mix (% of Righ 100%-86% 1
cost Deposit) 85%-71% 3 0
70%-56% 4
55%-31% 5
Cost of Fund 12%-14% 4
10%-12% 6 0
8%-10% 8
6%-8% 10
Core Deposit to Total 81%-100% 5
Deposit 71%-80% 3 0
60%-70% 1
Total Deposit Score (Out of 25)
v) | Loans & Advances Health
Loans & Advances Growth 25%-30% 5
20%-24% 4
15%-19% 3
10% -14% 2
5%-10% 1
Segment-wise 10%-15% 5
Concentration (% of 16%-20% 4 0
concentration (LTR+PAD) 21% -25% 3
to total Loans and Above 25% 2
Advances)
Sectoral Diversification (As 25%-34% 5
a % of Industrial 35%-44% 4 0
Manufacturing Loan to 45%-54% 3
Total Loans & Advances) Above 54% 2
Concentration of Loans Above 60% 2
(Large Loan to Total Loans 56%-60% 3 # REF
and Advances) 50%-55% 4
Below 50% 5
Asset Quality {(NPL | 5% & Above 2
Management) 3%-5% 6 0
0%-3% 10
Total Loans & Advances Score (Qut of 30) # REF
| Total Score | #REF |
2 4
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Health Grading Score Sheet

As on December 31, 2017
90 & Above Excellent
80-8% Very Good
70-79 Good
60-69 Satisfactory
Below 60 Marginal
Internal Control & Compliance Health
Total Score 0
Obtained
Result Satisfectory
i) Internal Control Health Parameter Actual Assigned Score
Range Parameter Value QObtained
Implementation Status of 90%-100% 10
Board of Directors Decision 70%-90% 100% 8
50%-70% 6
Below 50% 4
Implementation status of 90%-100% 10
Audit Committees Decision 70%-90% 100% 8
50%-70% 6
Below 50% 4
Implementation status of 90%-100% 10
MANCOM Decision 70%-90% 90% 8 0
50%-70% 6
Below 50% 4
Internal Audit (% of Audit 90%-100% 10
conducted to Estimated plan 70%-90% 95% 8
during the years) 50%-70% 6
Below 50% 4
ALCO Meeting 90%-100% 5
(Action point implementation 70%-90% 97% 4
status) 50%-70% 3
Below 50% 2
Weekly communication 90%-100% 5
Meeting 70%-90% 98% 4
(Action point implementation 50%-70% 3
status) Below 50% 2
Total Earming Success Score (out of 50) 0
i) Compliance Health Parameter Actual Assigned Score
Range Parameter Value Obtained
Implementation of Core risk 90%-100% 10
Guideline 70%-90% 8
50%-70% 6
Below 50% 4
Basel-1I Implementation status | Above 10% 10
(% Eligible Capital to Risk 9%-10% 8 0
weighted Asset) 8%-9% 6
_ 7%-8% 4
External Audit Compliance 90%-100% 10
(as a % of objections raised to 70%-90% 8 0
compliance) 50%-70% 6
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Below 50% 4

Bangladesh Bank Audit 90%-100% 10
Compliance (as a % of 70%-90% 8 -

objections raised to 50%-70% 6

compliance) Bellow 50% 4

Internal Audit Compliance 90%-100% 5

( % of objections raised to 70%-90% 4

compliance) 50%-70% 3

Bellow 50% 2

Good Governance Strong 5

Medium 4

Partial 3

Poor 2

Total Compliance Health Score (out of 50)
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Health Grading Score Sheet

As on December 31, 2017
90 & Above Excellent
80-89 Very Good
70-79 Good
60-69 Satisfactory
Below 60 Marginal
Image & Reputation Health
Total Score 0
Obtained
Result Excellent
Image & Reputation Parameter Range Achievement Assigned Score
Health Value Achieved
High 20
Average 16 0
Board Image Satisfactory 10
Management Image High 20
Average 16 0
Satisfactory 10
Branding Excellent 20
Very Good 16
Good 14
Satisfactory 12
CSR Activity BDT 20 million 10
(Amount of Subscription BDT 10-20 million 4
and Donation) Below BDT 10-20 2
million
Better Services to Strongly Committed 10
Customer Committed 9
No Stipulation 6
Suits Filed by the 20 of more 0
Couterparties 11to 19 5
5t010 8
0-4 10
Imposition of Penalties by yes 0 0
Regulatory Bodies No 10
Total image & Reputational Health Score (cut of 100) 0
Total Score 0
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Afifids ¢

List of Abbreviations

ABP
ACC
ADBP
ADFC
AML
AS
BAMLCO
BBI
BSR
CAG
CCU
CIB

CR
CRG
CSR
CTR
DDR
EA
FATF
EXP Form
FC
RFCD
FCD
FDD
FTT
GLFET
GNPML
IA

IC

ICC
IMO
IMP Form
ITP
ITPS
KYC
LATR
LCA Form
LC

LIM
NFCD
OTC

PA

PAC
PAD
PEPS

Qo
RE

W

Agricultural Bank of Pakistan

Audit Compliance Certificate

Agricultural Development Bank of Pakistan
Agricultural Development Finance Corporation
Anti Money Laundering

Audit Sample

Branch Anti-Money Laundering Compliance Officer
Bangladesh Bank Inspection

Bangladesh Service Rule

Controller & Auditor General

Central Compliance Unit

Credit Information Bureau

Core Risk

Credit Risk Grading

Confidential Status Report

Cash Transaction Report

Due Date Register

External Audit

Financial Action Task Force

Export Form

Foreign Currency

Resident Foreign Currency Deposit
Foreign Currency Deposit

Foreign Demand Draft

Foreign Telegraphic Transfer

Guide Lines for Foreign Exchange Transaction
Guidance Notes on Prevention of Money Laundering
Internal Audit

Internal Check

Internal Control and Compliance
International Money Order

Import Form

Independent Testing Procedures
Independent Testing Procedures System
Know your Customer

Loan Against Trust Receipt

Letter of Credit Application Form

Letter of Credit

Loan Against Imported Merchandise
Non-Resident Foreign Currency Deposit
Other Types of Control

Public Audit

Public Accounts Committee

Payment Against Debts

Politically Exposed persons

Qualified Opinion-

Recurring Expenditure
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RFCD
SA
SBE
SND
STR
TC

UCPDC

Resident Foreign Currency Deposit

Statutory Audit

Single Borrower Exposure

Short Noticed Deposit.

Suspecious Transaction Report

Travellers Cheque

Travellers Miscellencous Form

Transaction Profile

Uniform Customs & Practices for Documentary Credit
Universal License
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