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I .0 Introduction

This guideline is issued by llangiadtrh Knrhi llank rvith a rieu' to proliding a slrsctured $iry ol

identifying and analyzing potentia.| rirts in ICT and deliliflg ,lnd inlplcn1cnli$g rcsponser appropriate to thcrr

impact. Thesc respons€s gcoerally dra\[ (,n slratc8ies of rir]i prr:rcrttion. risk lrans!'cr, impact nr(i8lti(tn or

risk aer.'eptarce .

Risk managenrnt is s system:ttir pnlc(lr oi i.lenlilying rnr.l asstssing rirks ard tiking ;rctions t() prol$el irn

organizarion {gainsr thrcnl5 and vulnrnhiiitics to llign with its rnission. Thesc risks could slem fronr a widc

varicry of solrrc€s. including fismcialicrh[ieal uncerti.inty. legtl liabilitiss, ttralegic nunltSement €raors.

accidents and natural disa$ters.

As Eangtailesh Krishi Bank (BKB) ulies Iniirmation Technokrgv (IT) rysterns to suppon its business

operation succ.ssfully, Risk Managcmenr playr a crirrtal rotc ir protccring an orgarizadon's information

essets.

I'l lsIDsEc

The Purposc ot Ririk Managcmeflr ls 10 idcntify polcolill issucs trefore ttry excur so lhat risk"

handling/Mitigadon activitics ma!, be planned and invoked as needed acrosi the nholc inlrrrmaliott

technology' systenr to help BKB better nmnagc ils lT'related risks-

ln this dr;qument. we will ssesr the ICf risks for lnforml(i{)n 'Iechnology Systems uf 8KB resulled by risk

frequency {Likclihg)d) and ctrnscquenccr (lmtac{) bilxed on Asscti. Vulnerabilities and Tkeat Sccnariqi

**rere vulncrabilitics will bt: ideotifisd bi$cd on Key Rirk Inr,tieator (KRI) defir*-d hy Bangladesh Banh ICT

Security Cuidelines.I{l DSS and SWIFT clc. Alier asscssing nrk. we $.ill dctcrmine lhe Businesr Continuit-v

Planning (BCP) supponed by Brsiness Impact Analysis (BlA).

l, &srg
BKB having irn aspiralion to rvolvr as one of ahe best perlixming baaks in the country is providing real-

tinrc corc banking sewicgs to it.s custoraers through rui branches. ATMs. POS. Third Pany MFS and Banking

Apps, othcr third prny services such as trill collection o{ BTCL, DPDC. WASA. KDCCL DESA, DESCO.

Palli Bidyut Bill ctc.
'Ihis ICT Rish Asscssment Framework cuvcrs all the divisionrdepa{ments of llead Offic! and branchc$ of
BKB and business oprraticrr/riervices us well:u all Infornxrtion and Comnunicalion Technology (ICT)

laabled systrml that fall within th€ se(i[x of the continuity planni0! are statcd lrrc. These are

i) &s!&
l) Breach of internal guadelines , Rrlicies & prt)ccdures

lI) Breach of delegated auhority
IfD Criminal acts (Ifllcmal)

IV) lnadequatc segr€Bntion of duli€s/dual conlrols

V) Inexpcrienced staff
Yl) Starf oversiglt

i0 Prccass

I) lnsdcquatc/inappropriaic guidelines, policier & poccdures

II) lnadequate/fai lure oa cortmunicrtiix
Ill) lnadequate rcconcilifl tior
IV} Poor sotvarc and Busincss Rcquirernanr Documertation
V1 lnadequatc rceurity crntrol
VI) Breach of regulatory & smtutory provisi.rns/rcquircments

*w
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VII) lnadequate changr m0nagement pr8ess &
vIlI) lnadequatc contingrncy plrn

i ii) !,CT Enabled Syrrcnr

However all the business operalir:*r ol BKB lre largely depcadeat oo lT Systorm and o{hcr infrasgucture
facili(ies. So upkeeping of IT S-vstr:rr and olher irlmstruclure l"dliliri€s is a vital mccsrity for continuity
of BKB's busincss. Vulor comyxrncnt: of lT Sy'srrms arc-

I) Core Banking Soluri0ns (CBS)

ll) BACIU & BEFTN/RTCS /Aurornacd Challan rA Challan)
[I) Debir Card & Narional paymcnt S]virrhing r:f Sanglndesh tNpBS) Sysltm.
IV) ATM, POS acquiring systems

V) ADC Apps Rcmittancc M{dule
Vl) D8tah(se (MS SQL Sener, Oracle. MySQLi
VID Server Nerwork Devicrs & Sacurity Appliances and.elsted Hardware.
VIII) Nct$orklnl'r&strucrure
Ix) ApplicationSofirrare
X) System Sofrware

Xh SWIFT Strvices
XII) Sysrem Up gra&rion^Jp.bre
XIID SysEm Migation
XIV} API with different Govt. ald Non 6ovt. organizadon

iv) Obe!.l.nlr$t{ssturerilEleiulsaLjelrcrlupetis$J0*'eiryilaatueutal}

v) Ellcmll,eygnts
I) Criminal act-s

U) Vcndormiss-perfinmance

m) Man-made disasrer

ry) Ndural disaskr and

V) Pnlitical/legislative/regulatorycauses

BKB has Dak Cenrer (DC,. Daia Center is lncated at the Htad Ol'lice premises and DRS is locaied at BKB
staff College . Mirpur . Dhaka, Banglar.lcsh.

The critical phenomenon is to run businers (rom DC or DRS drtring the time of disasrer like fire, flry:d
earthquake, eyclone. vandalism, cyber iocirliol erc. Recovery of ICT Systcms fo{ continuity ol bnrsincss from
DRS in ca.sc of any failurc or disaster and coming to normrl operation from DC ir the major component of
busire$ condnuiry,

Simil&dy. any disaster may happen in the branch and at head ot'lice level Bhich may disrupt thc busioess

o?cralion locally or globally. So rcsloration of rervice and continuation of business in thc branchcs is atso
within thc scope of Risk Manage]nent.

lJ Prlneioles of Srcurity
Coofidcnlialily, integrity nid Availnbility, rlso Lno*n as rhe CIA triad, ir a rNrdel designed ro guide pcrlicies

for information sr:crrity within an org:rnizatiur. The clemenli of thc triad ue i-.onsidercd ahc threc rtost L.ruciat

components of information security.

Confidendaliay (C) - ls a sel of rulcs thal limits access to information.
Intcgrity (I) -Is thc ilssurame that rllc infonnatior is rustwoI1hy and ac.curate

Availability (A) - Ls a g$arantee ofr€liable aucess ro the inforrnatim by authnrized pcople.

-.1,/tr
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l.{ !su!!esrd!9scr!!i
Informution sccurity consists ol ;roplc. Proccss and lcchn(,1()Ercs (hose rt designed lo protcct individuals

and orgsnizations ,'rom cyber-crinrcr. F-ltcctrve cybcr Poticl rcduces the ri\k of a clbct-rttack through thc

4clitrratc erploitadgn e{ systctns netrvorks and trchtterlrtgtr's. Eftccrivt- and robust lnlirrrrution sccuritl'

rcquircs an lnformation Ser:uril).' IUloagcrDent Systerns rlSlrlSt shoukl build (ttl thlce crnnfx]ncnts.

People, Procescc and TettnoloS"

2.0 Rlsl( Mrnr{cmcBt
Risk means thc uncenainly of futurr ouloome or prubability of advcrse outcome from th€ slstem. Risk

mansgcmcnt refers to thc praclices of identifying ptentiil nsk\ in advance, analyzing thcm and taking

prccsuaim11r1 stcgi to rcduc€ the risk. lt can be also dcfincd that Risk Managcnrent is the Pr(xcss of

asscssing risk and thcn d€ycloping slrategiei ((r miliSllc ir. Thc Banking Risl Sp€ctrum Dclincd by

llangladcsh bank according to thc BASEI, Committce

i) Assels Liability Management Risk

ii) Credit Risl Managetnenl

iii) Foreign Exchangc Risk Manascnrol

iv) Money laundering Preventron Risk IAML & !-FTf
v) Inremal Contml and Compliancc Risk

Yi) Information TechnologY Risk

vii) Environmcntal & Social Risk Managemcnt

?.t ICT RIst Poeslbilttics rrta

ICT Risk arc relatcd to rhe following acliviries rhar are done all around thc year lbr op€rational activities. Risk

sr€ rclatcd to ahe folklwing aclivitics that arc donc rll around lhc ycur ftn ttpcrational activities.

i) Network Risk: lmpropcr contiguration, Authcntacation. dcvisc Malfunction l'ailurc Etc.

ii) Data Ccntrc/Di$ster Rccovcry Site Risk: Sencr Failurc, Monitoring Failure etc.

iii) Hardwarc Risk: Powe. Faults. F4uipment Incompatibilities, damagc etc.

iv) Functiona.lity Mismatch. l-ack of proper sccurity etc.

v) Internal, Region:d and Global Cyber Threat- Phishing, Sgxrfing. DDoS. Mahlarc. SpSr'arc

and olhcr Cyber-cri minal ofttnces.

I I Risk eovtrnante. role and rti.uonsibilitir:s

Effcctivc ICT risk managcmcnt dcpends on uppropriatc govcrnanr:e and oversight. Risk oversight

covcrs bolh the ICT rist managemcna process &s wcll as individual accountabilitics for runaging ICT risk

outcornca.

According to rhc BASEL Comrni[ec for Banking Suprvision (BCI]!'t thcre are surrc principles regarrling the

roles and resgxsibilitic-s of the Bolli.

6

sl

Il Thc board of diroctors should mkc thc lead thc cstablishing a strong risk managcment culrure.

Thc board of directors and scniors nranaSenrcnt should establish a corporatc culture that is guidcd

by sronS risl lrurrrgcanenl and thrt supPorts rnd p(ovidcs appropriate sandard and incentil'cs lbr
p(ofessional and responsiblc behavior,

Il) Ttrc board of directors should establish. appruvc and pcriodically rcvierr the Frameworl. Thc

board of dircctoni should ovcrsec seniur manaSernent to ensure that the policies. pnxasscs and

systcnrs arc implcrrcntcd cffcclivcly at all dctisions.

r
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III) 1'he board of directlrs slrould approve iurd revicw a ICT risk appctitc and rol€rancc stetement
lbr ICT opcration risk rhitt nrliculates lha nature, rypes lfld le..-els of operational risk thal th€ bank is
*illing to asstrne.

I l.i Roles and Resrxrnribiliticr of firD \tanasement

I) Scnirr managemenr should devekrp for approval h1' tht' kurd of directors a clear. effecrive and
mbust govcmance rrrudure wirh *cll dcfincd. lransparent and consistcnt lincs ,f rcsgrnsibility.
senior managcmcnl is rerBrnsible for consisrenrty implernenring and maioraining thmughour rhe
or8aniiltioo prlicies, pnucrs and ryst nx consistent with rhc risk appe(ik and roleranc{,
II) Scnior managem!'nt shtluld ensura thc idemiiicatior aad asses.sment oftie ICT operarional risk
inherent in xll rnaterial rrxluets. acrivilies, processes and sy$tcms to niake suic ahe inherf,nr risks
aod iflcenaives are wcll urrderstood.

IIII Senior menagem.nt shtruld ensurc rhar there is al appmval procsss for all ncw pnxlucts,
actirfities, procrss and systrms that fully :r.ssesses ICT operational risk.
lv) senior managcmenr $hould impl.,nena a process to rcgul$ly rioritor op€rarional risk profiles
and rnakrial exposures ro losscs. Appropdatc reporting rrecharisms should be in place bc in placc
at the board. senior matlagemcnt and business line levels th.a supr)rt proaclive managcne.nr of ICT
qrrational risk.

2.2.3 no&s of RMD
I) All ICT eaabled systcmr. services; Hardwarc should trc handled carcftrlly ro mitigate rirk.
ll) The cnrployre should folkrw intcmal ure thcir delcgated prwer during tCT opcration.
III) Th€ employcc should follow internal and externel policics, procedurcs and guidelines carcfully.
lV) ntre should be dual crxrrr:rl/segregadon of duties in all ICT r€leted activitics.
v) All rmployee should have clcar understanding about their roles &nd respomibilitics and shorld

n{}t engnge wirh nny intamal or extemal ICT relatcd Crinrs.
Vl) Therc should bc stalf tumoyer and all cmployee shelld havc exportise to do rhcir related ICT

activities.

2.2..1Three Llnc Defensa model
BKB has I lines of Defensc model lhat h&s heen used to clcady deline risk management roles and
restrNsibiliaics: ICT Oprational Risk Managcmcnt Frarnrwor*

7
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Seaured lPie6
Connedion, No
lntern€t acces!,
Antiviru5,
ArxalenesS

1" Line of Oefenge
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8.anch ICT

OfficerlBfl obak
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soc {Security
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UTM, Firewell,
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Zoning Slte to
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lltre.: Lines ol I(1 l)llertst lrlurrrruork

Boatrl ol'Dircctorr

3'r Line of
Detense Taking

U nit

lnternal ICT

Audit

Fisrlrc: I

The trank shall deploy this delr:nsivc approach for maragemcnr of ICT risk ussociale in ICT assers.

3,0lCI_Rtuk Mrry!_Proce$"
The proceris of risk mlnagemcnt is an ongoiug prtxess. ll muil be repeaed indel.initely. The busine$

environment is conskntly changing nnd new lhrerts and vulneraltiliticri emerge evcr!'day. The choice of
ctluntermeasure.i (Co[trols] uscd to ruurage rirls must a tralarce bctween prmlucrivity, eosl. elfectiveness
of thc counlcrmca"suri),s lnd thc v:rlue of the infomrational rslct bcing p$tcc(ed.
The informstion security risk rnan[gement pnxess consists i)f context eslablishment. risk &ssessment, risk
treaament risl acce8nnce. rist communication md consulration rnd risk monitoring :rnd revie*.

3.t cs!&4Igr$&Es1
It means undersund the orynnrzation's objectiles, dcfining intcmal artd extl'rnal factor$ thal could be a
source of uncc ainty. helping identify risk and setling thc scope end risk criteria fff the remaining risk
management procass. Establirhing the contexr is thc suning p{rilt to thc dev€loprncna of the risk
mimagem€ pme$s. If this step is done pmrly ir vill impacl the value of the r€st of the process md *ill
lead to an unreliable asssssmeot ol risk nnd possibly the s€rdiun of inappropriat€ controls.

Th€rc are approacbqs for esrablishing the contcxa of the risk assesrmcnt process and breaks it into &ree
elemants:

i) Establishin8 llle extemal context within which th€ organizirrioral operates.

ii) Est blishing thc iotemal contert of the orgsni?ntiorl,
iii) Esablishing thc securiry risl rr1lnngemenr contexl fo, the org,mization

Managenrnt will detine and Rist< Assessmeot Team r,ill monitor the int€ma.l and external context of
BKB'S ICT as*s

I I Risk Assessme$t

All the risks are rclated to *omc rsseLs, likelihood rnd impacts. And idf,nrificarion of as$oas is thc
primary srep for rish identification.

v S"J 8
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'lhe rist managcmen( pnlrcs\ cun bc appricd ro rhe bank as a whole any discrctc pan oi thc
organization (c.8. a dcpanment/diviriol. a physical location. r service). any information syslcm, cxisting
planned or particular [spects ol crrnln)l (c.g. busincss continuity planning).

3.2. I Rirk Assssmcnts Proce-$

Any assessrncnt shouhl halc mcthtxhlogy to define and a.rsess. Methodology is a systematic analysis
of nrcthrxls applicd to preparc rny frarncwork. So ICT Risk mancgcrnent also should hlvc a methdology. As
Iherc lrc many Standard. Framcworks (c.g. (X'TAVL. ISO l?(n5 .rnd NIST Sp 800-30 erc) And Guidelincs.
we have lbllowed here srandrrd; ISo /lEC 27(x)5:2011 lbr BKB lc-T Risk Managemcnr. A HiBh level view
of the risk milnagenrent pftxess is spccific.d in ISO -11fiX) and shown in Figure: 2.

The Risk Managernnt prrlccs.\:-

lirurc:2
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1.1.2 ldeatillerllon of Arseis

The ICT a.$set is valucd rn lernrs of thr inlp.aet of total los$ oI rhe asset rn lerms of
Contide ialit),. lntegrity or,,\r{ilnbilitv

Trble; I

Cnticality Rating Rist De*ripion & Ner:cssary Actions
The loss of Crufiderldaliry tC). krtegrity (l), or
Availubility (Aj could be expcterl ro htvr sevcre (rr

cata\tfophlc advene eflect on orgirnization (lperations.

orgafiizatio0al a5$ets or individurls.

The loss uf con{ldentialily. iotcgrity or availability
could tre r:rpecrcd to have a limited adverse etlect on

orgalizttiuntl operadonr. organizational asscts or
individualr.

.1.:.11 l,isl 0f ldentlried A!,rier

BXB shall categories its ICT nssel\ lecording (o thc'l'ypes and criticality ao participalc ihem it| the
risk managcnrnt procgss. Thcre is largc number ol activilic6 rtlllted with lCT operarion in banks. Thse ICT
enablcd Assets are describer, luld listed in APPENDIX,I \dith thcir criticalrry. Thc Bank shali identify ICT
enat led a,rsel\ which hits minimum risl asrriate in the batki$g r,perition.

tr.4 ldcnttllcadon of Kct ftsf Indicltor iKm

A key risk indictrtor (KRlt is a mcrirtrc used in m:rnagtnunt to iodicirte h(!w rislry an activiry is. Key
risk inrJicatrrs arc rxtrics user.l by orgmi;atirns to pri"rridc ;rn tarly signrl of incrcasing risl crprsur* in
various arcas of the entcrprisc. Hcre thr kcy risk indicflror KRt] har bccn idcntilicd bascd on Bangladcsh
Benk ICT Security Guidclinc, PCI DS.S .rnd SWIFT etc. Thcsc arc most powerful indicator to irsscss ICT risk
in the bank. The bank shall idcntity it^.s key risk indicctor iL'cordirrg lo the list describcd in the APENDTX-:.

3.2.s-l{egifrs!is-ed-8&&$s$s!c!

Treats are ubiquitous (any tirrc alywhcrr) and rcpreiitnl yrssible srurccs of negativc irrrpacr ro irn
organiz,adon. Thrcars cal tx raiural, environ,ncntal. srrcial, tcchnical and mcdical irnd crn lcad to disruptions
ilt opffations \vhich can adversely impact an organization. Thre.( calegories and sourccs are intenelatcd with
fusk Scenarios. The risl Scenarios are ver] rsscotial to calcdatc ICT risk ofthe banks. 8KB shall classify all
of ICT rclated Th:eat cllcgory and sources along with theil Rirli Scenarios accordmg to the prcscnbed form
which has trea lisled in the APENDIX-3.

3.2.6 NisL Apctits.nd nisk Tohrrnoc

Risk Appetile is thc amount ol ririk thal an organiz.ation is rvilling t.) accept in the puniuit of iLs

business oqjectivcs and outcome$. I( reprcserits an orgaoi2ation's ani$de p:rnicular risks. and ta*es
consideration the expectadons of key stakcholderr such as owncr cuslomers' third-pa y providcrs' $raff arld

rhr public. Exccutive lcvel of Managenrent shall identify l',bar rre &ccepmble lerels of rcsidual risk. Rist
appetite may change over time rs nc1l in{omution and outcomes becomc available and as shareholder

expectaliot evolve.

\J

High

Mcdiunr The krss crf corfider$ality. ituegriry or availatiliry
could be er1lccted to halc il rcnrllu, adverse efteel un
organizational qxrations. orgmizaliunal ir,isets or
individuals.

Ir\r
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Risk tolerance can bc dcfined as the acceptablr variance from the organizatioo's risk sppetit .

BanUBoard of Diretroni shall detcrminc a.ceptable tolerance llmits and wherher they *re negoriablc.

Thtre is an inteffelalion hclrvten Thrcat sourccs. Risk Srenarios. Risk Appatile ant! Risk Tolerancc
for calculation of ICT risk of the bank. Thcre is a list of threat-sources, Risk scenarios, risk appe[te and risk
toleranec which bave beel delinctl by BKB to mirigar irs rirk erposures. Thc alproval list of Risk Apperire
and Risk Tolcranct is detailetl nut in thc bank shrll apply this APENDIX-4 for calcolating ICT risk of the lT
assets.

3.2,7 Rdrtlooshlo belneen Vulncrabilities end Rlsk Scenrrios bared on Assctr

Vulnerability is lhe xeaknesr of a,ssets which crn be cxploitcd by a threat Actor, such rls an a&rcker ro
perfonn unauthori&d actjons within a eomprter system. These unauthorired actions arc the Risk Scenarios
that Bank might face. There is a relarirmship between Vulneratrili(cs and Risk Scenarios aligned with Asser
which has bcen dcrirribed in rhe APENDIX-S.

3.2.E f,Isk Frmlencv Eraloa0on

Risk frequency may bc dellned in tenns of rhe chance (Likelihoodr.

Mea.surc of risk frequency evaluation

Likelihood chancc of the risk happeningl0,ccurrence.

Likelihtxrrd Scale

Rist l-ikclihrxxl Rstirg Dctioiri.,t! is on tat le

Tsble: 2

LikelihrxnlRating

{}.1 L.o*

Mrxleratc

Not rxpecred, but therc's slighr Pos.sibiliry it
may occur at $or$e time.

The event might trcrur at iornc timc at there is
a hiiory of casual occurrcnce

0.5

I High 'Ihrrt is stmng possibiliry rhe evenr will occur
;r,r tlrre ir a history of frcquent.

BKB shall detcrmine relalionship bctwcen Vulnerahilities and Risk Frequency raring along with Ri$k
Scenarios which ha\ been lisred in rhe APENDIX-6.

3.2.elgLlselyrtr

To idertify thc likelihexd of compromises of confrdcntialily. int€grity and availabilly ro pcoplc, proccss and
technology hy considering different thrcar $ctnari()s. This will :rlso involve inlerviews with delegatcd staff
such as business ov,mer, Human Rcsources, Daircenter Premis€s. information (Data) o\rmer, Corc Applicalion
Sofhrare owncr, Crirical System Softwar€ orlncr. Databa,scs owner, Hnrdwrrc/Stu"age owncr, Nelvork
Equiprncnt and Communication Link owner who are responsible for ihc s.curity of thc pcoplc, Proccss and
tcchnology on bch8lf of thc ownen-

Mcasurc lhc sizc & importance of risk

lmpacr = the amount oL los or damagc if th€ hdppened

Likelihrxxl x impact = level of rirk lRisk score)/ rneasurerncnt

Having idcntified the risks involvrd, thcy rced to be asscssed o n arurcd in tqnr.s of the charcc thcy will
occur and the scvcrity or am$rnt of lnss or damage (impact) lrhich mry re3ult if thcy do occur. Thc risk

p-
fd../
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Nsociated $ith nn event is a combin;rtton ol tic chirlcc (t.iliclihood) thal the cvent $'ill occur and th€

seri$rsocss of the danugr (impad) i( mey do.

Therclore. ctch risk elem€nt can bc ratcd by:

The chancc of tlte risk haprrning "Likelihoori"
The anount of lo.,s r)r darnage if the risk happned-'impaca' (consequencc)

To hclp assess the risks identitied in thc first stage of tbrs procrss, wc can apply the risk rating scal*s for

likelihood ud impact and tiom thesc gct r level oi risk score using the ri$k rne&surement.

3.2.10 Imprct Serlr

The impacl is thc amount of kxs or darnagc if the risk hrppcned 1l tht ICT Assets. BKB shall detinc risk

irnpact on ICT Assets bascd oo the RatinF deiined bellorl:

Tabk:; -1

Rating Impacl Delloitioo

3.2.1I Overall Risl. Rgtins Tablc

The overall risk rating of the bank shall show thc risk grade ol thc bank ICT Asscls. This overall risk rating
sh&ll b€ tbe key for calculsting the llrnk's finul risk rsting xlorg $rth Risk gradc whicb has heen illustrarcd in
thc APENDX-7. The table in .{PENDIX-7 :hows the frcqucnrr (Likelihurd) &nd {onsequerc€s (Impact)

have been asscssed for the bank.

3,2.1 2 llisk l)a.rminaaionl
The Risk Determination shall bc cllcnh(ed based on the impact scalc mting with magnitude ar described
eulier. The following table givea below ir uscd to d€temrinc overlll risk ritring.

Magnitude

of lmpast

100 High (kcurrficc of the risl
l.May result irr slopprge of the sen'ire for BKB's cuEtomer or serious disruption of
senice;
z.May rcsult in ttre loss ()f rcsourci:s t'rr sgnsitivc data ; or nray significantly harm, (Y

.t.inrpcdc thc BKB's rnission reputation or inlcrcsl

50 L'lodrale 0ccurrcncc of the risk

t..May resuk disruplion of scrvice for the clienl {n users

2.May rnctcrs: customer dissalrsfitcli.tll: or

.1.May violatc, harm thc BK8's mrsrion, rr'putation or rncrcst

l0 Low (kcurence o( the risk

l.May result tlisruptiun of servicc for cenaio area of scrrice or the branch or sonrei.imes;

3.May noticc;rbly allco thc BKB's mis.itm. reputation or rnerest

{

t2
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Risl lnrpacrRisk l.ikelihtxd
l"ou( l0) M(derar( (50) l{isrt ( 100}

H( r .0)

M(0.5)

L(0. I )

'l'able: ,l

J.2.l.l Rkk .{halc

t. ilto l0)
M (> l0 ro 50)

H (>50 to 100)

J,2.lil Risk rating nnd oaramrteni

Risk rating performed in dctermining the impact antl likelihood of occuncnce ofthe risk. Risk rating
should be rated afier taking consideration ofthe controls in place"

Rating should consider the range of potential impect and ho* likely these would occur. wherc risk
impocts different risk factors, the greater rating r+ill be used. For example ifa minor fraud event occurs.
the financial impact may be insignihcant irr ternrs of talia value but the impact io reputatiofl ard hank
image would be major if the tiaud was due to laps of fundamental controls. Thus impact oflhe risk
should be major.

Risk is to be assessed by considering estimates of:
l) lmpact lqualitative/quantiltliv€) which measurcs the experted elTect ofa risk oncg it has occurred.

2) Likelihood rthich measures the erpcct€d frequency of a risk occurring or matorializing taking into
consideration curreot control or risk treatment in place-

Using scales of likelihood and irnpacl wittin a risl mald\ will allow us to combine the two separate
merures to generate a matrix of risk scorcs.

Likelihood x impact = level of risk (Risk scorc/ measurcment

3,2.15 Gverall Risk Rating Mstrir and Calculetion
The following table shows the overall risk rating with the calculated risk value as condition.

Overull Ris* Rating
Rate Value Condition
Strong I llthe percentage is below 8%
Sati sfactory : lf the percentage is below or equal 15% and

above or equal 8olo

Fair .l lf the perccntage is telow or equal 25o/o and
above I5?i

I 13

t.
l0 x l.(i*10

M
5S tl.0-J*

L
l0 r0.5-5

M
50 x{}-5-?5

!l
It)0 xL0=1t0
M
100 x0.5*i$

L
10 x0.l*]

L I

1',
5{.x0,1,a5 l0$ r0.l!!.0

(t/ w 4"/



[..insat ist'actorl'

Marginal lf &e percentage is helolv or equal '100.6 and
ab,rrr c f 5rl'o

abol e -10416

3.2.16 Finslizrtion of ICT Risk Ralins Crlcul*tion

The bank shall finalize ils risk rating wirh grade lalue aecording to the table 6. l'hcse value shall
bc calculated based on lhe valuc of A P[]lDlX-7 arrd tabk { as descrihed.

Trble: 6

Risk ScaL'

1

Number of risk

Ciriticality
Risk Calcllation
Matrix

>50 to 100

Mediurn (M) >l0lo 50

0 0

3 x 2J
.ll r lt)

1.o\l (l-) lk)i0 9 15

'Iotal
l -):

Overall Risk Raling Calculalion - {?32/59{n)* 100 12,1lo/"

Remrrks: 'lhe ovcrall Risk gradc is lf.{ 10./o r,-hich delincs that risk level is Setisfactory.

{.0 Mtnssemenl Aclion Trieser (lUAT, Polic\

Management Action Trigger (MAT) is the trigger levels to wlm persistcntly unaddressed high risk rrea in
information lechnolo&\ thal mi).,caus. scvere disruplitu in business continuily. lt defines nlanagement's
tolerance ac.eptance level in a specific area. When lhesr lerels or lirnit: are brcached, flanagcment
should be colsulted to determine the ncxt course olaction to be adoptcd as spcified in BCP and DR Plan.

4- I Clrsoilicrtior of Rbk Trippens

Based upon the risk assessmen{ result, some risls will require a response in the existing set up some will
only require a response in lhc monibring rysten and some $ill not require an! resp$nr€ at all. lf a risk is
deemed 10 be high or overall risl rating degftrdcs belolv satisfectory level, it.needs r€sponse with high
alacriry- anrl siodlation to lhe top nlaragement in cascs. Rcsgnnsc t$ negotive risks. treat arc one or a

combination of following 6 (six) triggers.

l. Avoid: When lhere is no possihiiity *br the rilh lo (xcur because the iofrsstruct{re is never
susceptible to thal type oirish.

2. Mltigale: When the risk occurs it *ill only have minor etlbct becaus€ thc threat has been anricipatetl
and proviskrn for addressing it arc in place.

3. Trrnsfer: "l}te risk irvolvcs panicip:rtior cl third pany so thal the lhird part] arsumes respr.rnsibility
for addrcssing porrion ofthe risk impact.

4. Acccpt: The risk is so inriguifieartt or the risk is ro irnprohable th6l no change is necdcd.
5. Contingency Plrn: Althrxrgh a triggcr is estlblished that wili provide ndice that an opportunity is

now arailrble to improve on onc or rnore ofthe pmject r.rbjectives.

6. Mlnagcoent Actio!: The ris[ is sevrre and n quires urgent hrvolvemeot of Management actions. lt
is this poifit the Manag,emenl A.tion Triggcr (lrlAl) has to bc Rcrivated. "lhe incident will be

escalated lo the ncxa level in lhc ()rranialion stnrclur'j il thc risk is not 
)Uatca 

immediately.

WY^r 146t/
w

Risk Criticalit-v

Hish (H)

Overall

Calculation

{}

'1 r50 t00

2x I

75

410
.t5

I

I
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I
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A) ln case the rclcvanl wings huvc luiled to revrlvc thc prohlem it will then be escalatrd to ICT Sccurity
committcc an lcr Risk Managernent committec and rhc rcpnning exccutiv€ i.c. Managing Dircctor
& CS,O . At rhc same rimc. the CRO uill bc ugdatcd about the Risk.

B) The MD & CEO in rurn r{ill rcview rhc imp{cr of rhe risk anrl tlecide accordingly.

.1.2 Rlsk I\l nt Slralerlv

BKB shall lbllow four srandard rir\ manirgcmcnt strarcgic!, ro m&nagc ICT risk. The best choicc shall
depcnd on the naturc of rhe specitic risk and the bank's overall situation.

llF+LM { Managc Srraregy, HF+HM (Avoid StrarcSy)

_ 
Low Frrqurncv

,1.2.1 Managc Strrtegr
* lf thcrc is higfi frcquency but low magnitudc ofthc risk cffccr lhcn thc risk shall bc managcd.

{.2.2 Acept Srnqgr

' If therc is low frcqucncy but low magnitudc of thc risk's cffcct thcn thc risk shall be acccprcd.

* lf thc risk is in the lcvcl of tolerance and h)ss is minimum thcn it shall bc accepted.

d2.3 Trrnder SFrfcgr

'* lf thcrc is low frcquency but high magnitude of thc risk's cffcct rhsrn thc risk shrll bc trensfcrrrd"

{,2.{ AYold Str.t Sr
.lftherc is high frequency and high magnirude of thc risk's cffecr rhcn thc rist shall bc avoid.

,13 Mooltsrins rod r"vhwiol

Risk netd to bc mtxtitttrrng ptritxlically to cnsure changing circu[rshncas do 0d alter 111e risk
prioritics. Regular nx)nitorinS activitics hclp quickly deteetirrg and correcting deficicrcies in rhc grlicics,
processes and prrocedurcs for man:rging of)erntional risk. lt is natursl (hat ycry few risks will remain smtic.
Ttercfore thc risk mantgcment process necds to be rcgularly repcated, so that ncw risks arc capturcd in
the Proccss and eftectirely managed. Risk managcment plan shall bc revicwcd at lc8st on 6n snnusl basis-
An effective way to cnsurc that is to combtne risk planning or risk review with annual busincss planning.

{.4 Rbl Mltigrtioo
Sonr significant operdtionsl risks harc low probabilitiqs but trxcntially vcry lat.ge financial irnpact.

MorcoYcr, not all risk evenG can be conrollcd. c.g. natural disa.srcrs. Risk mitigalion mols a pmgrams
are uscd to reduce the ctposure to. or licqucncy and/or severity of such cvcnts. Mitigation tools or
Pmgrams ilre usctl to reducc lhe cxF)sure to, or frcqucncy ond/or scverity of such ev€nfs. Mitigation lools
likc DRP, BCP, Bacl up rxrnitoring, segregation of dulies, chafigc manegerncnl, Patch Man.gplrEnt. high
Availability of hardware and sol'trvare rcsourccs and o(hcr control system 6hall bc <tcvcloped and
&ployal.

4.5 Xlsh Reoortlnr
Aftcr proper analysis risks arc to bc prioritizcd 8nd reponcd to compctcnt authoritics (bo$ intcmal

and extemal). Bank hepares Monrhly ICT Management Repn (MRMR on ICT) md comprchcnsive
Ririk Mamgemenr Refrurt (CRMR) according ro the forrmrs providcd by BKB as a minimum

LF+LM (Acccpr Strategy) LF+HM lTmnsfsl gmlsgyl
l-otr Magnitudc Hlgh l\lagnitude

v/w 4- 15

Trble: 7 ____ _,
HiBh Frequemy __
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requircment. Bank urrangcs monthlr rnccting ,ri ERi!l(' iF\ccuiivc Ri\k N'l nagernent Commitlcc) [o

discuss the risk based on lhe lindtngs ol thu nlik rcB)rtr rnd suhmil thc CRMR and MRMR ulong uith the

minutes of ERMC mecting to IX)S of llB $ithin ttipul.rtcd trmt

Dscussions. decisions ol ERMC ntust h( retlectr io thc nueting ninutt's. Bank also suhotttr the

troanl apprtrved Risk Appetitc Statcnrnt tRAS) orr ycarly hasis and BRMC rnecting ninutes on regular

basis. Besitles Bank submits a soft copy of Strcss Test rcF)rt l(t DOS of BB on half yearly basis along

with risk repon. Thc risk reports und ton|arding lcttcr sent lo BB arc signcd by thc CRO.

ln addition, bank shall sutxnit rcriew reF)n (board rcsolution copy) of Rish Managcment Policies

and effectivcness of risk managemcnl functions rr ith the npproval of the direclo.s to DOS of BB on yearly

basis.

s.o Bcscslr&-Pqu&lgeu

For pmmting compliance !.ulture among thc r.lcpanmcnts. uniLs anrl traflchcs of BKB thc rcwardinB system

will be as follows:

I ) The Depanmen(. Unit and tlrrnch thl will aehievc Strong Risk Asscssmenl Rating will bc awarded

as " Most Complisnt Divtsion. [Jmt and Bramh tbr thc ycar respeclively"

2) lrr addition of the above. the nrst hree lortclil Point achicvers havinS Satisfactory r8ting may bc

awardcd 8s "First, sccond and Third (bmplrant Division, [.]nit and Brrnch of thc year" respecrivcly.

Howevgr alernadvely t'or Fnr pcrformancc in risk Assessmcnt Rating. folbwinS disciplinary ac(ion

$ill bc ryplicable.

rlf any Division/Branch gets Marginal rating on ICT Risk Assessment, respcclive Dvision

Hcad/Branch Manager (BM) will get wnrning /eauti(rn lcttcr lmnlcdiatcly

I ithin 90 days of sending nrentioncd Marginal Risl As*ssment rlting, a reYie\r Risk Asscssment

will be conductcd to find out any improvemcnt of thc Division/Branchrunit. With neccssary adrninis$alive

acti<xr.

lf any Division /Branch/Unit gcts Msrginal rating in Risk Asscssfirnt. after consultatioll *ith MD &
CEO will dctcrminc thc exknt of ldminisrrarivc acdon against the Divisiorvunit Hcad /Concem pcrson.

Within 90 days of sending Risk Asscssment rating, a revicw Risk Assessment will be conducted to find out

nny impror€rrEnt of the Dirision/Branch/Llnit.

If bank's cmploycc willfullyAnowrngly fumishes falsc informalion in rcpurting to BB. Such an offcncc is

punishablc under section 109(2)of the Bank Company Act l99l. BB may impose pcnalty as pcl scclion 109

(7) of thc said Act if bank fails lo submit thc ab()ve mc[rroned rcpons within stipulatcd time without any

acccptabldsatisfactory rcason.

6'0 @dcgs
To rruintain the continuance of this asst'ssrnent. lt f)ivision has rakcn rhe responsibility to ilsscss the risk

for evcry ycar. In this asscssmcur. the tlepanmeot has nradc significant changes from the carlicr risk

assaqsrncnt pfl)ccss to rncct the c{rmp!iincc issucs of Bangladcsh Bunk. SWIFT. PCI DSS. lrnd ISO etc.

Hcrc asscis havc bccn idcotified with criticality bascd rrrr CIA. Also rclationship has brxn uligned

arxxlB rsscts. Vutnerabilitics, Threat-Sourccs and Risk Sccnarios. ln addition, Risk Likelihmd havc bcen

mcasured bascd on both as$ts and their evsluation on Risl Sccnarios. Thcn. impacts of risks havc been

enu rratcd thc bascd on impact scalc. Subsequentl,"-. ovcrall Risk Assessment Rating hir.s becn found

according to Risk A"ssqqsment Framcwuk dc{incd hy BKB.

r
"l
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For the Rirk Sccnarios. Il will ht adjus.ed lrirh Burinqss lmptcr Analysis (BIA) ard Business
Con nuity Planning (BCP) hitve idso been assessrd having dixussed wirh all srakeholders. This as.sessnrenr
will not only Pravidt a Raling orrly but also define a clear ndion for preventior, d.tcction snd trcatment of an
incidcnt.

7.0 Mslntdn and Reylev

* The BKB ICT Risk Management Framcwork shall r^+ u;dated at lcast annually wirh the approval 1;lf
Managcmcnr Crnrdinating ceimnrirree (MCC), Risk Mnnagcmenr commirr€c (RMC).nd BKB Board o{
Directors.
* The risk apptite. risk tol('rance und risk fraqu.fty $hall te uplated at le:t"rt dnnually wirh the approval of
Marurgement Crxrdtnating Committec {MCC). Risk Managernent Cornmirree {RMC) anrJ 8KB Boant ol
Directo*,

' If any changcs ere rcquircd any dnre. ir shall be updated by rhe appmval of Managenrnt coordinating
Committee {MCC.}. Risk Managcmcnt Connniuee (RMC} and BKB Board of Dirccto$.
tWhen any changes shall be done, it shall bc sent to all brdnchcs, rcgional officcs xnd &partflcna of BKB.

v



APLI\DIX.l: ldtntifitulion of Arsci-s u ith tlitir rri(itulilr
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H
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Micrcstrfr nypcr,V::lX)8. ]Oll and 1016 II
VMuare vSphere t-l

Patch Mmngem€nr Syrtcm {1VSUSl H

Frviroomertal Management Ststeflt M
l0 l{rdwuc

Sysrcm

Deskrop computcrs H
Scrven
l-dpt$ps L
Hardll'are Sccurity Modulc tHSM) H
,\Tl{ Machrne L,l

Alsnn Syrtens M
Alc.ss Crrmrol Systemr {Physicrl) lvl

Itrinlers

NtICR Scaone*
l_

H
l)rxumcnt Scanngii t_

Removable Media L,

I'lodern lilr lif{nch M

u

II

r/ g)-
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ll

t -1.

UPS. Onlinc tlPS

l:ntfnncc tr] lh( [X'
f_irc holcctrr.rr SrrIc'rtr

Cooling Systcnr $rth lr:rckup urrit

Po\.!e. I)islnbution Syst!.m (PDUI

g
\i

Watcr lraklgc precauti{nl dnd f)raina!:r syrl.ln
Humldrtv C(n)rroller

Iit\ts
Alnrm Svsrc$l

Pr<pcr Dirtancr for scwcr rack H

ltUPS Backup Syrtclrr

Erncrgencv [irrt Systcm H

ErErgcncy Supply of any cquiprrnr for DC tl
C'lungc Managcrrcnt log llthysical or klgiciill H

D.tinccntet

hcnri5c!

lt
t1

st_ Aslcr Type/
Cute8or!'

hqtr Cahling tirr Datil xnd Powrr wrth l\'lark!n!

I' ('
Pffticulars Criti!alil)

1IDcclslon Mrktr;
Ttrp Managcment.

Eod.urtrs:
Humln rcsourccs mrnaScrnent. Fi rtrr**lal runsgcnEnt. Risk

mrn&gcr

Pftrject Irade|

OF ttorl/ Mrlntrtl.not Sulf:
Dcpartflrntal corployccs

$yslct! ulrdnisrruror. duabase

adminisgator.

Hclp DesI,
ipplication dcploymcnt operslor.

Physial S'ccurity oi{iccni,
IT sccurity oflir.crs

Ncl'r'orkild!1una\tIll0r

Appliciltion dcvclopers li1

n. Humrtn

Resourccs

{ Pe(plc)

Subjecr mattcr crpcns
El.clricll Systcm\ c.g. Po\act Supply, 6encraror
WsEr Suptly & Drarnagc Systcms

II
lr

Prcccssion Arr (ilnirollcr H

Fir! ExlinSuish€,

Duiccntcr
Supponing

Equipmnt

Tclephonc line

PABX- PBX-

lntcrnal tElcf hone nerworkJ'

H

t.

ll
II
ll

H

I1

tI
lt
H

H

IJ

$',/
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AI'EI,1DIX-2: Kev Risk lndicaror {KRI)

st. Policy. Cuidelinet. F rrncwffk

I

llalgladerh B:ur! switT PCt rrss
5.: 6.5.8,8.1 (E.l.t-

8). 8.2(8.2.r-9).
8.1

t. lo. t. to.2

-1 _i.4.1.6.4. t r.:.5. r 't.t.1.2
4 li.rploitation of inrecure \ystem

configurarior/ misconligurltirrn

bs5 of dara intcgrirt

:.1 r.l. 1.2

9.2.J. r).3.1 2. t. 2.4A,6.3 4.1, r0.5.5, ll.5
6 Compmmise of trustcd backup diira :.5A 9.5

J Ei(ccution of lrralici{rus 5.3.9 tr. I 6.4
6.5.2

I Segrt'gation rf dut1, virilarions 2..14 5.1 10.5( 10.5.1-4),

6.4.2
Un{uthonzed :rystem chsn*es t.2.6.2 t0.-t.?, t0.5.5.

r0.6. 10.6..1

ll] Missing oi sccurity uglare and cnticll
patchfu pdate. rcsulnrly

lncr€ase securily rirk fron ilrpruperly
liaincd {nd umware !*alf

5.4.9 (bi l.2AB 5.2,6.2

'7.2 6.5

9.9.3.

t2.6
l: No High uvatlsbility tt..l._1

l.l Uftiefi n.d/lna{tive/Concurrenr Sessio, 9.1.6 l.6A 1.3.5.6.5.10
l{ NTP not configlred

Mir cnvironrrrnt (TrEl, dovclolment and

prod!c{ion}
it.5.2

10..1

:.:. t. 6.4 |li l.tA

t6 Fiftwlll/PsnDs,,r AF/ESA

cnatrlccl/incorgratcd
I 5.t lt :,3A B l_r. l.r.{. r.2.3

lt..r
l7 System nol Liccod3d It.5.I
Iri Tratfi c/Dsm/Sy$tcm Confi dertinlity 5.1.3.5.r r.3.7.1.7 2,t.2.4A

?.5A

:.3,:1.{

r9 Ufi protccl.d :torrgc/removable rrct!a 5.?.5 3.IAB _1..1

t0 Unnccessrry l,rografiLvs€rvices ,1.4. ? 2-lAA 2. r. 2.1.5. 6.4.6
:r No rniddlcplr.llpplication 2.4A

22 8.3,7,8.4 1.6

2l LJ.5 6.5.8

:., f)is rtor {Marmadr or natural) mcdical alil
enviro&menl issues

15 No propcr security rnoni(oring logr ilnd
events

6,4A8 t0.5.5. I1.4

p-"

s' {
,{

f)eleiiott of kr8s and forcnri. .vld.nc

Kt1' Risk tndiiut*r r liRl I

a.:.11,5.3.d
5.4.1. J.7.2r

5,2.. t2, 6. r.7

6.3.:l

Authcnlrcati(!rl xrkclrp&ss$rrrd

I h.funri{icolrfigurrd

PntileS€ aaccss ntdnllcmf n1

,t+-,
i 4.1.1

I

i

ll,

!

No @ralion d<x'urenndorl and

proacduc (for lltor a! ldrni srator)
k.B-9jg:y:u8*r,yL._ __ __
Applicution wcakness. no inprt validation
and rror landing



Thrc{t ratfgorl
Hunran

APENDIX-]: Relati{,n brttesn Threat Sourt'e and Risk Scenarior

Thrcal-sotrcet
Adas.!f hunlirn crri)r or fiilwe Ac{ideo(i. I)i.r'losurc of pls;'*r:rds and

Srnsitive tnlormat,{m

Antiquakd.)r outdalcd tschnalogaci

Solt*arc iail,:e (Sysrcm, OS, dat.bar€

etc.)

k

Trchmrllgy {)hso}*ccn,.:c

Tcrhuiaxl soli{ at!' l ar iurcs or cmrrs

H ard* arc/Disl
nral functior/failurddamagc

Techuicd lrrrdwt{e ,rilures or rflrn'

Tcchucal

Comnl.[icalion link do*n.
crused by scrviac pr0vider

M!lid(|u,i code injecl by
(lu$id.r

l-)istributed Dcrlal ol Scrvicc

S(}crsl cnBinesring

Damnge

insider or

Disclosure .f s.flsitiE infr|,maaion

Conrpro,ni\ilrg corfi dcntral in{ormati{)n

thau$orized rcr:rss to lnfr{mation iyslem

a'*)er-arinr. t:('k

Crrr, upri$n of dai:t

C\.bcr -attack.rctiritics

Dcviarion ir quality of s.rvicc i('m
rervice pmvides

D:libcrillc.vtr:r-llr:rck,rativilres

Theft

Ii,od
Fir.:

Euahqualcs

Ligh{ning

Supply Sho.tr.gc

Cootmunicrtintts tervices hrealdrxvn

Nitural Di\astcr

Poq?cr lliluro
Long-term grwer {ailureEnvironmeotal

Pnllotion

Epi&mrrlLrgl'
Pand.mir f:I-L'
Drngue F:ever

Forccr ol l:rtur

:t cdr{xl

ll.4lrh & Srtiry rcgullrtions

Mas Bciravirrr

lluuun rrtltrvcniiorr

Disgmntled Employcc

&ogrE*ricxl Srxial

Prrlitrcal

Emplovec momle

Prriiticul Spving

))

Risk Solurri.$
!_*I-

w



,{PU\IXX.4| Rlsr( ',tpparit( and Rlrk Tolcrulltr l_(yd

Tcchrictl \ollware tlnd
f)atabase failures or emrtr

Dlliherat .-vber,itttac!

acltvtlles

N:rrurd Diiartrr

,9-

Threlt-soures Risk Sccnarior Rislr Appetitc Risk Toleran!.e
Acts of humal ernrr or
failurr

Disclosurc pilrlnords
Disclosurc ol Critical lnlonnrrion

r5 r ltt*
t0

l)ir losurt' oI Sourte Cqlc l5
lnahiltl, or Lirnited :{riliry ro pcrform
missionsrblriness functiorrr
Dehy rrf projeetl linalialirro

2{}

t{)

I _30?

r 30{t
Technolog! obrolesrcnce Syrtenr llnavailohlc r lo*

S$lem Sofr$llrt Failufe i :! :{J'i

T.chnicll hardwlre lnilures
0r eaa()ft

Dcviation
$ervice

providcrs

ln quirlitr ol
llervicetionr

Hardwnrcn)isk

ma I luncuorl/iai lurf, /danagc
Commuliqrdons hnk down.

) a ]{)*

5 t 20q
Dnnuge cu[cd by rcrticc provi&{
Drhy ol rquipmcnt rupply and

Systcm Cqmpromiscd l0 i0*
f-)enial ol Servicr r0+
friiiilolu.c of sen\itivr rnform;rtirx l0 :0*
Cyber Cdmc/.rr&l 25 r0*
Datn Thcfi 5 .. ()ay',

Umuthorir.cd acccss to tnforfttri;;
$Iislem

7 x0q

CorIuplion of Battir! dara l0 ,o*
Social EnEinrcrin!

fo,d I

Fire I r \0&
Eu1hqu]lkcs I r l0+
L.i8htoirg ! lo&.
Snppty Sltonlrge 5 i 104

r 2tltkCo mm un!crti ot \ *.-r,.. ir:t s brcakilown JO

Pir$€r lrilure It, ,1{tq
ErYir.'nrlent!l l-ong-term powcr failurc I ! 3t c,t

Inadequrtc e{vi.onrncfi in the

DC,DRS and Dru pnxeising lrc!
a -10*

l.Edrquatc aooling syrilcm I

Mcdicd {t{calth salely, EfrderruoloS,

Pandenle Fln
t0 3 .l0q

Denguc Fever

Pandemic Flu

Health nnd safety Failurc

$'{
23
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sl,
I Core Applrcatii'n

l. No Account s.ssion

s€.curity dcriccs.

lirriung nerwoIi

l. Opcrating Systenls ond s,.curity polchcs ar.
n(rl ulrd:rtcd.

2. lntemet acccss from scrler.
j. Bm*er Application ili not updaae wiih lakst
socuriay pdch€s.

Unsuthori?cd acclss
information systcnr.

Social cnginc€rinf,
Theli

L Duc lo Unauthorirrd v)[l*arr. llltrs aIc not

artrre of iafc browrrng Frlic) .

Co rpr(rmisinli

information
confidcntial

l.Application werkncss

2.No input validrtion
3.Dcvelopers are nrx m int innrg SDLC
lilrr\lort
.1. AnxquaEd or outdated tcchll()b8ic:..

I.UsEr intendJ to wnlc duwn lhc pa\s*ord
duc to passwo.d complcril-r
Policy/ loog character passwonl-

l. l-ack oi user arrarcncss.

2.FirrwdUIPSllDSA AF nor cnlbletU
lrctrpo.atcd.

Malicrrrus crxlc injd;t hy insidcr
or oulsider

l)isclosurc oI P&\s\tords

Srxialengrrtccnng

l.No Operarienill drtunrntali{rn and

pft,cedure {lirr uscr lnd udminislrato.)

Prepared tbr Applicatiory' softlr.rr..

Inahiliry or liriritcd {bility to
pcrfornr nrissions/busincss

functions. Delay of pro.jccs.

l. Backup is not proprly taken

:. No high Availebili(y
System umvailehlc

l.No cn rr?rion Dsclosurc

inforBrrtron

()f scositirc

Soli*arc farlurtEnd-User

Applicatlon
Softwarc

l. Wcll-known t]lrfs in lhc sofi$arc

2.No s€c!.ity potch

Cyblr Crirrc/ .Atlact

I Itt.housc

devcloped

App!ications

l. Applying ipplicstion prognms to the

wronS data in tcrms ol trmc

2. Well-known fla*s in $c softl*rfe.
3. Thcr: is no rtardard scfllrd c.x.lin!.
4. Applicarion sccurity ili rKx progcrly
mainraincd.

5. SDLf is nlx ftlllowcd.

Sotiuarc lailurr

Cvbcr ('nmc,/ Anacl

J Datahascr l. No high Availability Datahascs Strftvarc failure

l. Pont. failuE, No r.du.ldont on $to.agc
mcdia.

l. No high Av.ikbilitl.

Syrlc l linlurc

APtlNl)lX.-i: Rrlation brt*ttu Vulnrrahilitv and Risk Sccnarios

\ ulncrabilitics
l. Well-kirr*.| flirws in rha solt*ire
2. Uaau&orized rystcm changcs

l. Erploit tt(m ol' lnsccure

coofigur&tiory mis.! confiSurlti()n.
I U nnccelsary propTany' rcrlrcct.
.1. Antiquated or ou(datcd tcchnol(rgres

Risk Srrnarios
Soltlrarc I lrlurc

llntdn rrc tailur.y' dtnrag.s

Denial of Seniccs tDoS/DDoS)

\-1
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sl, Assls \ uhrrrobilitirs Riil Stenarior
Mdicious crxlc injecs by insidcr
oa outsidef.

l . Clllr r{( p:ar$ord ii rtorcd (rr dstnbil\a Disclo$urE $f pass!ordr
L Datah&sc Syitcms sccurity patch is not
uJxlated.

l. lnternet acces! Irom sener.

Unauthorizcd acccls
;nfornatior $yiteIll,
Thefl

t(1

L Ba.tup i! nol p rp{lly laken

2. N0 high Avarlabiliry.
Slslem un&vailahle.

I -No cncrvptron Disr:losure

information.
oi selsitivc

5 St(rages l. Fauhy imtallation of stora3e rxdia.
2. Insutlieicnt maintenatec.

3 l..ack of Jrrirdic rcplac.nEnt.
{. t]rpml.clcd skrrlgs.

Power fililurc.

Disk Failure

Hardnarf nlalflncllon
Soft$are failure

Unautiodued nccess

i nftrrmalion systcm

tlt

l. Backup ir not propcrly talcn.
?. No high Av{ihbility.
l.No proper ic{rrity modloring (logs and

evcnlr,

System una{,nilrbL-

Cyter Crimcr' Aaacl
Mxlicious {todc injeds by insider
or o{rtsider.

l.fi{, cd.r1ption Disclo,sure

inform ion

of s€$itivc

6. Inlormation

{Datal

l. Dur 1.) Unautk!.irfd softwarc.

f,. lJrcrr lrc not awiue of safc brorlsing

Ixricy.
3 Oprrarng syscm and sacuriry palch is not

updatc,
;1. Due io omuth0rizad softwn.c

5 Asri-Yirus nor updatcd.

6, Uffcstrictd rcnx c .rccss

Cybcr Crime/ Attack

l.Lack of physical sccurity
2. M!kc{ €nvironmcot (Tcir. Dcvelopmelrt

ard pr0ducdor)

Theft

l,Applyiog applicltion prograran to titc w.oog
da]B

2. licll-known llalllr in th! softwar.
3. Porrer {alurc
{. No rcdundaft on rtoflg€ media

H&rdllare/roft lrare tailurc

l.Lxr of data inft8rity
?. UnDcc€ssary p(ogram/*rviccs

l.Caulir of dilt{.ilcr lMsnmlde o, nalural)

Co.ruprion of data

CoBrmuoications
hreakdown

sentccs

l.B:Iclrlp ri nol pr.r[,{rly hkc.l System unavailrblc

LNo e{cryption I)isclosure
iofo.tnsrion

of sensidve

{g,!t
k 2t

Al

l. ..\ppli.nlior $.cakmlir, No irput vllidat,on.
2. trnt^ranted open ports.

3. lnteanet acess from lervet.
4. Orta gu"ry is not prog.ammalic.



VulnrruhilitiesSI, Ilisk Strnurior
:{ctwo.l
cqurfn,enl's

l.Unprotcctcd conrmunicuti{rn! lina\
:. Ilnpn)tccl.d r.n$trvc tratli(
3. Rxx.joiot crtrling
4, SinSlc Bnnl ol farlurc

5. ln*curc ncttrrnk lrchitccturr
6. lnarlcqultc rrlsodi ru&rgefirnt
(Re$ili.nc. ot R)uint)
7. Firev,/all/ IPYIDS/IWAI. not

cn blcd/incorporrrcd
8. NTP rrrt urnhgured
9. llnwanted oJrcn porr
10. Unnrd uscr accounts

I l. No encrypuons

12. Antiguatcd or (xtdar.{l rct{uxrlogics

l.Opcrating rystcm sccurity patch rrc not

updxted

2. Well-lnown flaws in lhc solltsare

Dx-losure of rtnsitive
iolilrouurnr
Hl'dwllre ourlfunctioo/lirilure
Communication lini do$ll
Clttcrcri [r/ausck
Po*er failunu

Evidrnce miising/Forenric issur

aficr any occulrcncc

Cybcrcrime/attacl8 Opcratin8 Systcm

Soltwarc

9 Hardrtarc svstcmr I .Susc.ptittility ro humidity, dus!. snilinS

2. Scnsilrvily t! clcckomagnctic rarliittrorr

3. Surscptihilily to vr)ltage variati()n

1. Susccptibilil-!" k) tcmlrrature rariatNns
5. l.ightcning
6,Antiqui{cd or ourdalcd lechnok,gi.rs

l.l4v height of8rould floor
?. All the wrlls are nol lirc resilililn(

3. Bricli built. high canlquakc pronc arca.

c.n't survile for canhquskc of Richtcr scalc

6.0 and b,(')orx.l

4. Bnck builti glass buik
5. Pollulion

l.AgSrcsivc, EnScr and rascntncnt
2. arrogut
3. lruecurity
4. Naivc, shon sightcd

5. [,ow cmploJtc nnralc
6. Mc6,s hchavior

Hffdlvar€ mslfunctio./ fili lur€

Po*er failurc
llraurhori;|cd {cce\s
information systcm

t0 Deta
premiies

ccnlat Flotxl
Fire (Bumingl

F-anhquatcs

long term po*cr failurc

n Iluuun rcsourccs

I frc(,ple )

Dirgnrntlcd cmployec

Political spying

llunun lntcrvcotion
-Pandemrc tloq
-Dcngue fevcr

tl Dara

suPP{rtrn8

cqulplrol

(anler L Rcdundancy is not prcsrnt on

Powcr suply tater srrypl;- &
dflinrgc syritams. atd Air Conuoll.r

2. Shon cincuit on cloctrical r+iriog.

3. Wirrtapping
4. Nrturd dislster
5. Supply shmagc
6. DrnBtc cruscd by sc.vice provider'.

Pou€' failurc
Shod circsit ud fi.t
Communicalio,ls

brcaldown
Clber Crirm / Auack

Sysrcm unavailablc

siq)t v
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At5€ts
Vuht null

tlrr
(YcdNo,

No

No

0l

(tl

No 0.1

i

Sesrion limiting ir properly confiSured at all
network

securlty drvices, henre DDOS occur.en.e
possibility

rs low.

Operatint systems, Srcurity patch and

Browser

Applicatioh3 a.e regulady upd.ted .nd
lntemet aacess ,rom lervs ir tightly
restricted, hcnc€ likelihood of unauthoriled
accest to information system. sofial
engineenng and thltt ir medium.

Unauthorized

acceiS to
information

tyrtem, So<ial

enSineering,

Theft

Dcnial ol Scrvicc

{DoS , DDoS)

Ycs 0.i

No 0.5l"ikclihood of cornpromi5tnl confid?ntial
inlormatron ii low due to Secu.tty Awarenels
Training program employees arg well aware.

Pos3ibility of mallcioui code injed by insider

or out5id.r i5 low, because developerr are
strictly rnaintaioing appli.ation security e.t.
rnput vrlidation, SDLC iramewo.l etc.

Compromisrng

Conlidrntial

info.m3tlon

Mallciour code

injert bV in5ider

or outsrder

No {). t

I disclo!!.e of passwords is low,
due to Se(urity Awarmess Tra,ning progra.r

employees are well aware.

Oiscloiure

pas5word5

ot iti*etttrooa o No

At in placc, likclihood qf social erBin€.rint 15

r low-l

Social cnglncerinS I Due ro property ioco.poratint tirewalUlPSAV No

05

0.1

lnability ot
limitcd ability to

Perform
mi5'ions/business

functionr, Oelay

of proiects.

Oparatiohal documantttion and procrdu.e
,nd proccdu.e (for uter and administrator) eru

p.epared properly ,o. Applicatior , softra.e.

No 0.1

System

unavailable

Chance o, unavailability i5 poor, due to elery
device an information technology is properly

backed up and redundant.

No 0.t

Core

Application

softwar€

5L

1 Ellcclrvcness of conrrols to milig.tc well-
Inown fllws ond m{imtin change managcnrnt
rn lhr tpplicatioh r! ralcd a High, h€nce rlrrcst
rrccurr..nra rs raled &i lo$.

Ar proper conuol is ir plscc tor lcasr pririlcgc
ond maintains chongr nunagen n( h..rc! tlrc
llardwurc failure I damagr occulrencc is rat€d
&s low.

Hardware failur. ,
damat?s

of Proper encnDtion in prop.r place i: strictly
maintained.

0.1

r
alw ,{

APEI\iDIX'6: Relationship bel$r.tn tulperabilities and rlsk freouencv rrtine rlone wllh rlsk li.enarlos

Rlsk Sccnlrlo. Rl5k tr.qu"ncy Evaluatlon

Software tarlure

Digclosu.e

senSitie
information

Rbr
frtqucocy

Rednr



Soft'rare failure

Asrels Rlsl S(enarios Ri5k tiequenq €valuation li$
(y.s/llo I

Nr,

Rxlin,:
0IAt thws in the software are properly checked

and re(trfied, hence the threal o(currence it

As applications are updated with letest

secu.ity patched reSularly, postibility o, cyber^

crime attacks is low.

r).1

I

N(,

End-User

Application

Software

cyber Crime

Attack

No {)5Porsiblllty of sottwar€ failure is lo* due to
data , input validation in software is itronSly

maintaaned.

Software tailure3

No

ln-house

developed

Application

s 0.5

No r) I

().1

As flaws ln the sottware arc properly checked

and rectiried and applic.tion lecurity is

properly marnt.rned, porsrbihty of cyber-crime

attacks is low.

Dui ro hiSh availabllity for storaSe and powsr

mairtained, the threat oc€urrcnce ol system

farlure rs low-

System tailure

I
!

Hrgh a\rail.bil;ty ir maintained

Cybe. Crim€ ,
Aneck

Database

software failure

Nrl

Maliclous code

inrect by in5ider

or outsider

Threat occurence ol malicious cod€ inie€t by

rnsider or outsider ir low, becaute internet

accers is rertricted by WSA, unwanted porlr

are closed bV firewall, web application lr
liltered by WAi, and Data quer) r!

programmatic.

No {) I

olDigclogure

PaSsWOrds

Lilelihood of dir€lorure of parswords is low,

due to proper cn€ryption ir placed on

databar"-

0l

Uniuthorr:ed

a€c€!5

informatioh

rystem,

Theft

i D.taba:e Syst€ms Security patch are regularty

, updated and lnternet access frgm se{ver ri
! t8htly Irrtrict€d, hcnce lilelihood of
: unauthori:ed access to information System,

i and theft is medium.

to
No l)l

System

uravailable

Chance of unavalability 15 poor, due to evcry

device in information te€hnoloty ir prop€rly

backed up and rcdundant

No 0.1

Database!

No r).1

Storagee

Dlsclosure
gensitive

information

ol

Dit! failure

No

No

(r.l

{) I

Hardware

proper encryptron an proper place is stridly
marntarned.

[hre to rctular m.lntenance ,nd hiShly

phy.i.al prolection includinS .edundan.y, the

threat o, power lailur€ i! low.

The lilclihood of disk hilure rr low du€ to
proplr installation and proper maintlnanc€ of
the system.

The lilelihood of hardware meltunction ir low No
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5T

malrunctioo

Riil S.ena.ios

Software failure

due to proper installation, protection of
!torage, .eplacemeot rchemes and proper

mrinten.ncc of the system.

Risk t.cquro(y Evaluatlon

The likelahood of loftware lallure is low due to
proper in!lallation, replacement schame!, rnd
proper maintenance of the system.

lhe likelihood of unauthori:ed access to
infolmation lyrtem is low due to propct
protection, and lufticient maintenance of the
ryitem.
Chance of unavallabllity ts poor, due to ev€ry

device in antormation technology is groparly

bacled up and rcdundant.

Assrts
Volrcnblll

tics
(ycsf{o)

N(r

No

Ri6l
frtqucocy

Ilrtlnj

Unauthori:ed

ac€e5s

ioformation

system

to

0.1

{r. I

Syst.m

unavailable

N,, 0.1

0tCyber Crime I
attatk
Malicious code

ini€d by insider

o, outaidar

Poslibility of Cyber C.ime / attack by insad€r or
outsidc, i5 vcry low duc to propc, monitoring
is fully cftectivc.

No

Ois(lo3ure

sentitive

iorormation

of Proper encryption in propei place is s1rict,y

maintained.

No 0.t

6
lnrormatao

n (Data)

Cyber Crime /
Attack

Possibility of Cyber Crime / attack by insidrr ot
outiidcr is medium due to aqthoriz€d

loftwlre is fully maintarned and Security

Awarenegt training lS conducted on regular

ba5is.

No ().t

Theft Porsibility ot theft by insider or outsider is rrery

low due to proper monitoring is ,ulh effective

and all envi.onment! are .ompletely
ieparated

No 0.t

H ardware/softwa

,e fallure

Oue to maintaining hlSh availability on storage

and power svst€m, the occurrence o, threat
on hardware or sottware lailure i9low.

No (i. I

Corruptaon

data

of Oue to incotporate proper

encryption, OTP etc. and

unnace!&rry program/rervices,

tecuaed.

ha!hin8,

removing

dat. is

\(, 0.t

Commurication5

5erviae5

breakdown

High availability i5 properly malntalned, hence

risk of breakdown ot communrcation ie.uce is

medium.

No 0.t

System

unavailable

Chance of unavailability is pur. duc to ctcry
device in infonnation rcchnolo8y is propcrly
bacled up ond rcduadaot

No 0t

sAr
"g'
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It Risk S.enariot Ritl Frequgn(y €valtlatlon

1

Hardwlre
M:lfunttion

fiall1lrc

All hndw&re comlxlnrnts xre redundant. Al$r
propcr mooitoring is in plscc.

Xigh avrilability on communication liol(s.r€
hi8hly efjective. So the threal oI occurrence i5

m€dium

N.tr*,ork Fir.sall wi& IPS, WAF. Wcb

sccurity Applirncr, Email Security Appliance

are in duly pl&'rd, hencc p{$rihilrty of lybfr
{lrirx / Artack is lo\r

Yulnembili
tirs

{trr/:!*o}
As9€ts

Communication

link down

No

N.i

l).5

{}. t

0t

Ri5k
lrtqoencl

Rating

Cyber Ctime

AHack

Due (o riniruiniog high availattility atd proper

monitoringthe thraat oacuren.e i! low.

A! NTp is stri.tly rnaintained as per policy

Nc,

Ntr

0.1

11.5

Network l

!quipment

Power failur€

Evidrnce misring
/ Forcnsic issur
lller lny
{lcaurercc

0.5E, otxr31ing
Systems

Software

cyber crime /
Attack

Ar Ope.ating systsms re(urity patch are

!.rpdated, posgbility ot cyber-$ime/ attack is

low,

Il:rnlvarc
Syrtems

humidity, dusr. soiliog. sensitilit! [o

.lsltror&Utrctic rndistion. frower rystcm high
nldlrt ility rre ftrint{i!}rd an., monito(rd
proactivell. hcncc char(rr oi hord\rare

malfunetiotr/tailurs is lnl.

No

Pgwer Iailure Rrdundanr lxrwcr rup{rly, haoorv anri ft'n$alor
b{ckups ir,t aoauulaly mrintdined lnd monitor.

he0{e liidiho{rd of Fjwcr tailurc ir lt1w.

No 0.5

9

lo
Unauthorizcd

accei9

inlornution
svst9m

As rccess control is strictly
poi,tibil;t! of uruuthrrrized

inftrnrrati(m ryxtcm is klrr.

mainuincd"
{csess to

No tJ.l

D{ta:anter

Prrmltls

No il.lDatl ccntcrs hru adequat heiglx of grould
flurr and well-organiz{rl lo f,revent {rd rcdrc$
$e i'|rx>d.

Height of Eroud nqrr of Dakccnrcr has

0dequatt space .rd ill (Ie aalls are lirc
rcsrrla . hcnce Dan clnlc. har, elfectirc
contnrl in place to prevent and redrels th. firc.

llood

fire (gurning) N,: 0.t

€.nhqualer Data ccnaers arc designerl in a lvay {hat it can

survive from eaihquakc,
No o.l

I r.l

0.r

liuman
Rcrources
(People)

LonS'telm lower
tailltre

Dl18runtled

€rnploy€e

Redun&n poryer iulol). harcrX. Ul,S tod
gcneraror baclups .rc accuralrl! nuinlsilled
and ny.nilored, hcncc lilflih.xxl ol long-te.m
partl,er l&lu.e is low.

Whilc rccnriring cmployee hackgrouo.l {rc
scaccninf \tith duc rllrgcruc an(l tratning on

Burincss etiqu*[c rcgulally r,londtrctcd

\o

Nl t). t11.

Political Spyiog has pclicy which is enlorcire trgularly fo, any

unethical i!5ue5

W
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human

intervention
.{ny urielhical hurnirn iRlcrrention is sricdy
Prohibited.

No 0.t

- l'sndemic Flu
-Dengue Fcver

Hlli a vrry lrdthy endrcnrEnr and also hls ils
o$. phyiicitn,

No 0.t

tf.
Da!ilcrntat
Suptr).linI
Equipment

Power failure Rcdundrn ;xr*ut riupply. b{ltcry. IrPS,
gcn.rn!1r hackup\ ,lld AVR iAulomllad
Volt.r8c Regrlaaor) arc maimaiocd and

rrronitorrd; hencc likelilxxd of lonE-icrm
powcr failurc is krw.

No 0.I

Shon crrcuit and

tire
lh)pcr clcat.ical wtrinS h&! t)tcn rstrbli$hcd to
prevent and redress the shon circuit aod fife.

No 0.1

Communi€ationt

servicpt

b.eikdow.

ItcrJunrlanc;- otl tP 'lrlhlklny ;rod PABX
\riltm ls ,rr(scnl; hencc thrncc of thrcit i\

N,, (,.1

cyber

Attack

frime , l)lre x) propcr dly$icd {€curity chancc of
B'irctapping is low.

0.1

Systerrl

unavailable

As phyrical and ele,clrica! wiriflg sccurity,

nd oth€r,i tlataccoLr supporlinS equiptnrnt
nrc sciiured. lhc chgrlcc ol iyrtfm
unav:illbilily ir lotr.

No

v

^/ryv/

l

l

I

0.1



SL Asials

APENI)lX.?: ( omptxit* Airlrsis l$r Ri* Arsts.rmflrt

Ris! Strnlrhs

(ore ,4pplication

Sofl!varc
I rll il

4

c

Sriiuar. larluae t).t

0.1 I rlt l l0
0.1 100 to

50

Hirdware failu.a , dsmages

l)enirl ol Srrvicc

1D(1,5 /DDoS,

Unauthorized accE.s to
inrormatlon syst!m,

Social ergineering, Theft

Compromising coofidential
informatlon

{r 5

0.5

t(,{l

I rXl i(l

i).1

t,.5

l0t) l{}

50

Ma|aious code in ect y insider ol
out5ider

Dis{log!.e of pasJwords

Soflal enSinee.rng ll. I t00 ,0
lnabllity o. lrmited abil'ty to
perlorm misiion! /blsinesr
tunctionr, Deliy ot proje.ts.

0l :0 J

System unavailable {). I I00 r0

lind- User Appliration
Software

Dis(lorlre of
intormation

Cyber C.ime/ Attack

5en5itive

S0ftwirre failwe

t). t t{}0 t0

{,

(()
I{).i

{}.1 ll)
Software lail.rre {1.i lt)ln-hou5e

Appllcatlons Cyber Crimel Arb€k 0.5 )0 25
Drtabase software failu.e {}.1 iix) It)
System lailure 0.t Itx) t{)
Mallciq{ls codr iticd by insider or
outsider

t lxl t0

Oisclosurq 6J p3551ry$65

Unalthori2ed acces!

informatior ard 5ystem, Theft

to

{}.1

{, I

0.1 l{}t) Iro
{r

Syttem unaviilable 0.t tm t{t

Databrses

of sansitlveDi3clorure

information
0.t I (X) l0

Pou,er laalut€ 0.1 lrxJ r{)

rJt l(I) t0
Hard1,€re mallundion

Dirk lailure

sottwrre tailure
0.1

{lr
ri.l

t).1

iri]

lrx) 0

i0

l0
l0ru)

i{x)

cyber Crine/ Atack
Maliciou, code ,nrect by rnsider (,r

outsidel

li1 t{r) l0

-{ Storager

Oi5(lo$re gf s€n5itive i)l Iix, l0

?/
d
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infoamation

sl Prohabllitl'l
Rlsl
frcqrcnry
Rrttng

0verall
nisl
RrlinS

Cvber Crjme,/ Attacl

llisk Stn:rrior

{).1 100

CoNqnenre
rtlryut)

t0
Theil {}.1 lln IO

Hardware, soltware failure (|. i 10() l0
0.t I {Xl t0
0.t i0 5

1rx) t{)

lnfomxrion (Danl

.tr64lr

0.1

0.t r{x, li)

SWtem vnrvailable

Dlsclosure of sensitive

information

Hardware mal{unctior/ failure

Corruption of data

Communi(ations

brealdown

0.1 1{]C lo
0.5 lo JComfiunrcition hnk down

lybef Crime / Attack r).I lfl) ,

Pol,\rer failure 0.t ItI) l0

Netw9rk Equipment's

0.5 1rtr, i0

8. 0.5 t0 5

fvidence missing / forensi( tss!e

aiter any occurrenac

Cyb€r Crime / Attack

tlardware fnalf undion/f a,lure {1.5 5r) t5
Power failure 0.i 50 t5

Hard{rare Sysiem5

Sy5temOperating

softwrre's

0.1 100 l0Urauthorired accEss

informalion syttem

rlood

to

0l lu, t0
Fi.e {b!rning} t). I lrxl I r')

farthquakes 0.1 r&, t0

l0

Lons-term power supply failu.e tft) I {.}I

I

{}

i) -5{.) .iOlsgruntled fmployee

PolrticalSpyinB 0.1 M' l1l

Hufian interyention {il 50

- Pandernic Flu
. I)enguc Fcvcr

0.1 1{} I

0.1 l{r) l0

firc dur lo shofl .ifliuit

Pouer firilurt

{}.1 rtx) t0
tr. t 50 J

i).1 l{,x} li)

l:

I)iilacenter

Premrrcs

Datacrilt r
Supponirl
fiquipmcrt
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Systern ulatailable 0.t 50 -\
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