
(F\.rlrh't Tfr <I\s
ffiFT FldlET, DFFT

frGrfficttwf+q'I
(IlEitRI T>flTgRlE ?gFr6)

GTl{8 ollleetsooeg
olll99Ctsgbo

[6qt{a dgmvsd@krishibank. org.bd

ryrr+ aq-gTlF\^qqGFq*t-8c/tote-tot8n5s glRrlc os-os-lo.$ Ec

E'Ff@ fi{rl< aC wl TE qr+'fi e*r <rqf r

ott a1fur Eqa,( Bav e wgB-o d1{s fi{t akl-r4ir q(Tr <6qrF {(qfcfi 1ft <trre* crFE rtttt{

F6{I({ 5osE E tnm e e B B"l"[rD online Banking, BACH, EFTN, SWIFT, Remittance,
RTGS, ATM, Email Service, SMS Service {{ qfl;['ffi{f FFfuT freEl{ aI&( $g1{ I.'H
R-cqr G&bro a1fud xtcrre afirEfFs qsrnr <n(r€r {st$ cE<r< F{dt"rsT qqAE *ft fu<u+ qcr sr?fiB
frqrs rs-{ qn-wFmtfu e 5fiG cfl{ +ta qa <fiirs-{ fr&'cqq csmrs ft'sn'r q$-c< *t+< fiftBffi
?6fi8 (Cyber Security Unit) 'fb{ €fl Enl

(1r)

(iii)

(iv)
(v)

(r) qc {r{qm qrR-{ 'k& "ff{rroFirqcn <r{qs rfi $ffibr{, allircx $trrc< {6c
aw(n <r<-d\i l-F6r \sftrofifiTBs$ti-q< "t|csxl6 

qffi{ q{F <_(< I

frce-{ TTqs 't|aemi qry ot<e Grsb $st-,t $-{t str< qtt

oPtBBtr<r q,[nB( Frd{, qftrofi/TsBs{rlr-q <K{ri-rtft{ aqq qotW{ q-{,

lfutfr 
'e 

qfiq 
"flcerNi <r<{R 1t{gg qc< t "ffae$6 <rT{l-cFt csrE x{ha rs +frrtf<

(Uppercase(A-Z), Lowercase(a-zy, Alphanumeric (0-9), Special
Character cqtq- !@#$%&'r_ Qsift) <Fqk F{crt qr<r

{Ta{ {:rc{ ir{{v 'fEexNi 'tffi{ frF \5 s-{rs qr{ I

<tt(rfir rkq <rcqs emaiU Networ}v Software/ Database cfi{ <Ifufls rkq
<JiRkq$$r{qlt
qqRGsl qifs1hs/ ft.ieq;rs ErFil {N st'js t-cqtrf{ cr|-n ftiro &-o rit {ft< {I
s<( n({e cfi{ pdf <r q{Il{r Elt{ vrE-{r{rs qit <k< iTt

t}t 8/
(vr)

lql-<l<{r'm, T€d R-e-tfu +tst{v qlfl{ TL o'flsn
q$m,FE+Rsrernq

aqq g'Fq-qrEf'fs/ ctr<l ft-qfrn s{F, d{t{ o1<tdr

Rqftn fiA$T sffiT, {rd fi'qftn Ffrst of{tr
ErT{ffi"l+,rqdoc{tc<b+n

Tr, qrsft-+/ qsF-s $'aqprc, as TIr q1$G-s7 qsG-s TFiEn
qBfra fiafi s{s6l, r+d qr+G-+ fifrc't otfqr
-iI?II <r{ql'FF, *F6t'IFII

{(4lfi1Tfr <fi<s r

fr{Ts <t(qrrfl Tfr {f(rsr qf$rr FKr'M ftFEs r{F qrsi Cvber FKI"M .ifr cfiilr{{l{ T-{fu ?m I

{AEF,

oe r (T q<( qfft defifiT(e tr&brqrq$-s <r(ft( cm 1fr-{ ,frfiqfi qr.aftr-<F T{cl <fi(s q<<

Et{+ geffiqe oxfrn-sn< ati<ti FKtrcr {ftu ffr etrgq; si'rcafrru wi <l.I(re{ rti<F FKt Er

1fift ftirn s Gtolr+d3r doa wiffi Tqtkstl cqrro rqc{ a:rc{ vtfi-fv frGa qfrr-.vfiffifl'fitsqin }rc

{<qrfizt <l-t<T qrs q1R-fs qltffi fiftER'E ffi1 qole {all{Iqstc< {R"fla6r< q{l- <r{Et'Ff qREff,s

qrfitr s9+ FKrIe fu"t+ ekn ert RFg



(vrr)

(viii)
(ix)

(x)

TsE FfEEEufi\ikR q"f|r<Gi Fntr, qfrroH ,{<i w{rtit {$bsrrlr 6mtrs-v-tr<

!flrtsb T-fis Er{ |

qftq r{cr{ 'lr sffibfr fr6f<, tBf;tqq x{ qalral @fi{q qEo-sT[< {6 T-:rN {r<t
<fi(r+< FIrq <rcqs +ffi^Ekl {F6r-{ ryR q{r$ft\, Antivirus <r+qk a qq.

Antivirus Frsfrv Update fdR 'tt fi'ffi frffi xrn q<'fi &gllTrry{ Antivirus
EfdI Scan ffi(s qr< 

r

$I(rq< Tmbl< e 6{bertf ,e crn Pendrive, cxr<ltq, cqrdfqq cls1t-s <t q{n-{,
q{{Cclfrsffil({gic{T{lr<{l
+ffifts elnmfusfi Backup <IrI(g {(<r
#frq{cq< qfiBFfi s Database Fr:iftv Backup <l{as {r< r

itl:Ir{b c(T@ +ffibt< <rrqk scr 6rE $furc $,tq s3r ca[rr frrv ellTF qr{t

'fFff'fift TI(rs-{ T.fF{ ficcl {(ft? {{ ,eT{ Website gfBq T-dt cqrs ft-rv {Ftras q(< |

q-qc{Ift\o cs,E qffi< Fn$ef x+berrr{/ Browser Extension ?aFq <t <Fr{R T-fi

calrs fi-gs ejrf(g {r< I

+fttBEt<t ]r'c-Ir n{(E fiqr firewall on ilq@ qr{r

cBS .{< <rrrq (r<ss oPtEEtr< c+t+sIr<t tnl]Ia{b <r{{Br qdl <k< {t I

CBS q{ Tre <]-{ds rffifird CBS c(ft? Tlq <Jqv q{ 6$f{ s'tq f{t rlr{ { |

+ffifml qf 'vn-as Remote Connection (RDP) {6 iFI(g qr< I

<fi(rc-{ I{cT{ q<TfrkTl/ Network Software " fil fto*, GGe I v|n1ell:r

{Frl&T c{Hrc{I'l TI$nrR q-{{rlffis qki ?rfi{/ {ER calrs F:<s {FrrF q(< I

Hardware/ Software/ Network {R Maintenance ,9< q{I css< a&fi e[g
sl'1s <Ifud 1fr6fu fiFbq q(n cIGc d-<"t sr(s qr{r

(xr)

(xii)

lxiiil

(xrv)

(xv)
(xvi)

txvii)
txviiil
(xix)

(xx)

o8t €$5Fr{l{ $t(rfir clt{E ift f{{In s (IFFr.<qR qrs, Eet-c< EGFrv fufil{Tq rcfqqsk<
ffia6a5asqa q1q-qlcryrow{rrf{fif crql I

(cfi8 rFIIs
64.\-1
nls alcf{)

8a!
srw{R'i'{PrF

Nfro a<-aotF,:{nGfiq>liB-84/iote-iot8n55 slR'rtc 
"s-og-lole Rc

ckn w<ul& e Elskd q{frfitc

os r fr+ tfq qfu-{B, <r<Sf"mf fREfurs retEcr< cG{E{, FR-$R, Sst, trlot I

ol r dFF qfuqR, G'Rr<ql'r'{r qREl-+$-s/ve TRthriR cFftrl, Fn$R, em, u'al I

o*e t tfs qfu{ll, T<E{ {{r<r{qtTFF TaIrCsd Eg.r, frrsR, $sl, EFFI I

oar S"f+qFr+ttr, qEfiE FR.Erq FtgH, fuifi, ?r+t, EFFI r<Fb "reE r1i6q3 ffifrgrq slsfitt b
qt'trqls Trrr scflqa-n <I{{ ${rR q-{r w{KI{ s<t qr4D I

oc r ;tFI r

t$,*u,d*
(c{rB.HtTE IT{II glTD

xE+rfr c{FEr<qt'ls
(Cyber Security Unitl

q.{rqlqiE rT-


